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Abstract

The path to sustainable electric mobility depends on multiple factors such as reducing emis-
sions, energy efficiency and conscious usage. This project presents itself as a contribution to
the improvement of Electric Vehicle (EV) charging, with a positive impact from the moment
of connection to the Energy Distributor (ED) until the EV charging finishes.
The electric charging solutions for the residential market imply, in many situations, an in-
crease in the contracted power to respond to an inefficient charging cycle that starts when
the charger is connected and ends when the VE battery maximum charge fulfils. The increase
in contracted power is not always the best solution for faster and more efficient charging.
When single points of connection to the power grid are available, common to a group of ten-
ants, it becomes harder to adopt electric mobility solutions. Managing the contracted power,
optimising charging time, controlling costs according to the connected user, or even balancing
the charging of EVs according to the source of energy at a given time, are challenges that the
presented proposal contributes to solve.
With focus on the residential market, this solution is suitable for both single-use connection
points and shared connections, which are very frequent in apartment buildings without a closed
garage or which, for other reasons, share the available electrical connections to the grid. The
proposed architecture allows the use of one or several common charging points, applying a
mesh network of intelligent chargers orchestrated by a residential gateway.

Keywords: Electric Vehicles, EV Charging, Mobility, Mesh, Fog Architecture, Load Manage-
ment, Mobility, Data Management.
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Abstract (Português)

O caminho para a mobilidade elétrica sustentável depende de múltiplos fatores, como redução
de emissões, eficiência energética e uso consciente. Este projeto apresenta-se como um con-
tributo para a melhoria do carregamento de Véıculos Elétricos (VE) com impacto positivo
desde o momento da ligação ao Distribuidor de Energia, até ao final do carregamento do VE.
As soluções de carregamento elétrico para o mercado residencial implicam, em muitas situações,
um aumento da potência contratada para responder a um ciclo de carregamento ineficiente
que se inicia quando o carregador é ligado e termina quando se atinge a carga máxima da
bateria do VE. O aumento da potência contratada nem sempre é a melhor solução para um
carregamento mais rápido e eficiente.
Quando estão dispońıveis pontos únicos de ligação à rede elétrica, comuns a um grupo de
condóminos, torna-se mais dif́ıcil adotar soluções de mobilidade elétrica. Gerir a potência
contratada, otimizar o tempo de carregamento, controlar os custos de acordo com o utilizador
ligado, ou mesmo equilibrar o carregamento dos VE de acordo com a fonte de energia num
determinado momento, são desafios que a solução apresentada pretende resolver.
Com foco no mercado residencial, esta solução é adequada tanto para pontos de ligação de
uso único como para ligações partilhadas, muito frequentes em edif́ıcios de apartamentos sem
garagem fechada ou que, por outras razões, partilham as ligações elétricas dispońıveis à rede.
A arquitetura apresentada permite a utilização de um ou vários pontos de carregamento co-
muns, através da aplicação de uma rede mesh de carregadores inteligentes orquestrados por
um gateway residencial.
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Chapter 1

Introduction

Electric vehicles (EV) are environmentally friendly since they do not emit any gas directly
into the atmosphere, require less maintenance and operating expenses, and offer a quieter
driving experience (Dubey and Santoso, 2015) (Aghabali et al., 2021). These are the primary
advantages of EV, which are gaining more and more traction as the technology evolves. Even
though they presently represent only 2.7% of global sales, according to the Bloomberg report
by Henbest et al. (2020), the tendency is for them to grow. Actual projections refer that by
2025, EV will account for 10% of worldwide passenger vehicle sales, rising to 28% in 2030
and 58% in 2040, respectively.
According to an analysis conducted by the Association of Electric Vehicles Users (UVE) for
Portugal, the sale of EV increased by 80% in November 2020 compared to the same month
in 2019 (Nascimento, 2020).
As automakers ramp up production to meet demand, EV charging infrastructure will need to
scale in response to the increasing number of EVs produced for consumer and fleet adoption
over the next few years.
Scalability is one of today’s most significant challenges facing the electric vehicle charging
business. To handle exponential market expansion and a diverse range of charging use-cases,
the EV charging infrastructure must be scalable. Electric Vehicle Service Providers (EVSP)
must be able to expand their networks while simultaneously expanding their offers and deliv-
ering a seamless charging experience to drivers. In this context, developing a back-end system
capable of increasing charger availability by remotely assessing and correcting faults will be
required.
An EV ready charging infrastructure should also feature flexible billing options to accommodate
expansion and the introduction of newer business models. Depending on the type of charging
location, such as private residences, multi-family housing complexes, workplaces, commercial
and industrial sites, petrol stations, retail establishments, municipalities, and public charging
stations, there are different standards to meet. EVSP may serve a wide range of locations
and business models by using a modular back-end system that also supports open standards
for the grid and intra-network communication, as well as APIs for legacy applications, among
other features.

1.1 Background

In the next five to ten years, the use of EV in Portugal is predicted to expand consistently.
More and more people are moving toward EV as a way to reduce their carbon footprints and
noise pollution while increasing their transportation energy efficiency.
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CHAPTER 1. INTRODUCTION 2

The path to sustainable electric transportation depends on many factors, including reducing
emissions, increasing energy efficiency, and adopting conscientious use.
Electric Vehicles face several obstacles as they seek to acquire acceptance globally. While
they are advantageous regarding sustainability and environmental stewardship, they include
inevitable trade-offs. When most people consider EV, they anticipate short ranges, high costs,
and even the need to install a charging station at home. Certain preconceptions likely hinder
some people from considering an electric car at all. While some of these perceptions are
incorrect, others are not. Nonetheless, manufacturers of EV experience many of the same
technological and economic hurdles as manufacturers of conventional cars. Several significant
obstacles are to overcome, such as reliability, certification, and functional safety. Additionally,
there is also considerable pressure to reduce costs.
Although battery and micro-controller optimization is still a priority, the current study focuses
on the next big challenge: charging infrastructure and charging process for residential cus-
tomers.

1.2 Problem statement

In many cases, the EV charging solutions for the home market implies an increase in the
contracted power to respond to an inefficient charging cycle that begins when the charger is
connected and stops when the EV battery’s maximum charge is reached. Increased contracted
power is not necessarily the most effective approach for charging faster and more efficiently.
When the number of available power grid connections is limited and shared by a large number
of tenants, it becomes difficult to implement electric charging solutions and solve challenges
such as controlling expenses by connected user, optimising charging time, and even balancing
the charging of EV based on the source of energy available at a given time.
Occasionally, charging an EV at an underground car park outlet can cause issues. The land-
lord may object, as charging an electric car for several hours continuously places a significant
burden on the building’s electric system. And if neighbors have the same idea, there’s the risk
of blowing a fuse and wreaking havoc throughout the complex.
Another factor to consider is that energy consumption in subterranean parking garages is not
metered by user. As a result, all tenants in the building will be responsible for the additional
electrical costs incurred as a result of this practice.
Accordingly Shepelev et al. (2013), by communicating, dynamically monitoring, and control-
ling the charging process, the future smart grid promises to ease most of the referred issues.
This will be accomplished primarily by arranging charging and discharging activities so that
the grid load is kept within safe limits while still serving the needs of EV customers.

1.3 Aims and objectives

With a specific focus on the residential market, current work is designed for both single-use
grid connections and shared connections, which are extremely common in apartment buildings
that do not have a closed garage or that, for other reasons, must share the available electrical
connections to the power grid for EV charging.

Aims:

• Create a mesh network of intelligent chargers, orchestrated by a home gateway (Man-
ager/Broker), and allow the use of one or more common charging stations at the same
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time.

• Research about scalability and tolerance fault applied to proposed architecture.

• The charging process can be optimised to prioritise the use of ”green” energy and adapt
to the number of EV connected simultaneously, preventing damage to the electrical
infrastructure.

Objectives:

• Propose a software architecture capable of implementing the solutions for the challenges
stated in 1.2.

• Create a Manager/Broker solution that acts as a gateway for the compatible Intelligent
Electric Vehicle Charging Controller (IEVCC).

• Secure Message Queuing Telemetry Transport (MQTT) broker implementation to enable
secure data transfer.

• Implement the full tech stack to manage charging and store user data.

1.4 Selected approach

The architectural proposal shall be conceived and reference all needed entities as part of the
solution.
Considering the defined objectives (1.3) and the lack of solutions currently available, it’s es-
sential to identify all the necessary applications that will take place on the solution ”tech
stack”.
Focusing on Cloud Native Computing Foundation (CNCF) projects and adopting Free and
Open Source Software (FOSS) principles enables faster component development and commu-
nity validation.
Due to time restrictions and the number of CNCF projects available, this work will not focus
on benchmarking or comparing possible solutions for the ”tech stack”. Decisions will be made
considering the flexibility, ease of use, and speed of implementation.

1.5 Organisation of the report

This document comprises five chapters. The first chapter, this introduction, begins with a
thematic context for the project’s development, followed by the motivation for its creation.
Chapter 2 focuses on the literature review, which is crucial in defining the target subject’s
conceptual boundaries. Chapter 3 discusses the methodology for setting up the solution. The
experimental results are reported and discussed in chapter 4. In chapter 5, final observations
and conclusions are presented.



Chapter 2

Electric mobility and charging

The modern era of electric mobility still takes small steps on the way to the mass implementa-
tion of the EV (Electric Vehicle). This chapter focuses on the current state of electric mobility
and the solutions for optimising EV charging.

2.1 Electric vehicles

There is a crisis in the traditional automobile industry, which consists of vehicles powered by
internal combustion engines, whether diesel or gasoline. Internal combustion engine vehicles
face a 41.2% decrease in sales by 2020 (Nascimento, 2020).
The same report by Nascimento (2020), about sales of 100% EV, states that there has been
a considerable gain in nine of the eleven months of 2020, and sales have increased steadily
since the month of June, with increases in the last five months in the tens of percentage
points. The market share of electric vehicles (BEV+PHEV) reached an incredible 12.6% for
the entire year 2020, which is unprecedented in the history of the automobile industry.
In comparison to hybrid electric vehicles (HEV) or plug-in hybrid vehicles (PHEV), automo-
biles that rely entirely on battery energy for transmission are referred to as battery electric
vehicles (BEV). BEV may operate only on the energy stored in their batteries, and their range
varies according to battery capacity. Additionally, the battery is the single largest component
of the BEV production cost, and its capacity becomes a significant market differentiation. In
general, regular BEV can go between 100 and 250 kilometres on a single charge, but the top
versions can travel much further, between 300 and 500 kilometres (Stamatescu et al., 2020).
In recent years, the automobile industry’s research and development operations have focused
on the creation of highly efficient and emission-free modes of transportation. With this in
mind, electric and hybrid vehicles look to be the greatest alternatives for replacing vehicles
powered by internal combustion engines. However, there are a few key considerations that
must be taken into account in order for EV to become a commercial reality. The most signif-
icant obstacle preventing mainstream adoption of electric vehicles is range anxiety. Charging
time reduction is also seen as a crucial goal in making EV more accessible to a wider audience
(Khan et al., 2019).

2.1.1 Electric vehicle disorder

Accordingly Moghaddam et al. (2018), it’s essential to cut down on the time spent waiting
at public charging stations. A smart charging approach can make a significant contribution
to the efficient use of energy grid resources. Recognising the importance of smart charging in

4
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the context of public charging networks, researchers have recently explored and presented a
variety of smart charging solutions aimed at reducing range anxiety, charging time and charging
efficiency. However, there is still a gap in research because none of the previous studies take
into account numerous charging and dynamic pricing options at charging stations. Presently,
a charging station (like a regular petrol station) can offer multiple charging alternatives with
real-time pricing. Every charging station’s current state (e.g., the available number of sockets,
queue status, price, etc.) can be collected using a smart grid. The grid can then deliver this
information to the particular charging station user in real-time. This data can be used to
generate a route to the destination that will save time and money in the billing process.
Smart charging, coordinated charging, and regulated charging are all terms used to describe
the opportunity to improve the EV charging process by adjusting EV charging over time.
The use of intelligent charging algorithms has been explored for a wide variety of purposes.
Using vehicle-to-grid (V2G) technology, the vast majority of the proposed charging algorithms
perform economic enhancement of EV charging. These algorithms aim to reduce the charging
costs of EV owners and aggregators in the case of unidirectional charging, or to maximise
their economic benefits in the case of bidirectional charging. Alternative electric vehicle smart
charging algorithms are being developed with the goal of reducing CO2 emissions, increasing
self-consumption of photovoltaic (PV) solar energy, or alleviating congestion and power quality
issues in low-voltage (LV) grids. Smart charging algorithms have been implemented and tested
in real-world scenarios as a result of the research and development activities described above
(Brinkel et al., 2020).

2.2 Electric vehicle charging

Batteries for electric vehicles are classified as either batteries or fuel cells. Among them, fuel
cells are used sporadically to power electric vehicles. The majority of electric vehicles are
powered by batteries. Its advantages include a high power density, a high energy output,
and a long life. From a battery charging safety perspective, we may consider dividing electric
car charging safety into four categories: power grid side safety, charging equipment side
safety, vehicle side safety, and platform side system safety. Through the power grid and
charging side, two angles are used to conduct extensive analysis, which results in a safe and
faster charge (linru et al., 2020). The same authors also refer that the EV is linked to the
distribution side of the power grid, which has random and extensive access. Each vehicle has
a different performance and charging mode, and the dispatching centre management will have
different characteristics. Considering the future, the cost of owning an EV will be significant.
A hierarchical architecture is used to build the integrated structure of intelligent charging,
charging, and power monitoring in order to access any EV at random on a large scale.

2.2.1 Charging optimisation

The optimisation of the EV charging process is becoming more important as the number of
EV charging transactions on low-voltage grids grows. Most EV now charge in an uncontrolled
way, so the vehicle begins charging immediately after connecting to a charging station and
continues charging until its charging requirement is reached. Because a substantial percentage
of EV begin charging in the late hours, this charging approach is widely seen as unfavorable.
This generates grid congestion and power quality issues since the EV demand peak coincides
with the nighttime energy demand peak of residences. Furthermore, uncontrolled charging is
not always cost-effective or efficient in terms of CO2 emissions (Brinkel et al., 2020).
Accordingly Nour et al. (2019), the benefits of EV owners are maximised by regulating EV
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charging based on the price of power. By controlling the EV charging using a fuzzy controller
based on electricity price and State of Charge (SoC) inputs and a charging power output, the
authors concluded that smart charging reduced the maximum power requirement by 100 kVA,
or 20% less than uncontrolled charging. The apparent power demand measured during the
day appears to have been the same as in the base instance. When compared to uncontrolled
charging, smart charging reduces the maximum transformer load by 20% during the day. The
maximum transformer loading observed for smart charging was 80%. When compared to
uncontrolled charging, smart charging reduces the cable’s maximum load by more than 10%.
When compared to uncontrolled charging, smart charging improved the voltage profile, and
the lowest voltage recorded was greater than 0.96 p.u..
Almost all EV optimisation models optimise the charging behaviour of individual EV trans-
actions, as each charging transaction has its own plug-in and plug-out times, charging re-
quirements, and maximum charging rate. With the widespread adoption of EV, optimising
individual EV transactions may impose a considerable computing cost, as each individual EV
transaction introduces a new set of variables into the optimisation problem (Brinkel et al.,
2020).
On a broad scale, the random charging of EV does seem to increase the conventional load on
the power grid. If EV charging is implemented and an effective charging control technique is
developed to charge the EV at a relatively low load on the power grid, this will contribute to
peak reduction and valley filling (linru et al., 2020).

2.2.2 Charging monitoring

While the majority of studies has concentrated on optimising car charging behaviour, com-
munication networks and the underlying communication infrastructures have received less
attention and discussion. Sensor nodes, metering devices, and dependable communication
infrastructures are required as key parts in EV systems in order to monitor, optimise, and
coordinate the integration of EV into the power grid (Ahmed et al., 2020).
There are two types of remote monitoring systems for Electric Vehicle Charging Station
(EVCS), centralised and decentralised. To monitor the charging operation and to limit voltage
variations, the centralised architecture requires a direct connection between the unit control
centre and individual charging stations. The unit control centre processes and stores data
obtained from charging stations. In the decentralised architecture, charging operations and
decisions are made at the parking lot level (Ahmed et al., 2020).
The same authors (Ahmed et al., 2020) categorised charging stations as either blind EVCS
or networked EVCS. The blind EVCS system is equipped with the essential charging feature
and enables low-voltage EV charging. However, there is no exchange of external monitoring
or control information with the grid side. In comparison to blind EVCS, the networked EVCS
system provides more functionality. It communicates monitoring data (status information and
analogue measurements) on a periodic basis to a local controller located in a smart dwelling,
a smart building, a parking lot, or a charging station. EVCS exchanges information with EV
during the charging service, such as charging mode, metering, and payment. Additionally, the
maintenance system operator continues to collect, store, and analyse monitoring data from
every EVCS.
Cloud monitoring and administration enables customers to access necessary data at any time
and from any location. Cloud computing allows users to access resources remotely, resulting in
significant cost savings. The enhanced flexibility enables EV users to scale up or down quickly
and easily, while connectivity offers efficient and effective field assistance and maintenance of
each charger (Saqib et al., 2017).
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According to Ahmed et al. (2020), implementing scheduling and control strategies for EV
charging coordination requires proper communication infrastructures and bidirectional com-
munication between EV subsystems. However, the study majority disregards the underlying
communication infrastructure as a component of the EV system, while some assume ideal
communication networks. These assumptions are incorrect, as data loss and communication
delays are an unavoidable part of system operation and may affect system performance.

2.2.3 Electric Vehicle Supply Equipment

Typically, an Electric Vehicle Supply Equipment (EVSE) designed for commercial use is made
of three distinct levels of charging power and type. They are classified as follows by SAE EV
AC Charging Power Levels. Alternating Current (AC) Level 1 equipment, frequently abbrevi-
ated as Level 1, provides charging via a 120 volt AC connector. Level 1 charging is typically
used when just a 120V outlet (such as a socket) is available. The majority of electric vehicles
come equipped with a Level 1 cord as a standard. The amount of energy required to com-
pletely charge an electric vehicle using a Level 1 socket is comparable to the amount needed
by a toaster (Stamatescu et al., 2020). Accordingly the same author, AC Level 2 equipment,
or Level 2, charges from a 208V to 240V AC plug. Level 2 charging is compatible with both
commercial and residential applications. The amount of energy required to completely charge
an electric vehicle at a Level 2 charging station is comparable to the amount consumed by a
clothes dryer. Direct Current (DC) Fast Charging charges the automobile battery directly, as
opposed to AC charging, which runs via the EV internal power electronics systems for conver-
sion. This allows rapid charging along high-traffic areas that are often reserved for commercial
charging. The amount of energy required to fully charge an electric vehicle at a DC charging
point is comparable to the amount consumed by five to ten central air conditioners.
Currently, the majority of charging cycles occur at owners’ dwellings, where vehicles are parked
and charged overnight, but this is predicted to change as more public charging alternatives
become available. The share of home charging in the European Union is expected to fall
from around 75% in 2020 to 40% by 2030 as more middle- and lower-income families without
access to home charging purchase EV. Renters, who make up an increasing proportion of the
US population, are unable to home charge since landlords have little motivation to invest in
EVSE. The inability to charge is a significant barrier to acquire an EV, making nonresidential
EVSE development crucial for not only long-distance travel, but also for people who are un-
able to charge effectively at home. A significant majority of nonresidential EVSE is located on
existing retail properties. Due to the longer refuelling intervals associated with EV compared
to gas-powered vehicles, the ability to shop while refuelling is especially appealing. Charging
stations have already been deployed in a number of Walmart and Target shops, as well as
other retail locations. Retailers have an incentive to develop EVSE, as 89% of electric vehicle
drivers often make a purchase while charging at a retail site (Gilleran et al., 2021).

2.3 Electrical Grid

With the progress of human civilisation and economic expansion, the need for electricity is
increasing rapidly, resulting in two significant worldwide concerns: the energy crisis and en-
vironmental degradation. As a result, more distributed energy resources (DER) are being
integrated into power systems, including renewable energy sources such as solar and wind,
energy storage devices, and electric vehicles (Zhong et al., 2019). The residential sector ac-
counts for a significant portion of electricity demand. Consumers tend to use an increasing
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number of electrical equipment as their lifestyles improve and their income level increases.
The efficiency of electrical appliances has been increased. However, as the number of electri-
cal devices expanded alongside the rise in living standards, electricity usage increased. Load
shifting programmes are used to reduce peak consumption by transferring flexible loads from
peak to off-peak hours. Direct load control and indirect load control are two methods for
encouraging consumers to shift their electrical load. While indirect load programmes rely on
consumers changing their consumption habits on their own, direct load programmes require
users to purchase smart technology and communication equipment (Ayan and Turkay, 2018).

2.3.1 Domestic Grid

Gradually, communication and information networks are being integrated into power sys-
tems. Naturally, the additional communication channels are expected to provide the required
infrastructure for all power system participants to cooperate, even at the lowest levels of con-
trol. However, this usual scenario may raise severe questions regarding reliability and security
(Zhong et al., 2019).
Peak load is a significant issue in the electricity grid. In the past, this issue was largely re-
solved through supply-side control. However, demand-side management sources have gained
prominence in recent years as a result of economic and environmental restrictions. Usually,
countries can maintain reliable electricity supply to customers by either increasing network
capacity (supply side management) or by reducing peak electricity demand on the network
(demand side management). Reducing electricity consumption through demand side manage-
ment, rather than increasing network capacity, provides operational and financial benefits to
countries. Demand response can play a significant role in reducing peak loads in the residen-
tial market (Ayan and Turkay, 2018). Accordingly Calearo et al. (2019), the potential load
created by home charging of EV is not as large as is frequently assumed. Because most EV do
not require daily charging, simultaneous charging of more than 45% of EV with single-phase
chargers is never possible. Additionally, when three-phase chargers are used, the charging
power is tripled, but the total peak increases by only 50% due to the simultaneous charging
being lowered to 25%.
It may be inferred that, in the short term, with few EV, the Distribution System Operators
(DSO) should prioritise grid balancing. Thus, even if EV are evenly distributed across three
phases, the discrepancy in charging behaviour can increase grid instabilities. On the other
hand, in the long run, high EV penetration combined with rising electricity usage could result
in congestion being the primary concern in distribution power systems (Calearo et al., 2019).

2.4 Mesh Networks

Modern WiFi networks consist of an access point, or base station, which is typically located
in a central area and communicates with each user’s device. Mesh networks enable peer-
to-peer communication and distribute devices, or nodes, throughout the network. Each of
these devices connects with the others, forming a ”mesh” that enables a reliable signal to be
transmitted over a greater distance. Devices then connect to the nearest node rather than the
central base station, establishing a more reliable network connection. Mesh networking is an
efficient approach to coordinate data transmission between Internet of Things (IoT) devices.
It is great for transporting little data packages and enables you to connect additional nodes
while maintaining a high level of network speed (Anh, 2021). The Internet of Things (IoT)
is a network that connects computers, mechanical and digital machines, objects, animals,
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and even people. Each of these things has a unique identifier and can send and receive data
over a network without having to interact directly with people or computers. Some common
Internet protocols, such as HTTP, were initially used to connect the first Internet of Things
devices, however, newer Internet protocols that are lighter and better able to fit the constrained
requirements imposed by IoT environments have emerged. These newer Internet protocols
include Constrained Application Protocol (CoAP), Message Queuing Telemetry Transport
(MQTT), Advanced Message Queuing Protocol (AMQP) amongst others (Iglesias-Urkia et al.,
2017) (Table 2.1 and Table 2.2).

Table 2.1: Protocol objectives and related features (Wytrebowicz et al., 2021)

Protocol Main Purpose Defined
Roles

Architectures Discovery
of

Real
Time

Specific
Features

MQTT M2M &amp;
IoTsmall code
footprintlimited
bandwidth and
high latency
networks

publisher,
subscriber,
broker

client-
broker-client

topics partial

MQTT-
SN

constrained de-
vices

publisher,
subscriber,
broker

client-
broker-client

topics,
gateway

partial

CoAP constrained de-
vices,lossy net-
works

server,
client,support
pub/sub
mechanism

p2p, client-
server,
master-slave

resources yes RESTful

AMQP corporate envi-
ronments

publisher,
subscriber,
broker

client-
m router-
client,client-
broker-client

partial multiple
links in
one con-
nection

Table 2.2: Messaging features (Wytrebowicz et al., 2021)

Protocol Payload Size Limits Payload Data
Representation

Labelling Metadata Transaction
Support

MQTT 256 MiB UTF-8
text,unspecified
bytes

yes yes

MQTT-
SN

64 KiB unspecified
bytes

yes

CoAP 40 B–1 KiB (without
IP fragmentation),1
MiB–1 GiB with
block-wise transfer

internet media
type

yes

AMQP defined by end-points internet media
type

yes yes yes
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2.4.1 Constrained Application Protocol (CoAP)

The Constrained Application Protocol (CoAP) is a web transfer protocol that was developed
specifically for devices and networks with limited resources. It functions quite similarly to
HTTP due to the fact that it is built on top of UDP and it follows the REST concept.
It uses a subset of HTTP’s request verbs, such as GET, POST, PUT, and DELETE, as
well as response codes and content-formats, even though there is an extra content-format
in this case. The port number that is used by default for CoAP is 5683, while the port
number for secure CoAP is 5684. The following is an example of the format of a CoAP URI:
coap:/host[:port]/[path][?query] (Iglesias-Urkia et al., 2017). CoAP can be thought of as a
version of the HTTP protocol that is made to work with devices that have limited resources.
The URIs point to resources that the server provides. The client talks to a server with a known,
predefined address, but in local networks, the client can also use a mechanism for dynamic
server discovery to find the server. Both a server and a client can be done by the same device.
RFC 7641 defines an extension as something that lets the client subscribe to updates to server
resources over time. This is the best-effort publish-subscribe communication pattern. CoAP
can communicate in a few different ways, such as peer-to-peer, client-server, and master-slave.
It can also be used in architectural designs that are more complicated (Wytrebowicz et al.,
2021). In order for the user to access the accessible resources, they will first need to be familiar
with the route, and then they will be able to submit queries to the server using the URI. CoAP
does not ensure the delivery of the packets, and as a result, it provides two primary categories
of messages that differ in whether or not they require acknowledgement: confirmable and non-
confirmable messages. The other two forms, known as Reset and ACK, also have the ability
to piggyback data. Due to the fact that the underlying UDP protocol requires ordered and
assured message delivery, CoAP is unable to employ TLS to secure the connections since it was
not designed to do so. UDP’s alternative to TLS is called DTLS, using it comes at the expense
of losing some of the benefits of using UDP, which stem from the fact that it does not require
an open connection (Iglesias-Urkia et al., 2017). CoAP makes it easy to connect physical
devices to Web content while meeting requirements like support for multicast, low signaling
overhead, and simplicity for environments with limited network resources. In a constrained
network environment, most of the devices are embedded and need much less processing power,
memory, and power supply than Internet devices. More specifically, constrained nodes often
have 8-bit microcontrollers with small amounts of ROM and RAM, while constrained networks
like IPv6 over Low-Power Wireless Personal Area Networks (6LoWPANs) often have high
packet error rates and a typical throughput of 10’s of kbit/s. In a WoT environment, it is
very important to meet the requirements of multicast support, low signaling overhead, and
simplicity. Also, constrained networks in a WoT environment usually have a limit on the size
of packets, may lose a lot of packets, and may have a lot of devices running in sleep mode. In
a duty-cycled network, sensor nodes have four different ways to work: they can send, receive,
do nothing, or go to sleep. During sleep states, the sensor is turned off and a low-power timer
is turned on to wake it up later. So, it can only use a very small amount of the energy that
the active mode uses (Chun et al., 2015).

2.4.2 Message Queuing Telemetry Transport (MQTT)

MQTT is an open standard maintained by OASIS. Recently, MQTT has been sold as a
way to communicate between machines - Machine to Machine (M2M). This is because the
Internet of Things is based on communication between machines. Specifically, the IoT needs
to be able to work with low-powered devices in order to be sustainable, and MQTT meets
all of the IoT needs in that way. This publish-subscribe protocol is great for connecting low-
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bandwidth devices with limited CPUs and little overhead. It’s a good choice for connecting and
communicating between small groups of low-energy devices and a central hub. MQTT can be
used for different types of performance and message transmission, which is important because
many devices used for IoT are simple and don’t have a lot of performance capacity. MQTT is
an important part of making IoT projects easier to set up in terms of technical specifications
while still allowing devices, servers, and applications to connect with each other. When
considering low-power wireless devices with unstable connections, this might be a good solution
(Anh, 2021). TCP/IP is the underlying protocol that MQTT uses. The Internet Assigned
Numbers Authority has designated port 1883 as the one to use for this service (IANA). Port
8883 is utilized whenever MQTT is utilized over SSL. Mosquitto, Mosca, and HiveMQ are
just a few of the local brokers that support MQTT. There are a variety of public brokers, some
of which are iot.eclipse.org, test.mosquitto.org, broker.hivemq.com, www.cloudmqtt.com, and
mqtt.dioty.co (Masdani and Darlis, 2018). There are three ways to send data based on QoS.
It is a best-effort delivery with a QoS0 of ”at most once.” QoS1 - at least once - duplicates
can occur. QoS2: a reliable delivery exactly once. More PDUs are exchanged as the QoS
type goes up. A subscription can be durable or non-durable. The durable subscription tells
the broker to keep messages for a certain client even when it’s not connected, like when it’s
sleeping. A publisher can also tell the broker to keep messages even if no one has signed up
to get them for that topic. In this case, the next message will overwrite the previous one, and
a new subscriber will get the most recent value of the topic. MQTT can be used by any IoT
platform for devices that are not limited. The upper layer is in charge of how to deal with
network availability and how much it might cost to send data. Due to the rare transfer of short
data, some limited devices can support TCP and messages that are not compressed. Even if
an IoT device is just a publisher, it can still be used to get data and look at notifications and
alarms. An IoT device that is just a subscriber can be used to carry out commands that have
been sent. An IoT device that can act as both a publisher and a subscriber can be used to find
and set up other devices, ask for data, and remotely control other devices. MQTT is not good
for peer-to-peer communication between devices that are close together, though. MQTT is
used in a wide range of Internet of Things (IoT) apps. Industrial MQTT deployments have
been seen with hundreds or thousands of topics and subtopics and the same number of active
terminal nodes. Facebook Messenger is a good example of how MQTT is used (Wytrebowicz
et al., 2021).

2.4.3 Advanced Message Queuing Protocol (AMQP)

AMQP (Advanced Message Queuing Protocol) is managed by OASIS and standardized by
ISO/IEC. An AMQP communication node can act as a producer, consumer, or message
queue. A process can have more than one of these nodes, which makes it possible to build
very complex network parts. The process can act as a client, a server, a broker, or a router.
Depending on what the application needs, the router can send a message right away or store
it. A peer-to-peer network is made up of connected terminal processes. The protocol’s main
way of communicating is client-message-router-client. But in place of the message router, an
implementation can only offer simple broker functionality.The AMQP standard describes how
to encode simple and complex data types, how to send messages, and how to handle complex
transport (i.e., the structure and semantics of messages carried by the transport mechanism).
Also, the AMQP specification says how TLS and SASL are used to authenticate and encrypt
communications. The encoding lets binary data be represented and also lets data types be
marked to meet the needs of applications. The transport mechanism makes it possible for
two processes to connect using AMQP and open several communication sessions at the same
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time. In one session, you can set up as many one-way links as you want. The link’s job is
to move frames. AMQP can break up a large message into pieces and send them in separate
frames. The limits of the message and frame sizes are shown on the communication end
points. Flow parameters are set for a link. For example, message delivery guarantees (QoS)
like ”at most, at least, and exactly once” are flow parameters. Also, filtering functions can
be linked to the sending node to stop messages from being sent that don’t meet the criteria.
In the case of a broken connection, the links are remade, and the state of the messages that
have been exchanged is kept. AMQP may send a message with a complicated structure. The
structure must have a field for the application data. Header, transport annotations, message
annotations, standard properties, application-defined properties, and footer are the fields that
you can choose not to use. From the sender to the receiver, application data and its properties
stay the same. Message routers can use and change the rest of the fields. The standard sets
out a large number of elements that can be used in the above fields. These things can change
how messages are handled in intermediate nodes, set the priority and lifetime of messages,
change how reliable their transmission is and make sure the necessary security is in place,
among other things (Wytrebowicz et al., 2021).

2.5 Existing ”smart” EV chargers in market

When we write about a ”smart EV charger,” we’re referring to a charging station that can
do tasks like communicate with other wireless electronic devices, accept payments from es-
tablished systems, connect to a smart power grid, and dynamically change how much power
is sent to the EV.
There are a variety of charging equipment options available for electric vehicles. The following
”smart” EVSE solutions are some of the available options which offer multiple features that
are identical to our target solution.

2.5.1 Rolec EV Charging - VendElectric

Rolec Services designs, manufactures, installs, and supplies outdoor electrical equipment world-
wide.
The firm employs 120 people in its purpose-built offices, showrooms, warehouse, and industrial
complex and has agents in 40 countries.
Rolec Services focuses on EV-charging, Marina Services, and Caravan Hook-Ups.
For this work, we focus on EV-Charging features, like managing single or more charge points
with the ability to support private network charging (staff members, fleet drivers, etc.), ensure
that charge points are protected from unauthorised use. Possibility to add more charging sta-
tions for electric vehicles to your infrastructure as demand develops. Full visibility of real-time
charge point activity, monitoring, and energy consumption at the push of a mouse, allowing
you to comprehend charging behaviours and determine where more infrastructure is necessary.
Accessing and exporting all historical data and reports is simple. The author Rolec (2020)
also states it´s ideal for sites requiring several EV charging stations where the total demand
may exceed the available electrical supply and customers may opt to include load control
mechanism which guarantees that all charging stations are accessible. Although load control
is announced, there’s no available information on how it’s implemented. The Figure 1 provides
an overview of all the features available.
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Figure 1: Rolec EV Charging - VendElectric (Rolec, 2020)

2.5.2 EVBox

EVBox (2022) provides flexible and scalable electric car charging solutions to organisations.
Current offers target residential, business, and rapid charging stations as well as scalable
charging management software. Customers and partners have access to more than 400,000
charging ports, and EVBox Everon does more than 1.4 million charging transactions every
month. EVBox charging management software tracks, manages, and optimises electric car
charging. Keep the process safe and easy so users can enjoy their EV without effort. EVBox
Elvi may connect to any backend through OCPP to offer charging session details. The author
also announces load balancing for EVBox Business Line (Figure 2).
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Figure 2: EVBox - BusinessLine (EVBox, 2022)

2.5.3 EvoCharge

In North America, EvoCharge is a leading provider of EV home charging solutions and cable
management systems. Since the company’s founding in 2009, there has been a commitment
to offer Electric Vehicle Supply Equipment (EVSE) hardware with real Open Charge Point
Protocol (OCPP) for simple integration into a secure and dependable non-proprietary network.
The EvoCharge offers more than a standard Level 2 home charging station for electric vehicles.
With standard Open Charge Point Protocol (OCPP), optional cable management systems that
keep cables out of the way when not in use, and the most up-to-date EV charging technology,
EvoCharge will change how electric vehicles are charged. Local load management enables
using a building’s existing electrical panel power capacity to charge many electric cars via
charging stations by allowing the charging stations to communicate with one another and
provide a consistent electrical current to each (EvoCharge, 2022).
Solution´s main features are presented in Figure 3.
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Figure 3: EvoCharge Spec Sheet (EvoCharge, 2022)



Chapter 3

Contribution to IEVCC - Charging
improvement

This chapter gives an outline of the work and task organization, the adopted development
methodology, and the different stages of the solution design and implementation.
When developing a project, there are several elements to consider in order to determine which
methodology to apply and which instruments to employ to support this decision.
Following industry trends, adopting agile frameworks is the wisest course of action. Although
this project was developed using the Scrum framework, it is still important to mention the
”Waterfall Model” and the basic agile principles on which Scrum is based as a foundation.

3.1 Waterfall Model

The Waterfall Model is a notion borrowed from industrial and construction development
practises. When creating something enormous, such as an aeroplane or a ship, redesigning in
the middle of the project is too expensive. As a result, each step or level in the ”waterfall”
must be finished completely before proceeding to the next (Figure 4).

Figure 4: Waterfall Model (Marjerison, 2013).

While a design may appear attractive on paper, it isn’t beneficial if the manufacturer can not
produce it. As a result, waterfall model projects are typically collaborative, involving everyone
from designers to manufacturing personnel. By the end of the design phase, everyone will
understand how to complete the process.
The waterfall model has the advantage of encouraging upfront documentation. A downside to

16
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this strategy in terms of software development is that it leaves little room for design changes
late in the development cycle (Marjerison, 2013).
According to the agile manifesto’s principles, motivated and empowered software developers,
focusing on technical quality and simple designs, produce business value by providing functional
software to users on a regular, short-term basis. These ideas have resulted in developing several
techniques aimed at providing more value to customers. At the heart of these approaches is
the concept of self-organizing teams whose members work collaboratively and at a speed that
supports their creativity and productivity. The principles promote procedures that allow for
requirement changes at any point during the development process. Additionally, customers
(or their representatives) participate actively in the development process, facilitating feedback
and reflection that can result in more fulfilling solutions. The principles are not intended to
be a formal definition of agility but to serve as guidance for rapidly providing high-quality
software (Dingsøyr et al., 2012).

3.2 Scrum

Scrum is a methodology for managing agile projects. It breaks a project into sprints. Each
iteration (sprint) lasts around 30 calendar days and must result in workable software code
that adds new (extra) functionality to the software. Thus, the customer gradually receives
components of the solution that are instantly usable. Three critical roles are assigned to a
Scrum project:

• Product owner: determines the features or expected outcomes of the product, ensuring
profitability and business value;

• Scrum master: accountable for ensuring that the team follows the established procedure,
as well as resolving issues and protecting the team from external influence;

• Development team: is in charge of implementing the functionality. The team is func-
tionally diverse and self-organized. Team members assign tasks independently and are
collectively accountable for the project’s success or failure.

Scrum’s process flow (Figure 5) is based on various types of meetings during which project
planning and monitoring artifacts are created.

Figure 5: Scrum process (von Wangenheim et al., 2013).



CHAPTER 3. CONTRIBUTION TO IEVCC - CHARGING IMPROVEMENT 18

The project plan uses a list of client requirements (usually in the form of user stories) docu-
mented in the product backlog. The product owner is responsible for maintaining this artifact.
He assesses and prioritizes requirements based on their profitability and business value. At
the start of each sprint, the product owner collaborates with the project team to define the
subset of requirements that will be developed during this iteration. The team determines how
much work they can complete in the upcoming sprint based on their velocity, which is a rough
estimate of how much work a team can complete in a current sprint based on the previous
sprint’s work. The selected needs (user stories) are also refined during the sprint planning
meeting into actions necessary to accomplish the specified objectives. The sprint backlog
reflects this.
During the sprint’s execution, team members carry out the defined activities. Each day, the
team gathers to monitor progress and maintain control over the project. Each team member
answers three questions during the daily scrum meeting: What did you do yesterday? What
do you have planned for today? What constraints prevent you from reaching your sprint and
project commitments? After each sprint, the team presents its work to the product owner
and other interested users. This sprint review meeting lets users provide feedback on the
work completed and establish requirements for the next iteration. After the sprint completion,
a retrospective meeting is held to promote ongoing improvement in how the team creates
value. During this discussion, the team will identify the strengths and flaws of the Scrum
processes that were noticed during the previous sprint and recommend ways to improve them
(von Wangenheim et al., 2013), (Srivastava et al., 2017).

3.3 Planning

While project management is critical, many initiatives fail to meet their objectives. This is
especially true for IT initiatives, which fail regardless of how they are organised. In 2017, only
34% of projects were finished on schedule and 42% were within budget. In 2018, the situation
improved marginally, with 40% of projects finished on schedule and 46% within budget.
Different methods of project management employ a variety of different success criteria for
projects. According to Vujović et al. (2020), it is the management team’s responsibility to
assess what is appropriate and applicable to a particular project. The most frequently cited
reasons for IT project failure are: inadequately defined project objectives, inadequate planning
and assessment, insufficient project methodology or its disadvantages, a lack of understanding
of client requirements, communication problems between the contracting authority and IT
experts, and contracting authority expectations that are unrealistic.
The fast evolution of technology has had a significant impact on the complexity of an IT
project. The phases of managing an IT project are as follows: design, requirement definition,
planning, design, production, and delivery. The success or failure of a project is contingent
upon the project manager’s readiness and knowledge (Pellerin and Perrier, 2019), (Vujović
et al., 2020).
Current project development is based on qualitative and quantitative research methods, used
throughout the thesis’s analysis and during literature review. In this sense, the procedure
followed the following logic:

• Literature review (a process that occurs repeatedly throughout the project cycle and
thesis writing);

• Choosing technology and tools for developing the solution;
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• Development and structuring of a scalable architecture based on a review of the litera-
ture;

• Gateway application component development;

• Installation and configuration of all architecture components;

• Platform review and improvement.

3.4 Intelligent EVSE Prototype

The electric infrastructure in residential buildings wasn’t designed for high power usage, and
most car parking spots only have a standard 16A Schuko plug. Due to heat and safety
concerns, the recommended maximum current is only 10A, limiting the charging capacity.
Most manufacturers are making their batteries bigger so EVs can go farther between charges.
For 10-16A connections, the time it takes to charge will get too long. So, considering the
low current and bigger batteries of modern EVs that need up to 32A per phase, the charging
process will take several hours longer. Most residential buildings, where more than one family
shares some spaces, aren’t ready to use high-current charging devices. If a dedicated cable is
connected directly to the building’s main electrical board, higher charging currents (up to the
main board’s design capacity) can be used. Some companies make wall box chargers that can
be used to charge at a faster rate. Most of the time, these pieces of equipment have a fixed
charging power that is often very close to the house’s maximum contracted current/power.
If the EV charging current is high and other loads are connected, a tripping order may be
set off, which will turn off the whole installation. Priority can be set for charging or non-EV
loads, load shedding plans can be put into action, or the rate of charging EVs can be limited
to the maximum available capacity, which is the contracted power minus the total power used
by non-EVs (Cardoso et al., 2021).
Cardoso et al. (2021) presents the Standalone and Mesh versions of the IEVCC systems (Figure
6). This IEVCC was developed with an ESP-32 board. Both versions can connect to a wireless
network to share information about charging status and get information from the main system.
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(a) Standalone version (b) Mesh version

Figure 6: IEVCC system diagrams (Cardoso et al., 2021).

3.4.1 Architecture

With the previously identified challenges (1.2) in mind for designing and implementing multi-
client network solutions in the IoT, the proposed technical architecture must be capable of
managing high data loads. The solution must be resilient and scalable to address the mesh
installation problems and optimize grid usage. These aspects will benefit the end consumers
and also assist the electricity distributors. This section proposes an optimized architecture to
fit two distinct IEVCC system configurations, the Standalone and Mesh versions intended for
single use or in condominiums where tenants do not have access to a portion-powered parking
spot as presented by Cardoso et al. (2021).
The proposed solution is considered a streaming analytics system. These systems typically
contain three layers: ingestion, processing, and storage. The ingestion layer is the gateway to
streaming. Data flow from inputs to processing and storage levels is decoupled, automated,
and managed. The processing layer receives the ingestion layer’s data streams and transfers
the output or intermediate results to storage. The storage layer keeps data in memory for
iterative calculations or in databases for long-term storage. The analytics findings are given to
a range of display and decision-assistance tools (Isah and Zulkernine, 2018) (Dias de Assunção
et al., 2018).
According to Aung et al. (2021), there are five primary data processing architectures on the
Internet of Things: fog-based processing, middleware-based processing, cloud-based process-
ing, cloudlet computing, and mobile-edge computing.
The current data load comes from chargers, electrical counters, and message handling devices
(broker). While systems operate, it is vital to log and store not only charging data, but also
device status and usage metrics. To minimise damage in the event of network or device fail-
ures, the local setup (device layer) must be able to store and recover from failures. The final
architecture proposal has this into consideration.
The next natural step is to store data in the cloud, but once again, due to the sensitive nature
of data and the significant load caused by each local instance, transmitting gathered data
straight to cloud servers has proven to be challenging Garcia et al. (2018). The same article
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discusses how fog computing may help minimize cloud reliance while improving performance.
Nevertheless, the paper concludes that cloud and fog are complementary and can help deliver
better and more complete services.
Cloud computing and fog computing infrastructures do not compete with each other, and
they’re complementary architectural solutions. IoT applications connect across fog nodes,
and devices must be linked to at least one of these fog nodes (Fig. 7). Any device part of the
IEVCC solution may connect to fog nodes which may be used in specific geographical cloud
areas Kanyilmaz and Cetin (2019).
Because each fog node is a single point of failure, its spread and replication across regions
should be considered for failure recovery and redundancy.

Figure 7: Fog Architecture (Baptista et al., 2022b).

The charging solution installation can include one or more chargers. Multi-charger installa-
tions have more than one charger and may also include multiple electrical counters. Fig. 8
illustrates how each device connects to the ”heart” of the device layer (Manager/Broker).
This device is responsible for message handling and forwarding. At the same time, it manages
authorized devices and clients during charges.
Each instance can be configured with custom load balancing rules, charger priority, and en-
ergy source selection when more than one source is available or when the provider shares the
current source through an API endpoint.
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All data is stored locally and forwarded to remote instances for data cleansing and transfor-
mation. Electrical power usage, system logs, and client usage are then available for access by
clients and providers.

Figure 8: Multi-Charger Model (Baptista et al., 2022b).

Design of Data Management Service Platform

In order to allow data flow between several independent data producers and consumers, a data
stream ingestion system must be scalable, resilient, and extendable.
Chargers and electrical counters are the primary focus of the current configuration. However,
the Device Manager design ensures that more Internet of Things devices will be able to con-
nect and integrate into the solution in the future.
To demonstrate how to integrate the Fog Architecture into the Multi-Charger Model, the
Fig. 9 depicts the position of each entity within the three Fog Architecture levels.
Each colored section maps the three distinct layers (Device, Fog, and Cloud), where gener-
ated data is saved and forwarded to the subsequent layer instances. It is crucial to clean and
aggregate each record to be stored in the database during this process. It is also important
to note that while generated data flow in one direction only, it is mandatory to authenticate
users, devices, charging sessions, and others. This responsibility is taken care of by the Device
Manager through the API instance in the cloud layer.
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Figure 9: Proposed Architecture (Baptista et al., 2022b).

Device Layer

The device layer includes all the devices that support the local area network, such as routers,
switches, wireless access points or extenders, and all the smart devices connected locally. The
smart ESP32-based devices are chargers and electricity meters for the current solution. Mul-
tiple other IoT devices may be integrated into the solution in the future.
The solution’s heart is the Device Manager. Raspberry Pi version 3 boards were tested during
development with no performance issues while handling device authorization, messages, local
storage, and data forwarding to the fog layer.
For the Manager/Broker device, the hardware choice (board specifications) will consider the
principles of IoT family devices like power consumption and price. Since there are no CPU
architecture restrictions to execute the developed Manager/Broker applications, the minimum
requirements should be a wireless adapter and the ability to run Docker1.

1Docker: https://www.docker.com/
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Fog Layer

The Fog Layer comprises devices in an intermediate layer between the cloud and the Device
Layer. In this case, data is transferred to and processed by a computer or data center prefer-
ably located in the same region as the device layer. By spreading this processing power across
multiple regions, each fog node’s total load will reduce, and redundancy will increase.
Fog node hardware must meet the minimum system requirements set for the distributed event
streaming platform (e.g. Kafka2) and the applications for cleansing and transforming data.

Cloud Layer

The cloud computing infrastructure builds on top of large-scale clusters that run various
applications and pursue the core foundation that enables computing resources to be used to
their full potential.
Cloud customers expect the entire system to be reliable, with redundant network and hardware.
These cloud solutions allow companies to access data storage, resources, and on-demand
services over the internet. Although cloud providers offer a variety of solutions for several
operations, based on the presented Mesh-Model (Fig. 9), the core business activities in the
Cloud Layer include database services and API web applications.
The Cloud Layer is sub-layered into three layers: Infrastructure as a Service (IaaS), Platform
as a Service (PaaS), and Software as a Service (SaaS). Choosing the best cloud layer depends
on the budget, resources, the size of the operations, and multiple other factors.

3.4.2 Tech Stack

With an architecture diagram available, it is essential to decide which applications will imple-
ment each architecture entity and how the connectivity and communication will be ensured.
A tech stack is a company’s choice of technologies to develop and manage an app or project.
A tech stack often includes programming languages, frameworks, databases, front-end and
back-end tools, and apps linked through APIs (Limón and Schulaka, 2020).
As stated in 1.4, the short time to implement the solution and the limited monetary and
hardware resources lead us to choose each component for the Tech Stack based on ease of
installation or configuration, availability, previous experience with the tool, and finally, the
price.
In a top-to-bottom analysis of Fig. 10, in the Device Layer, the current charger and elec-
tricity meter devices are programmed in C++, while the Device Manager is currently being
developed in Python 3.8, with a tested compatible version range from Python 3.6 to Python
3.10. MQTT message broker (Mosquitto MQTT) and InfluxDB, an open source Time Series
Database, both run on the same hardware.
Each fog node in the Fog Layer will provide one or more Apache Kafka instances, an open-
source distributed event streaming platform. Apache Kafka advertises necessary core capabil-
ities like high throughput with low latency (2ms), being prepared to scale, and delivering high
availability. It’s also important to mention the built-in stream processing that enables the pro-
cessing of event streams using joins, aggregations, filters, transformations, and exactly-once
processing. It is also worth mentioning that the Kafka Connect interface is pre-integrated with
hundreds of event sources and sinks, including Postgres, JMS, Elasticsearch, and AWS S3.
In the Cloud Layer, our solution’s core depends on a PostgreSQL database instance and the
possibility to host web applications like client portals or APIs to access and store information.

2Kafka: https://kafka.apache.org/documentation/
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The best cloud solution for PostgreSQL service is still open for further analysis, howsoever it
is mandatory to have scalability possibilities, backups, and snapshots. Multi-region availability
and synchronisation will be decisive when dealing with thousands of clients.
Region and response time are essential factors in web application hosting, but so are high
availability with load balancing, security, and scalability (Ramamurthy et al., 2020).

Figure 10: Tech Stack (Baptista et al., 2022b).

3.4.3 Message Protocol

The proposed Tech Stack is based on multiple IoT principles. It aims to incorporate various
processes and services that run locally, on small IoT devices, and remotely in the cloud, fog,
or edge servers. We’ll consider the interactions between local IoT devices and local services
and their communication with remote servers for the messaging protocol choice.
Wytrebowicz et al. (2021) analyzed twelve different messaging protocols for IoT systems. Ac-
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cording to the same authors, choosing one messaging protocol for a new design is not a simple
task, and making a wrong choice can slow development and increase design costs. An IoT
system may have sub-networks for many device types. Due to pricing or energy constraints,
some devices have limited computational and memory resources. These devices should have
tiny memory footprints and communication protocols. Moreover, to conserve energy, the pro-
tocols should minimize the communication overhead. We selected four from the list of twelve
messaging protocols (Table 3.1) for brief analysis and further selection. This selection is based
on Quality of Service (QoS) levels, topic addressing, and security capabilities.
It’s possible to create a device-level IoT platform or middleware to be deployed on IoT devices,
to enable faster system development. The device-level IoT platform includes a message pro-
tocol or protocols. Middleware should be optimized for a given IoT device’s communication
needs. These devices fall into four categories: constrained devices; unconstrained devices
connected to the internet via a pay-per-use plan or a flat-rate plan with significant limits on
the volume of transferred data; unconstrained devices being not always online; unconstrained,
online devices anytime accessible by applications or services.
The messaging protocol transport features also play a big part when considering the final
implementation. Due to previous experience, the resources available, and the fact that it
matches our solution needs (Table 3.1), the protocol choice stands for MQTT.

Table 3.1: Transport features (Wytrebowicz et al., 2021)

Protocol Basic [Additional]
Transport

Security QoS Data
Priori-
tisation

Addressing Filtering Ca-
pability

MQTT TCP,[WebSocket] TLS profile:
authenti-
cation +
authorisa-
tion

3 levels topic

MQTT-
SN

ZigBee or UDP 4 levels topic

CoAP UDP,[TCP, Web-
Socket]

DTLS 2 levels URI URI syntax

AMQP TCP, [UDP,
SCTP, Web-
Socket]

TLS, SASL 3 levels yes queue,
topic/rout-
ing key

based on
message
properties

3.4.4 Intelligent Electric Vehicle Charging Controller

IEVCC (Intelligent Electric Vehicle Charging Controller) prototypes are developed on ESP
boards (Fig. 11). Both the Standalone and Mesh versions offer connections over a wireless
network to deliver charging status information and receive data from the main system. The
ESP32-POE is compatible with an Ethernet network, which can be leveraged if the building
has this type of infrastructure. The selection of these two boards enables the development of
low-cost systems, hence facilitating the swift adoption by users.

The standalone version targets a single-user situation (personal use) where the user has his
own parking area and charges from his house electric access point. This version adjusts charg-
ing current based on house consumption in Smart mode. It also works on demand (manual
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Figure 11: IEVCC Prototype (Cardoso et al., 2022)

mode), allowing the user to define the charging current manually. This mode makes it portable
and independent from house-reading systems.
The mesh version must deal with multiple users, possibly with different needs or rights, as well
as infrastructure conditioning factors like cable thermal limits or maximum available power
from the energy provider. Loading balance is challenging. Other challenges include deciding
who receives more power or if everyone can charge simultaneously. The system uses NFC
identification to adjust all chargers based on the user profile, the number of users charging
at once, and the available power. In the worst case, the user may not receive authorization
to charge. Chargers must transmit information to the broker about charging sessions (time,
energy used) to apply fees.
The consumption monitor hardware measures Voltage, Current, and Active Power at timed
intervals to monitor power consumption. It uses a PZEM-004T V3.0 board with a Vango
V98xx ICciteb9 (Fig. 12). The measured values are sent to the consumption monitoring sys-
tem, which stores them in a database for the user to access. The MQTT protocol sends
current information to a broker so IEVCC can adjust charging current based on contracted
power. When renewable sources are available (e.g., solar panels), the system sends only the
available power to the charger instead of the grid.

Figure 12: Consumption monitor hardware/Energy Meter
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3.4.5 IEVCC Broker/Manager

The Manager/Broker carries out the management of all entities involved in the charging pro-
cess. Dependent on the MQTT broker, it subscribes to all existing MQTT topics and manages
clients (chargers and electrical energy meter). The developed application (Manager/Broker)
settings allow the user to limit the number of chargers operating simultaneously, set priorities
for the chargers, and monitor and manage which devices are authorized to connect to the
Manager/Broker. In the performed tests, priority was given to the charger that was connected
first.
The Fig. 13 presents an example of the developed communication protocol where the currently
supported devices announce themselves to the Manager/Broker.

Figure 13: Protocol time-lapse (Baptista et al., 2022a).

According to the established protocol (Fig. 13), the Manager/Broker will be the first entity
to connect to the MQTT broker using the protocol message format (Fig. 14).
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Figure 14: Protocol message examples.

When the chargers and the electrical counters join the system, they must announce themselves
by subscribing to the connection topic and then sending a message with the proper content.
After they have been properly identified and given permission to access, they will be added
to the Manager/Broker registers. The Manager/Broker will then contact each party through
a separate MQTT topic.
Through the aforementioned message protocol, it is possible to announce the connection or
charging intention through the MQTT topic, in the case of a charger (Fig. 15).

Figure 15: Protocol message codes.

Regarding the electric meter, it is crucial that it can report the power that is being consumed.
This report will allow the Manager/Broker to calculate the difference between the contracted
power and the amount of power being used, which represents the amount of power still avail-
able to be shared among all running chargers. The time interval for updating this data can
be customized to ensure that the contracted limits are not exceeded and thus causing power
outages. This update of the total power available to the chargers also makes it possible to
balance the charging within the minimum limits for each charger. Suppose each charger has
less than 6A available. In that case, one or more chargers will be put on standby (waiting for
a charging signal), increasing the availability for each running charger and ensuring that the
charge stays above the minimum required.
The Manager/Broker is also responsible for ensuring the persistence of all generated data
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locally in a database, which provides only local operation and also sends all activity to a cloud
database storage.

Development

The current Manager/Broker version is based on Python 3.8 and implements best practises
for version control using Git with multiple development stages, secret management using the
dotenv3 library, code format and lint with pylint4 and black5.
With code reuse, optimization, and extensibility in mind, multiple design patterns were im-
plemented, such as ”Singleton” or ”Factory” (Fig. 16). Implementing these design patterns
allows for easier and cleaner future development when adding new features, like adding other
devices such as solar panel controllers or API endpoints with energy pricing.
Regarding data management, a flexible ”Datastore” was implemented to manage both struc-
tured and non-structured data.

Figure 16: Client Factory UML.

Software Testing

During our solution development, we’ve created a suite of tests to meet the stakeholders’
expectations and the quality standards. Using pytest6 for unit testing development enabled
a quick and simple method to validate existing code and also guarantee compatibility while
adding new features.
Software Testing is described as the process of determining whether or not a particular system
meets its established initial requirements. It is primarily a validation and verification procedure
determining whether the built system fits the user’s needs. Therefore, this activity yields an
outcome that differs from what was anticipated. Software Testing identifies faults, errors, and
missing requirements in a system or software that has been produced. Therefore, this exam-
ination offers stakeholders specific information regarding the product’s quality (Jamil et al.,
2016).

3dotenv: https://github.com/theskumar/python-dotenv
4pylint: https://pylint.pycqa.org/en/latest/
5black: https://github.com/psf/black
6pytest: https://docs.pytest.org/en/7.1.x/
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Most of the developed unit test cases involve the message protocol tests, where the differ-
ent device stages and statuses are tested depending on load or configuration. Another test
case example is the ability the Manager/Broker has to allow new connections by checking
legitimate devices. This helps to prevent some exploit situations, such as trying to connect
unauthorized devices or injecting malicious messages (Fig. 17).
While testing software, continuous risk analysis is required. During testing, it’s essential for
software testers to know how to turn a vast number of tests into a manageable set of tests
and determine which risks need to be tested and which don’t. Testing is the most critical
aspect of the software development lifecycle since it determines the ultimate delivery of the
product. It is a time-consuming and labor-intensive procedure (Jamil et al., 2016).

Figure 17: Tests sample.
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Discussion

The findings of an experiment are significant for two main reasons: first, they demonstrate
how well a particular design or implementation works, and second, they show how a specific
component, set, or system functions as a whole. The primary objective of this study was
to produce a charger orchestrator (Manager/Broker) and demonstrate how home customers
might benefit from its application. During the development of the charger board using the
ESP-32 board, numerous tests and charging sessions took place. In the scenario with multiple
chargers, implementing the same tests and charging cycles is a challenging task with high
costs, mainly due to access to several electric vehicles and all the infrastructure necessary for
charging the vehicles. In this way, we decided that simulating with actual equipment would
not be feasible, so software simulators were developed that reproduce the behavior of the
chargers and the Manager/Broker (Fig. 18).

Figure 18: Software simulators.

32
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The simulator software in the Fig. 18 presents a session with a counter at the top left and
three chargers so that, in practice, the entire system recreates a real scenario with the possibil-
ity to add and remove equipment, change charging values, and domestic use at less restricted
intervals without jeopardizing the safety of the equipment. The same simulators can also be
adapted to take different roles like solar-panel controllers, which can contribute to EV charging
and optimize the charging cycles.
Multiple simulations were conducted using the developed simulator during the development
and testing stages. Two scenarios were selected and implemented from the complete list
of simulations; the first recreates the standalone charger version, and the second introduces
three chargers in total, where the total house consumption changes and chargers connect and
disconnect randomly (Figure 6). The simulation settings are identical in both scenarios; the
contracted power is 6.9kVA, equivalent to a maximum current of 30A, and the update interval
is 5s; the minimum load available for a charger to start charging is 6A. Finally, the Residual
Current Breaker with Over-Current (RCBO) is triggered in case the current equivalent to the
contracted power is exceeded.
The first simulation (Fig. 19) includes one single charger. When the instantaneous consump-
tion of the household exceeds the threshold limit, the IEVCC automatically adjusts the charging
current (which is proportional to the charging power) so that the total current drained by the
home appliances and the car does not exceed the maximum value established. The graph re-
veals that the established value is momentarily surpassed before being swiftly corrected (e.g.
23:23:30 - 23:23:40).

Figure 19: Standalone simulation.

Considering the second scenario, which includes three chargers for the given sample interval,
it is possible to examine the load distribution between the home’s energy usage and the three
linked chargers. Changes in EV charging consumption do not interfere with home usage. The
Manager/Broker will orchestrate the available load and guarantee that it won’t exceed the
load available for charging purposes. The implemented protocol and the MQTT response time
prevent power outages faster than a Residual Current Breaker with Overcurrent (RCBO).
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Figure 20 presents several different situations, each of which will be discussed in more detail
below. Chargers are given priority in the order in which they registered or made a request for
charging. In this illustration, charger 1 was the first to register, then charger 2, and finally
charger 3 was the one that registered last.

Figure 20: Multi-charger simulation.

The following is what is occurring in each moment:

(a) In the home, the consumption is 3,2A. Three chargers are connected, but none is
currently charging.
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(b) Charger-1 starts its charge. The available load for chargers is fully assigned to
Charger-1 (26A).

(c) Home appliance consumption (”Home Load”) increases to 5A and the ”Total
Load” exceeds the 30A maximum limit.

(d) Charger-1’s load is reduced to 25A so that the 30A maximum is not exceeded.

(e) Charger-2 initiates the charging process, and the available load is shared equally
between both chargers.

(f) All connected chargers are charging. The charging load per charger is 8A.

(g) The ”Home Load” increases once again. Since the 30A maximum was exceeded,
the load per charger must be readjusted.

(h) During the previous sampling period, the ”Home Load” increased again, and the
available power is insufficient for all chargers to charge at the minimum power
(6A). Therefore, charger 3 (the last charger to register with the manager) must
be placed in standby mode.

(i) A new increase in ”Home Load” (16,4A) requires adjustments to the available
charging load.

(j) Due to previous exceeding of the contracted power, the charging power of both
chargers has been reduced (6A).

(k) Charger-2 stops its charging cycle. As a result, Charger-1 load increases (13A),
utilising the entire available load.

(l) All chargers start their charging cycles while the ”Home Load” decreases to 4.3A.
This allows chargers to use 8A each.

(m) Charger-3 stops its charging cycle. As a result, Charger-1 and Charger-2 load
increases (12A), utilising the entire available load.

(n) Charger-2 stops its charging cycle. As a result, Charger-1 load increases (25A),
making use of the entire available load.

The presented results for both simulations share the same evidence. The Manager/Broken is
capable of orchestrating one or more devices. By authorizing only legit devices and monitoring
each MQTT topic, it prevented any RCBO triggering by dynamically adjusting each charger
load based on the electrical counter instant consumption.
Data persistence enabled chart generation and is helpful for multiple other scenarios. Managing
and estimating costs or finding usage patterns may be beneficial for users.

From the above it is possible to infer that this proposal has the potential to set the basis
for future charging operators at local, regional and national level. The applications and API’s
supported by the proposed architecture ensure all the communication needed for both home
users and grid operators’ use-cases.
Considering the implementation of distributed EV charging clusters, the proposed architecture
is capable of handling the generated data through different stages/layers. With a geographic
balanced distribution of fog nodes, grid operators may increase the availability of chargers
without compromising performance. Furthermore, the granularity of the collected data allows
the analysis and accounting of consumer usage.
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Conclusions and Future Work

5.1 Conclusions

Various intelligent charging techniques can facilitate the adoption of electric vehicles as future
transport.
This work presents an architecture, a tech stack, and implements an Intelligent Electric Vehi-
cle Charging Control Solution that can adapt charging current based on multiple parameters
and settings. Two IEVCC models were implemented, the standalone and the multi-charger
versions.
The proposed software architecture and the tech stack guided the development process as a
basis for the charging solution. The central Manager/Broker manages the installed devices
and controls the available power to each charger based on charger priority and remaining
available load. When it is impossible to charge multiple chargers simultaneously (charging
current less than 6A), the manager will disable lower priority chargers so that remaining avail-
able power can be distributed to the remaining chargers. Once available power allows for the
reintroduction of the disabled chargers, the manager will authorize the chargers to resume
charging. Regarding the manager/broker development, it’s important to point out that mod-
ularity, code reusability, design patterns, and clean code principles were followed, resulting in
a flexible solution with extensibility capabilities and low-effort onboard needs. As a result,
adding multiple entities like solar panels or other devices and integrating them without much
time-effort or new code is possible. The developed test suite enables considerable logic error
mitigation.
The solution is capable of monitoring energy consumption for each client connected to the
EVSE while balancing the resources available to prevent the actuation of protection systems
(e.g. RCBO).
Ingestion of data is critical, and ingested data will continue to grow. To keep up with vast
amounts of rapidly changing data, the implemented stream processing systems are able to
ingest, analyze, and persist data continuously. This work presents an architecture and the cor-
responding tech stack designed to handle massive time-critical data while performing cleansing
and transforming operations, then storing it in a cloud database service.
Considering the planned timeline and by following the agile principles of Scrum and the roles
and responsibilities for each stage, we were able to develop and deliver according to the Gantt
board (Appendix A).

36
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5.2 Future Work

Artificial Intelligence can be used to improve the safety, resilience, and sustainability of elec-
trical power grids and smart cities. Adding AI so IEVCC can predict when to act based on
historical data and act immediately can take resource optimization to the next level. It can
also help to learn behavioral patterns and adapt charging cycles accordingly.
Because software testing is not limited to what it is used for but has a broader scope for
improving software quality. If the software is made to suit the requirements of our business, it
is software testing that ensures that the code follows the development plan to make a perfect
product. This leads us to the importance of implementing multiple types of software tests like
integration, smoke, or regression tests.
Due to the multiple available solutions, it could also be interesting to benchmark the proposed
tech stack and compare it with other possible setups.
Anticipating the final product, the proposed solution still requires the development of custom
web and mobile applications for its end users.
Developing a custom Embedded Linux Distro that meets the solution’s security and technical
installation needs may offer significant future benefits.
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Abstract—For domestic consumers, electricity tariffs usually
have two components: one is related to the maximum available
current/total power (billed in C/day) and the other concerns to
the energy consumption (C/kWh). The main switchboard current
is usually limited, according to the contracted power level, by way
of automatic switches. To avoid main switchboard tripping by
current limit violation, Electric Vehicle (EV) owners may decide
to increase their contracted power (and the energy bill) or to
adopt charging strategies that limit the global consumption (EV
plus house needs) to the contracted current/power. In this paper,
an Intelligent Electric Vehicle Charging Controller (IEVCC),
allowing to use the contracted power to the maximum extent,
is presented. A set of user configurable parameters can be used
to define the controller behavior, in order to prevent a full
switch-off. Two versions are described: a single user version that
can be used at private houses and a mesh version that can be
used in multi apartment buildings, providing information about
consumed energy, time of use, costs and past bills.

Index Terms—EVSE, Electric Vehicles, Intelligent Charging,
Home Consumption, Load Management.

I. INTRODUCTION

The number of EV users is increasing all over the world.
Be it by the low value of Total Cost Ownership (TCO),
low cost per km, environment reasons or government carbon
taxes, the fact is that EV sales keep increasing from year
to year [1], [2]. As the number of EV users increases, the
need for charging points also increases. Residential building’s
electric infrastructure was not designed for large consumption,
and usually only a normal 16A Schuko plug is available in
each particular car parking place. By thermal and security
reasons, the maximum recommended current is only 10A
and, then, the charging capacity becomes very limited. Most

manufacturers are increasing the capacity of their batteries,
to improve the autonomy of EV. The charging time, for 10-
16A connections, will increase to unacceptable values. Then,
modern EV, equipped with larger capacity batteries requiring
up to 32A per phase, cannot be charged, at all, or, if the charge
is possible, then the low current makes the charging process
to extend by several hours.

Residential buildings, where multiple families share some
common spaces, are usually unprepared to install high current-
level charging devices. If a dedicated cable is connected
directly to the building’s main electrical board, higher charging
currents (up to the main board design capacity) can be used.
Some manufacturers offer wall box chargers that allow charg-
ing at a higher current rate. Those pieces of equipment usually
have a fixed charging power, which is frequently set very
close to the house’s maximum contracted current/power. If the
EV charging current is high and other loads are connected, a
tripping order may be triggered, and the complete installation
will be switched off. Priority can be defined for the charging
process or non-EV loads, executing load shedding plans, or
limiting the EV charging rate to the maximum available
capacity, which corresponds to the contracted power minus
the total non-EV power in use.

A smart EVSE project is presented in [3], however, it is not
clear from the document what is the smart part of the system
and how it is performed or where it applies. A Stackelberg
game model is used in decentralized electric vehicle supply
equipment in [4]. Here renewable energies are used to charge
the vehicles, and vehicle to grid (V2G) is considered.

Although there are several adjustable EVSE in the market,
most of them only allow to manually adjust the charging



power, according to 4 of 5 predefined set points, adjusting the
maximum current that the vehicle can draw from the network.
This paper presents an intelligent electric vehicle charger con-
troller capable of auto-adjusting the charging power (current)
based on a set of parameters, namely, the standing charge, the
house consumption, and renewable energy production. This
process is defined for the signal present at one pin on the
socket on the SAE J1772 standard [5].

This paper is organized as follows: after this Introduction,
the IEVCC is described in Section II. In Section III the exper-
imental results are shown, and the Conclusions are presented
in Section IV.

II. INTELLIGENT ELECTRIC VEHICLE CHARGING
CONTROLLER

This work describes two versions of IEVCC systems,
namely a Standalone version and a Mesh version. This IEVCC
is built on an ESP board. Both versions allow communications
over a wireless network to provide information about the
charging status and receive information from the main system.
The ESP32-POE supports an Ethernet network, which can
be used when the building is equipped with this type of
infrastructure. The choice of these two boards allows the
development of low-cost systems, enabling the users’ fast
adoption.

The systems presented in this paper implement the open
standard in the industry (OCPP [6]–[8]) that enable charging
points to communicate with a central system. Public chargers
commonly use the OCPP protocol. Since one of the project’s
objectives is to foster the development of a network of
public or private chargers, it was decided to profit from the
capabilities of OCPP and implement it on both versions.

A. Standalone Version

The standalone version targets a single-user environment
(personal use) where the user has his private parking spot
with charging energy provided from his house electric access
point. This version works in Intelligent mode by looking at the
house consumption and adjust the charging current according
to the house consumption. It also has the advantage of work
on demand (manual mode), where the user can connect it to
a wall socket and define the charging current manually. This
last mode makes it portable and independent from any system
reading the house consumption. Fig. 1 shows a diagram of the
system, which is composed by the:

• Consumption monitor hardware (a);
• Consumption monitor system - broker (b);
• Intelligent Electric Vehicle Charging Controller (c);
• Communications infrastructure;
The consumption monitor hardware is a system that mon-

itors the power consumption of the house/building by mea-
suring the Voltage, Current and Active Power at a timed
interval. It is built using a PZEM-004T V3.0 board, based
on the Vango V98xx IC [9]. The measured values are sent
to the consumption monitor system that stores them on a
database, allowing the user to retrieve information about

Fig. 1. Diagram of the Standalone Version.

the electricity costs of different home devices. The current
information is also sent by MQTTS [10] protocol to a broker
so that the IEVCC can adjust the charging current based on
pre-configured information about the contracted power. The
system also allows taking advantage of renewable sources
when they are present (e.g., solar panels), sending only the
available power from these sources to the charger instead of
being injected on the grid.

B. Mesh Version

The Mesh version aims to be used in condominiums, where
the users do not have a garage spot with energy provided
from their fraction. This version can be provided to the con-
dominium administration and installed by a certified company
or an EV charging network operator. Fig. 2 shows a diagram
of the system, which is composed by the:

• Consumption monitor hardware (a);
• Broker (b);
• Intelligent Electric Vehicle Charging Controller + monitor

energy meter (c);
• Communications infrastructure;
Although being very similar to the standalone, the operation

of the mesh version must deal with multiple users, possibly
with different needs or rights, as well as with different in-
frastructure conditioning factors, like cable thermal limits or
maximum available power from the energy provider. Then, the
loading balance process is more challenging.

Furthermore, other challenges are to decide which user has
the right to more power or if all users can charge simultane-
ously. In order to charge, all users will have an NFC [11] card
that will activate the charger. This card will identify the user
on the system, where an account defines the grants access
he has (maximum power he can charge, priority over other
users, etc.). Based on the user profile, the number of users
charging at each moment, and the available power, the system
performs adjustments to all chargers, and in the worst scenario,



Fig. 2. Diagram of the Mesh Version.

the user may not be authorized to charge. The chargers must
communicate to the broker all information about the charging
sessions (usage time, used energy) to apply charging fees.

C. Standalone user interface

In this version, the installation is simple. The first time the
user connects the IEVCC to the power, the system acts as
an Access Point, with a network SSID ”CCVEI” (Portuguese
acronym for IEVCC). The user can connect to this network
using a mobile phone or a computer.

After connecting to it, it can access the configuration pages
on a predefined IP address. When it does so, it is presented
with the web page shown in Fig. 3, where several fields can
be seen, such as:

• Amps: Here the user can set the charging current when
using the IEVCC outside his home or if it wants to use
the IEVCC in a normal mode.

• EVSE: – Amps. Here the actual charging current value is
shown, be it in the normal mode, or the intelligent mode.

• HOME: – AMPS. The actual house instantaneous current
consumption is shown. This value is received from the
consumption monitor system by MQTTS.

• A set of icons that give information about the wi-fi
connection status, the EVSE status, the operating mode,
and if a schedule timer is active.

The next tab (Fig. 4) allows the user to configure items
related to the home user wifi network and MQTT server
parameters.

Only after the user configures these items, the IEVCC can
enter the intelligent mode and adjust the charging current
automatically.

Fig. 3. IECCV Status

Fig. 4. IEVCC Network Configuration webpage

In ”Operation Mode” tab (Fig. 5) the user can select
between two options:

• Intelligent mode: in this mode, the IEVCC adjusts the
charging current (power) based on the home consumption
and the contracted power.

• Manual mode: in this mode, the IEVCC operates at a
fixed charging current (power) set by the user.



Fig. 5. IEVCC Operation Mode webpage

The Home Options tab (Fig. 6) is where the user can set
the contracted power.

Fig. 6. Home Options tab

III. EXPERIMENTAL RESULTS

A series of tests were performed, including a full charge
session. All these tests were carried out in a real environment,
in which the parking spot has an available plug with energy
provided directly from the apartment and while the residents
continued performing their typical tasks (e.g., cooking, turning
on washing machines) without any restrictions. The IEVCC
has dynamically adapted the available power for charging
without the need for human intervention.

Fig. 7 shows the full charging session (from 33% up to
100%) of an electric vehicle (a 2015 24 kWh Nissan Leaf)
using a first version of the standalone IEVCC. In this case,
the user has a contracted power of 5.75 kVA, equivalent to
a maximum current of 25 A. In this house (and today, in
many houses in Portugal), the installed meter is an intelligent
version that cuts off the power much faster than a Residual
Current Breaker with Over-Current (RCBO) in case the current
equivalent to the contracted power is overpassed. Thus, a 3 A
buffer was defined to avoid total house current to overpass the
defined cut current on the intelligent meter.
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Fig. 9. Prototype of the IEVCC

Whenever the instantaneous consumption of the house ex-
ceeds the limit value, the IEVCC automatically adjusts the
charging current (which is related to the charging power)
so that the sum of the current drained by home appliances
working at that time and the vehicle does not exceed the
maximum defined value. It is possible to see in the graph
that the established value is momentarily exceeded although
immediately corrected (moment a, b, c and d in Fig. 7). A
zoom of some of these segments are presented in Fig. 8.
Here, it is well visible the moments where this peak occurs.
These peaks may happen because an appliance in the house



was turned on and requested enough current so that the
total current drawn exceeds the maximum allowed. Since the
consumption monitor system does not measure the values
in real-time, there is always a tiny delay leading to a rapid
consumption increase. When the consumption monitor system
makes a new measure, it instantly sends this new value to the
IEVCC, which immediately intervenes, lowering the charging
current available to the electric vehicle. In a more extreme
case, the IEVCC can interrupt the EV charging process until
the available power is sufficient to continue the charging
session (reference to J1772 standard). It should be noticed
that although the intelligent meter at the home user is faster
than the RCBO, it is not also a real-time process, so the delay
that our system takes to act is not significant enough for the
intelligent meter to cut the current.

Fig. 9 shows a version of the prototype developed, and used
in the tests, which was built in-house at ISEC.

IV. CONCLUSIONS

In this work, an Intelligent Electric Vehicle Charging Con-
trol able to dynamically adapt the vehicle charging current
based on a set of parameters was presented. This system is
not limited to work in this mode and can act as a simply
EVSE, when used on travels. Two versions of the IEVCC
were described, and the results for the standalone version were
presented and discussed. The Mesh version is in its final devel-
opment phase, and the authors expect to present results from
this version in the near future. As future work, the introduction
of AI is being considered so that the IEVCC can predict when
to act based on historical values and react instantaneously. This
version could also overcome potential intermittent connection
problems between the home consumption monitor system and
the IEVCC.
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Abstract—The implementation and management of Electric
Vehicle (EV) charging points in parking spaces (whether in
multifamily condominiums or in private company parking lots)
presents a challenge, since the available contracted power may
be insufficient for the building devices needs and for EV chargers
to work simultaneously. The available power is limited to a
fixed value generally determined by the expected peak power
consumption of the building. An increase in the contracted power
leads to unwanted costs and, sometimes, this is not possible
without a complete rework of the electrical installation at even
higher costs. The available power is not fully used all the
time, since not all the buildings devices are always working
simultaneously. These spare power can be monopolized by a mesh
network of chargers, taking advantage of the full contracted
power without increasing costs. In this work we present a
manager of a mesh network of chargers that can distribute
the available power to an array of chargers based on several
conditions, e.g. load balancing, priority of chargers or charging.

Index Terms—EVSE, Electric Vehicles, Intelligent Charging,
Mesh Network and Load Management.

I. INTRODUCTION

The sales of EV have increased over the years, specially
in last year. Even thought that the COVID pandemic has
slowdown the sales, last year there was an increase of 108%
when compared with 2020 [1]. Studies shown that EV sales
will continue to increase, even if at lower rates [2]–[4], it
must be taken in account that the values are always related to
the previous years. The legislation adoption by the European
Commission on 14 July 2021 intends to achieve climate
neutrality by 2050, including an intermediate target of an
at least 55% net reduction in greenhouse gas emissions by
2030 [5]. The latest unfortunate events on the political context
have putted even more pressure on the reduction on the petrol
dependence in Europe. With EVs being two to four times more
efficient than vehicles with internal combustion engines and
the increase in renewable energy sources it is also possible

to generate significant reductions in greenhouse gas emissions
and this leads to an increase on the EV adoption. Also, several
car makers are stating in their plans they will become fully
electric car producers in the horizon time of 2030-2035.

Even with such a increase in sales, most people are reticent
in buying an EV, since they don’t own a closed parking spot
in their residence with an electric connection to their main
electric installation. Even with the increase of public chargers,
the number and prices demotivate most people, since most
times they aren’t close to their residence or working places or
there is no guarantee that they are not in use when those people
need them. One solution goes through the use of the buildings
common electric infrastructure (generally used to power lights,
elevators and other common devices) to connect vehicle charg-
ers/EVSE. However such infrastructure has a limited power
and it would not be difficult to reach the maximum available
power just by installing one or two standard chargers with a
reasonable power, so a good efficiency charge is attainable [6]
and with the risk of tripping the main switchboard.

In this work we present a solution that allows the installation
of a high number of the intelligent charger previous developed
and presented in [7]. In that work we described the operation
of what we called as Intelligent Electric Vehicle Charger
Controller (IEVCC) and presented results of it’s operation
when working as the only charger operating on the same
electric circuit. At the time, a mesh version was also described,
although briefly. Here we review again the key idea of this
version and describe it operation, as results obtained. As far
as we know and searched, there’s only on the market a system
that can operate in a similar way (designed as SMART EVSE
[8]), but the description is not very clear if it can establish
priorities between chargers and it’s limited to four chargers.
Also the communication between what is called master and
the slaves is wired, which can present a problem in old
installations where it’s highly probable there’s no room for



extra wiring passage.
This paper is organized as follows: after this Introduction,

the mesh operation of IEVCC is described in Section II.
In Section III the experimental results are shown, and the
Conclusions are presented in Section IV.

II. IEVCC - MESH VERSION

Fig. 1 shows a diagram of the mesh version system, which
is composed by the:

• Consumption monitor hardware (a);
• Broker/Manager (b);
• Intelligent Electric Vehicle Charging Controller + energy

meter (c);
• Communications infrastructure;

Fig. 1. Diagram of the Mesh Version.

A. Consumption monitor hardware

The consumption monitor (Fig. 2) is responsible to measure
the total power consumption of the building and report these
values to the Manager using MQTT [9]. It’s built using
ESP8266 micro-controller [10], a PZEM-0004T V3.0 and a
monochrome OLED screen that gives instantaneous informa-
tion about the measured values and the IP address of the
energy monitor.

The first time the system is connected to power, it needs
some configuration, which can be done in a web-page provided
by the builtin server. To access this, the first step is to connect
to the SSID emitted by the consumption monitor hardware
(EnergyMeter) using a smartphone and access to a predefined
IP address, where a page has the one shown in Fig. 3 is
rendered. Here information about the current values being
measured can be seen and the IP address of the device on

Fig. 2. Consumption monitor hardware/Energy Meter

Fig. 3. Energy Monitor Status Web page

the local network is also shown, if the device is connected to
the local network.

The Network tab (Fig. 4) is where information about the
local network can be entered, so the device can connect to the
local network.

Fig. 4. Energy Monitor Network Settings tab

The Emoncms tab (Fig. 5) allows the configuration of a



emoncms server settings (address and api write key) so the
Energy Monitor can send information to that server. Emoncms
[11] is a open source software that allows the user to keep track
of the consumption of his devices and can calculate the user
costs with energy, gains/savings with photovoltaic production,
etc.

Fig. 5. Energy Monitor Emoncms Settings tab

The last tab (MQTT server, Fig. 6 is where the MQTT
server configurations can be done. This server is usually the
device identified as Manager/Broker and is described on the
next section.

Fig. 6. Energy Monitor MQTT Settings tab

B. Manager/Broker

The management of all entities involved in the charging
process is carried out by the ”Manager”. Dependent on the
MQTT broker, it subscribes to all existing MQTT topics and
manages clients (chargers and electrical energy meter). The
settings allow us to limit the number of chargers operating at
the same time, as well as set priorities for the chargers. In
the performed tests, priority was given to the charger that was
connected first.

According to the established protocol, the ”Manager” will
be the first entity to connect to the MQTT broker. By subscrib-
ing to a connection topic, the chargers and electrical counters
must announce themselves. After they have been properly
identified and given permission to access, they will be added
to the ”Manager” registers. The ”Manager” will then contact
each of the parties through a separate MQTT topic.

Through the aforementioned message protocol, it is possible
to announce through the MQTT topic the connection or
charging intention, in the case of a charger. In the case of the
electric meter, it is important to report the energy value that
is being consumed globally. This will allow the ”Manager”
to calculate the difference between the contracted power and
the amount of energy value being used, which represents
the amount of energy value that can be shared among all
chargers that are actually charging. These messages exchange
is depicted in Fig. 7.

The time for updating this data can also be customized to
ensure that the contracted limits are not exceeded and thus
cause power outages. This update of the total energy available
to the chargers also makes it possible to balance the charging
within the minimum limits for each charger. If each charger
has less than 6A available, one or more chargers will be
put on standby (waiting for a charging signal), increasing the
availability for each charger in charge and making sure that
the charge stays above the minimum required.

The ”Manager” is also responsible for ensuring the per-
sistence of all generated data. Locally in a database, which
ensures only local operation and also sends all activity to a
cloud database storage.

C. IEVCC + Energy Meter

The third element of the mesh version is composed by at
least one IEVCC, which has already been described in [7] and
a simple energy meter composed by up to 3 PZEM-0004T
V3.00 [11]. This version of the IEVCC is a little bit more
complex, because includes the energy meter and can include
a NFC card reader [12]. The energy meter allows to account
costs to the user that used the charger. The NFC card allows
different users to use the same charger, when available, setting
priorities on the charger to the manager.

III. EXPERIMENTAL RESULTS

At this phase, the experimental results where conducted
in a simulation environment, where besides the manager, 3
chargers that replicate some of the cycles already performed
and described in [7] where also simulated.

The ability to adjust charging power based on global
consumption remains, and aggressive update intervals (<10
second) are not required.

In figure Fig. 8 for a sample interval, it is possible to
check the load balance with 3 connected chargers. Changes
in consumption that aren’t related to charging a vehicle cause
a quick change in how much energy each charger can use
without going over the maximum load (30 A) that was previ-
ously set. This happens faster than a Residual Current Breaker



Device Monitor

Message Broker

Electric meter

Id: monitor-1

EVSE

Id: charger-1

sub: hello/new
pub: hello/new

msg: 0x001#monitor-1

sub: monitor-1

sub: monitor-1

pub: monitor-1

message: Connection_OK 

pub: monitor-1

msg: 0x031#<current_load>
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sub: charger-1
pub: charger-1

message: Connection_OK 

pub: monitor-1

msg: 0x002#charger-1

sub: charger-1

Register charger

Load Analyze

pub: monitor-1

msg: 0x022#1x003Charging auth

pub: charger-1

msg: 0x033#<available_load> 

Start charging using 
<available_load> or below


Fig. 7. Protocol time-lapse

with Over-Current (RCBO) in case the current equivalent to
the contracted power is over-passed. Several situations are
depicted in Fig. 8, which are described below. Priority is given
to chargers by order of registration/request for charging. In
this example, charger 1 was the first to register, followed by
charger 3 and charger 2 was the last one. In each situation,
this is what is happening:

a) Here charger 1 is already registered and has request
to start charging. The available current to charging
is 19.9A, but since chargers only work in integer
values (between 6A and 32A), the charger starts
charging with 19A. At the same time, the con-
sumption of the house appliances raised to 12A,
leaving only 18A for the charger, and thus in next
cycle the charging current is reduced to 18A.

b) In the previous instant to this moment, charger
3 registered in the network and request to start
charging. So at this moment, the available power
was divided equally by the 2 chargers, and both
can charge at 9A.

c) Here the building consumption raised and the con-
tracted power was over-passed, so the available
power to charge must be reduced.

d) As a result of previous over-passing of the con-
tracted power, the charging power of both chargers
was reduced.

e) Charger 2 (that probably registered on the man-
ager previously to this instant) requested to start
charging. Since the available power allows that all

chargers can be used at the same time, charger 2
can start charging.

f) In the instant before this, the building consumption
reduced, so the available power to each charger
increased and the chargers increase the charging
current to 9A

g) In the previous sampling time, the building con-
sumption increased again and the available power
is not enough for all chargers to charge at the
minimum power (6A of current), so charger 2 (the
last charger to register in the manager) must be put
in standby mode.

h) Once again the building consumption increases and
the remaining power only allows one charger to
work. So at next step, only charger 1 is working.

i) One more time, the building consumption in-
creased (registered at previous time step) and
charger 1 also was ordered to stop charging, since
there is no available power to charge at the mini-
mum allowed by the standard.

j) In previous time step the building consumption de-
creased enough to allow charger 1 to start charging
again.

k) Another reduction in the building consumption
made it possible to charger 2 enter in charging
mode again. At this moment, the building con-
sumption slightly increased, so in next time step
the chargers reduced the charging current from 7A
to 6A.

l) Here charger 1 has finished the charging session
and the building consumption has also decreased,
so charger 3 could increase the charging power and
charge 2 could resume the charging session.

IV. CONCLUSIONS

In this work, the mesh version of the IEVCC was presented.
This system allows the installation of multiple chargers in a
shared private parking space taking advantage of the available
contracted power without the need of an increase in the
maximum peak power. The installed chargers are managed by
a central manager/broker that controls the available power to
each charger in function of charger priority and the remaining
available power. At the extreme case, when is not possible
to maintain multiple chargers , charging at the same time
(charging current bellow 6A), the manager will disable lower
priority chargers in order to distribute the remain available
power to the remaining chargers. Once the available power
allows the reintroduction of the disabled chargers, the manager
will authorize the chargers to recover the charging process.
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Abstract

The electric charging solutions for the residential market imply, in many
situations, an increase in the contracted power in order to allow to perform an
efficient charging cycle that starts when the charger is connected and ends when
the VE battery is fully charged. However, the increase in contracted power is not
always the best solution for faster and more efficient charging. With a focus on
the residential market, the presented architecture is suitable for single-use and
shared connection points, which are becoming common in apartment buildings
without a closed garage, allowing for sharing the available electrical connections
to the grid. The multi-charger architecture allows using one or several common
charging points by applying a mesh network of intelligent chargers orchestrated
by a residential gateway. Managing the generated data load involves enabling
data flow between several independent data producers and consumers. The data
stream ingestion system must be scalable, resilient, and extendable.

Keywords: EVSE, Electric Vehicles, Intelligent Charging, Load Management,
Mobility, Mesh, Data Management, Fog Computing
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Introduction
Electric Vehicle (EV) are environmentally friendly since they do not emit any gas

directly into the atmosphere, have fewer maintenance needs and operating expenses,

and offer a quieter driving experience [1] [2]. These are the primary advantages

of EV, which are becoming more and more attractive as the technology evolves.

Even though they presently represent only 2.7% of global sales, according to the

Bloomberg report by [3], the tendency is for them to grow. It is predicted that by

2025, EV will account for 10% of worldwide passenger vehicle sales, growing to 28%

in 2030 and 58% in 2040, respectively. According to an analysis conducted by the

Association of Electric Vehicles User (UVE) for Portugal, the sale of EV increased

by 80% in November 2020 when compared to the same month in 2019 [4].

In many situations, the EV charging solutions for the home market implies an

increase in the contracted power to allow for an efficient charging cycle that begins

when the charger is connected and stops when the EV battery’s maximum charge is

reached. Increased contracted power is not necessarily the most effective approach

for charging faster and more efficiently. A limited power grid connection shared

among a large number of tenants makes it difficult to implement electric charging

solutions able to solve challenges such as, controlling expenses by user, optimizing

charging time, and even balancing the load based on the energy available at a given

time [5] [6].

The authors in [7] present two distinct Intelligent Electric Vehicle Charging Con-

troller (IEVCC) system configurations. This work focuses on the Mesh version in-

tended for use in condominiums. In this scenario, tenants do not have access to

parking spots with independent electrical connections, and the only solution avail-

able is to share the building’s common grid. With the difficulties identified when

designing and implementing multi-client solutions in mind, this work proposes a

technical architecture capable of managing high data loads. The solution must be

resilient and scalable to address the mesh installation problems and optimize grid

usage. These aspects will benefit the end consumers and also assist the electricity

distributors.

Multiple architectures were described using protocols like MQTT or Zigbee [8]

[9]. The common gap is the detailed description of the software stack and how each

layer interrelates. Some more detailed articles [10], in what relates to the software

stack don’t approach high data load scenarios where the scalability and flexibility

of the solution is critical.

The planned solution is considered a streaming analytics system, typically con-

sisting of three layers: ingestion, processing, and storage. The ingestion layer is the

gateway to streaming. Data flow from inputs to processing and storage levels is

decoupled, automated and managed. The processing layer receives the ingestion

layer’s data streams and transfers the output or intermediate results to storage.

The storage layer keeps data in memory for iterative calculations or in databases

for long-term storage. The analytics findings are given to a range of display and

decision-assistance tools [11] [12].

This paper is organized as follows: after this introduction, the different data stages

are presented in Section II. In Section III the full architecture diagram is presented

and discussed, finally, the Conclusions are presented in Section IV.
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Charging data stages
According to [13], on the Internet of Things, there are five primary data processing

architectures, fog-based processing, middleware-based processing, cloud-based pro-

cessing, cloudlet computing, and mobile-edge computing.

The current data load comes from chargers, electrical counters, and message han-

dling devices (broker). While systems operate, it is vital to log and store not only

charging data, but also device status and usage metrics. To minimise damage in the

event of network or device failures, the local setup (device layer) must be able to

store and recover from failures. The final architecture proposal will take that into

consideration.

The next natural step is to store data in the cloud, but once again, due to the

sensitive nature of data and the significant load caused by each local instance,

transmitting gathered data straight to cloud servers has proven to be challenging

[14]. The same article discusses how fog computing may help minimize cloud re-

liance while improving performance. Nevertheless, the paper concludes that cloud

and fog are complementary and can help deliver better and more complete services.

Fog Architecture

Cloud computing and fog computing infrastructures do not compete with each

other, and they’re complementary architectural solutions. IoT applications connect

across fog nodes, and devices must be linked to at least one of these fog nodes

(Fig. 1). Any device part of the IEVCC solution may connect to fog nodes which

may be used in specific geographical cloud areas [15].

Because each fog node is a single point of failure, its spread and replication across

regions should be considered for failure recovery and redundancy.

Multi-Charger Model

The multi-charger installation includes multiple chargers and may also include mul-

tiple electrical counters. Fig. 2 illustrates how each device connects to the ”heart” of

the device layer (Device Manager). This device is responsible for message handling

and forwarding. At the same time, it manages authorized devices and clients during

charges.

Each instance can be configured with custom load balancing rules, charger priority,

and energy source selection when more than one source is available or when the

provider shares the current source through an Application Programming Interface

(API) endpoint.

All data is stored locally and forwarded to remote instances for data cleansing and

transformation. Electrical communication usage, system logs, and client usage are

then available for access by clients and providers.

Design of Data Management Service Platform
In order to allow data flow between several independent data producers and con-

sumers, a data stream ingestion system must be scalable, resilient, and extendable.

Chargers and electrical counters are the primary focus of the current configuration.

However, the Device Manager design ensures that more Internet of Things devices

will be able to connect and integrate into the solution in the future.
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Figure 1 Fog Architecture.

In order to demonstrate how to integrate the Fog Architecture into the Multi-

Charger Model, the Fig. 3 depicts the position of each entity within the three Fog

Architecture levels.

Each colored section maps the three distinct layers (Device, Fog and Cloud layers),

where generated data is saved and then forwarded to the subsequent layer instances.

It is crucial to clean and aggregate each record to be stored in the database during

this process. It is also important to note that while generated data flow in one di-

rection only, it is mandatory to authenticate users, devices, charging sessions, and

others. This responsibility is taken care of by the Device Manager through the API

instance in the cloud layer.

Device Layer

The device layer includes all the devices that support the local area network, like

routers, switches, wireless access points or extenders, and all the smart devices con-

nected locally. The smart ESP32-based devices are chargers and electricity meters

for the current solution. Multiple other IoT devices may be integrated into the

solution in the future.

The solution’s heart is the Device Manager. Raspberry Pi version 3 boards were

tested during development with no performance issues while handling device auth,
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Figure 2 Multi-Charger Model.

messages, local storage, and data forwarding to the fog layer.

For the Manager role, it is clear that power consumption and price will affect the

board choice. Given that architecture compatibility is not an issue, the minimum

requirements must meet the Raspberry Pi 3 specifications, as well as the ability to

run Docker.

Fog Layer

The Fog Layer comprises devices in an intermediate layer between the cloud and

the Device Layer. In this case, data is transferred to and processed by a computer

or data center regionally located. Splitting this processing power across multiple

regions decreases the total load each fog node will handle while increasing redun-

dancy, a significant concern when dealing with critical data.

Fog node hardware must meet the minimum system requirements set for the dis-

tributed event streaming platform and the applications for cleansing and transform-

ing data. Our prediction suggests each node has 8GB of RAM, 4 CPU cores, 1TB

of storage, and 1GbE connection.

Cloud Layer

The cloud computing infrastructure builds on top of large-scale clusters that run

various applications and pursue the core foundation that enables computing re-

sources to be used to their full potential.

Cloud customers expect the entire system to be reliable, with redundant network

and hardware. These cloud solutions allow companies to access data storage, re-

sources, and on-demand services over the internet. Although cloud providers offer
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Figure 3 Mesh-Model Diagram.

a variety of solutions for several operations, based on the presented Mesh-Model

(Fig. 3), the core business activities in the Cloud Layer include database services

and API web applications.

The Cloud Layer is sub-layered into 3 layers: Infrastructure as a Infrastructure as

a Service (IaaS), Platform as a Service (PaaS), and Software as a Software as a

Service (SaaS). Choosing the best cloud layer depends on the budget, resources,

the size of the operations, and multiple other factors.

Tech Stack

A tech stack is a company’s choice of technologies to develop and manage an app or

project. A tech stack often includes programming languages, frameworks, databases,

front-end and back-end tools, and apps linked through API [16].

In a top-to-bottom analysis of Fig. 4, in the Device Layer, the current charger and

electricity meter devices are programmed in C++, while the Device Manager is

currently being developed in Python 3.8, with a tested compatible version range

from Python 3.6 to Python 3.10. MQTT message broker (Mosquitto MQTT) and

InfluxDB, an open source Time Series Database, both run on the same hardware.

Each fog node in the Fog Layer will provide one or more Apache Kafka instances, an

open-source distributed event streaming platform. Apache Kafka advertises neces-

sary core capabilities like high throughput with low latency (2 ms), being prepared
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to scale, and delivering high availability. It’s also important to mention the built-in

stream processing that enables the processing of event streams using joins, ag-

gregations, filters, transformations, and exactly-once processing. It is also worth

mentioning that the Kafka Connect interface is pre-integrated with hundreds of

event sources and sinks, including Postgres, Java Message Service (JMS), Elastic-

search, and Amazon Web Services (AWS) S3.

As previously stated, in the Cloud Layer, our solution’s core depends on a Post-

greSQL database instance and the possibility to host web applications like client

portals or API to access and store information.

The best cloud solution for PostgreSQL service is still open for further analysis,

howsoever it is mandatory to have scalability possibilities, backups, and snapshots.

Multi-region availability and synchronization will be decisive when dealing with

thousands of clients.

Region and response time are essential factors in web application hosting, but so

are high availability with load balancing, security, and scalability.

Figure 4 Tech Stack.
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Discussion
During the investigation process, we analyzed multiple designs for software solutions

with similar requirements. Despite the simplicity of adopting one component for the

software stack instead of another, work must be done while trying to describe how

each layer interrelates. The specification of infrastructure needs for a large data load

is a difficult undertaking that involves numerous factors and criteria, such as data

types, scalability and type of processing, communication between tasks or processes,

and so on. Software engineering is crucial in ensuring that such workloads make the

most use of the underlying hardware resources. As an example, data created by the

current setup is handled by a cloud solution setup designed to leverage dynamic and

adaptive cluster resource management, dimensioning, and configuration based on

economic cost, quality of service, and availability requirements. Agile frameworks

are typically used in this application design to lower barriers between development

and operations teams, accelerate workflows (i.e. high deployment rates for faster

feedback, better code quality leading to fewer errors and lower costs, and so on),

and increase the reliability, stability, and resilience of the production environment.

Conclusions
Ingestion of data is critical for businesses and organizations that gather and ana-

lyze massive amounts of data. Continuous data streams are often ingested into big

data processing and management systems from external sources. They are either

processed incrementally or used to create a persistent dataset and related indexes.

In order to keep up with vast amounts of rapidly changing data, stream processing

systems must be able to ingest, analyze, and persist data continuously.

This work presents an architecture and the corresponding tech stack designed to

handle massive time-critical data while performing cleansing and transforming op-

erations, then storing it in a cloud database service. The innumerable options for

each entity in the tech stack open new paths to different approaches and bench-

marks. This will also help choose the best-tailored cloud provider for the solution’s

specific needs.



Baptista et al. Page 9 of 9

DECLARATIONS

Availability of data and materials
Not applicable

Competing interests
The authors declare that they have no competing interests

Funding
This work is partially funded by National Funds through the FCT - Foundation for Science and Technology, I.P., within

the scope of the projects UIDB/00308/2020, UIDB/05583/2020. Furthermore, we would like to thank the Research

Centre in Digital Services (CISeD), the Polytechnics of Viseu, Polytechnics of Coimbra and INESC Coimbra for their

support.

Authors’ contributions
Pedro Baptista has developed the broker/manager software components. Filipe Cardoso and José Rosado had devel-
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