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Abstract

The healthcare industry struggles with significant data management challenges,
primarily around interoperability, security, and transparency. Even with impressive
technological progress, the continued use of closed, proprietary medical systems
blocks the path toward truly effective and accessible healthcare solutions. These
obstacles harm patient care quality, decrease operational efficiency, and challenge
ethical standards, creating an urgent need for fresh solutions to these technological
and systemic barriers.

Inspired by how modern technologies could transform healthcare delivery, this
project examines blockchain technology’s potential to tackle these persistent prob-
lems by strengthening security, ethics, and efficiency in health data management.
We have established six critical goals: enhancing data compatibility between sys-
tems, strengthening data security and privacy protections, putting more control in
patients’ hands, bringing greater efficiency and transparency to clinical trials, im-
proving medication tracking throughout supply chains, and discovering productive
connections with emerging technologies like Artificial Intelligence (Al) and Internet
of Things (1oT).

With careful attention to privacy concerns, transparency requirements, and eth-
ical data practices, we connect technological capabilities with healthcare needs,
building stronger trust and accountability frameworks for handling sensitive pa-
tient information. Our research followed a carefully structured two-phase approach,
beginning with a broad scientometric analysis to identify research trends, followed
by an in-depth systematic review examining real-world implementations and their
results.

Findings demonstrate that blockchain’s decentralized architecture and crypto-
graphic practices significantly enhance data interoperability and privacy. The use
of smart contracts enables granular access control settings that empower patients to
govern their own health records. Blockchain’s properties also increase efficiency in
clinical trials and supply chain management. Moreover, the integration with AI, IoT
and big data analytics amplifies blockchain’s impact in the healthcare industry, en-
hancing predictive diagnostic practices, enabling gradual blockchain implementation
and supporting real-time monitoring.

In conclusion, this research contributes a comprehensive evaluation of

blockchain’s benefits and limitations in healthcare, highlighting its potential to



ii

foster a secure, patient-centric, and efficient data ecosystem. It underscores the
necessity for collaborative efforts among healthcare stakeholders, technologists,
and regulators to address technical and organizational hurdles, paving the way for

blockchain’s practical integration into global healthcare systems.

Keywords: Blockchain; Healthcare; Data Management; Interoperability;
Data Security; Data Privacy



Resumo

O sector da saide enfrenta desafios significativos relativos a gestao de dados,
principalmente em torno da interoperabilidade, seguranca e transparéncia da infor-
macao. Mesmo com progressos tecnologicos impressionantes, a utilizacdo continua
de sistemas médicos fechados e proprietarios impede o avanco para solugoes de cui-
dados de saide verdadeiramente eficazes e acessiveis. Estes obstaculos prejudicam
a qualidade dos cuidados de satde prestados aos doentes, diminuem a eficiéncia
operacional e desafiam as normas éticas, criando uma necessidade urgente de novas
solucbes para estas barreiras tecnoldgicas e sistémicas.

Inspirado na forma como as tecnologias modernas podem transformar a prestacao
de cuidados de satde, este projeto examina o potencial da blockchain para resolver
estes problemas persistentes, reforcando a seguranca, a ética e a eficiéncia na gestao
dos dados de satde. Foram estabelecidos seis objetivos: melhorar a compatibilidade
de dados entre sistemas, reforcar a seguranga dos dados e a protegao da privacidade,
mover o controlo dos dados para os pacientes, aumentar a eficiéncia e transparéncia
aos ensaios clinicos, melhorar o rastreio de medicamentos e descobrir interligactes
com tecnologias emergentes como Artificial Intelligence (Al) e Internet of Things
(IoT).

Com especial preocupacao em praticas de privacidade, requisitos de transpa-
réncia e as praticas éticas, sdo estudadas as capacidades tecnologicas associadas as
necessidades dos cuidados de satide, de modo a criar estruturas confidveis e de res-
ponsabilidade mais fortes para o tratamento de informacGes sensiveis dos doentes.
Esta pesquisa seguiu uma abordagem cuidadosamente estruturada em duas fases,
comecando com uma ampla analise para identificar tendéncias de pesquisa, seguida
por uma revisao sistematica aprofundada onde foram examinadas implementacoes
no mundo real e analisados os respetivos resultados.

As conclusbes demonstram que a arquitetura descentralizada da blockchain e as
praticas criptograficas melhoram significativamente a interoperabilidade e a priva-
cidade dos dados. A utilizacdo de smart contracts permite defini¢oes de controlo
de acesso granular que permitem aos pacientes gerir os seus proprios registos de
saude. As propriedades da blockchain também aumentam a eficiéncia nos ensaios
clinicos e na gestdo da cadeia de abastecimento de medicamentos. Além disso, a
integragao com Al, IoT e a anélise de grandes volumes de dados amplifica o impacto

da blockchain no sector da satide, melhorando as préticas de diagndstico preditivo e

iii
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permitindo a implementagao gradual da blockchain.

Em conclusdo, esta investigagdo contribui para uma avaliacdo abrangente dos
beneficios e limitagoes da blockchain nos cuidados de saude, destacando o seu po-
tencial para promover um ecossistema de dados seguro, centrado no doente e efici-
ente. Sublinha a necessidade de esforcos de colaboracio entre as diferentes partes

interessadas para resolver os obstdculos técnicos e organizacionais.

Palavras-Chave: Saude; Gestao de Dados; Interoperabilidade; Seguranga
de Dados; Privacidade
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Chapter 1

Introduction

The healthcare sector currently occupies a precarious position amid our tech-
nological revolution. Medical science continues its advancements, yet the adminis-
trative and technological backbone supporting these advances remains surprisingly
antiquated. Many institutions still wrestle with disconnected databases that create
information silos [Peiris et al., 2024]. Patient data frequently exists in fragmented
states across multiple systems, while legitimate privacy concerns often impede the
seamless exchange of critical information between providers. These structural inef-
ficiencies persist despite the availability of solutions. This dichotomy represents one
of healthcare’s most pressing contemporary challenges. As treatments evolve, the
systems managing healthcare delivery must similarly transform.

Blockchain originated within cryptocurrency frameworks but has since expanded
considerably beyond these financial beginnings. The technology functions as dis-
tributed ledger architecture maintaining transparency, immutability, and transac-
tional security [Anik et al., 2023, Bazel et al., 2021, Firouzi et al., 2023]. Such char-
acteristics correspond directly with healthcare’s fundamental requirements, where
maintaining data accuracy, safeguarding patient information, and facilitating proper
information transfer remain essential considerations.

Healthcare applications for blockchain extend across numerous domains with
transformative potential. These include strengthening electronic medical record
systems, enhancing research trial methodology, improving medication tracking pro-
cesses, and developing more robust health information exchanges. In this regard,

blockchain’s convergence with Artificial Intelligence (Al), Internet of Things (1IoT),
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and big data analytics creates promising opportunities [Firouzi et al., 2023]. These
technological combinations potentially enable significant advances in individualized
treatment approaches, distance-based patient assessment systems, and anticipatory
healthcare interventions, as these are heavilly impacted by the quantity and the
quality of available data [Abbate et al., 2023].

Despite growing enthusiasm surrounding healthcare blockchain adoption, a mea-
sured evaluation remains imperative. Each potential advantage necessitates care-
ful consideration against practical limitations, ethical implications, and regulatory
requirements. Enhanced data protection capabilities must be evaluated alongside
implementation difficulties and adoption barriers. Efficiency improvements require
balanced assessment against information privacy concerns and preservation of pa-
tient autonomy.

This study aims to provide a comprehensive, nuanced examination of blockchain
technology’s role in reshaping the healthcare landscape. By analyzing current im-
plementations, exploring potential future applications, and critically assessing both
opportunities and obstacles, this work seeks to contribute valuable insights to this

rapidly evolving field.

1.1 Research Questions

This research is guided by several key questions that will guide the research

process:

1. What specific advantages does blockchain technology offer to the healthcare in-
dustry, and why are these benefits significant for the future of medical practice

and patient care?

2. What potential challenges or drawbacks could arise from implementing
blockchain in healthcare settings, and how can these obstacles be effectively
addressed?

3. How can the insights from these advantages and challenges inform the future
integration of blockchain-based technology within the global healthcare sys-

tem?

4. What opportunities arise from integrating blockchain with other emerging
technologies (such as Al, IoT, or big data analytics) in the healthcare con-
text, and how can these technologies together transform medical practices and

health outcomes?



1.2. Contributions 3

1.2 Contributions

The distinctive aspect of this research resides in its holistic methodology, which

makes the following contributions:

e Analysis of blockchain implementations: We conduct a critical evalua-
tion of current blockchain applications in healthcare, assessing successes and
limitations across diverse use cases to provide a balanced view of the technol-

ogy’s practical impact.

o Integration with emerging technologies: We analyze the convergence of
blockchain with emerging technologies (Artificial Intelligence (Al), Internet
of Things (IoT), big data analytics) in healthcare, evaluating the potential
for enhanced data management, improved diagnosis, and optimized treatment

protocols.

« Data ownership and privacy impact: We examine blockchain’s impact
on patient data ownership and privacy, analyzing how the technology could
empower patients with greater control over their health information while en-

suring data integrity and security.

The remainder of this document is organized as follows. Chapter 2 presents tech-
nological specification of blockchain technology and reviews related work. Chapter
3 defines the problem definition and outlines the methodology used in the study.
Chapter 4 presents the results and Chapter 5 critically discusses the findings from
the analysis process. Finally, Chapter 6 concludes this study by summarizing the

analyzed problems, results, and findings and by presenting the future work.






Chapter 2

Related Work And Background

This chapter examines the background and related work that form the backbone
of this study. The history, concepts and features of blockchain technology and its
applications int the healthcare industry are explored, followed by a review of the

state-of-the-art related to this work.

2.1 Background

The blockchain concept first appeared within Nakamoto’s 2008 publi-
cation detailing decentralized ledger architecture supporting Bitcoin opera-
tions [Nakamoto and Bitcoin, 2008]. Though initially conceived for digital
currency purposes, core blockchain elements, such as distributed informa-
tion storage, cryptographic protection methods, and consensus validation
mechanisms, have since expanded beyond original applications. Key fea-
tures including decentralization, unalterable record maintenance, and oper-
ational transparency demonstrate value across numerous industrial sectors
[Farouk et al., 2020, Angelis and Da Silva, 2019, Ahram et al., 2017]. Within
healthcare environments specifically, these attributes address fundamental chal-
lenges involving systems integration, information accuracy preservation, and data

protection requirements [Angraal et al., 2017], [Goel et al., 2019].
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2.1.1 Core Architecture and Transaction Processing

Blockchain functions as distributed information architecture maintaining trans-
parent, permanent data records. Information segments occupy cryptographically
connected blocks forming sequential arrangements. This structural linking between
successive blocks creates chronological information chains. Figure 2.1 represents
this connection between blocks in blockchain. Unlike conventional database systems
permitting modification or replacement of existing records, blockchain architecture
ensures recorded information remains unalterable without compromising subsequent
block integrity within the established sequence.

This design provides a secure, decentralized framework for data storage and
verification, making it a robust solution for applications requiring transparency and
tamper-proof records. Each transaction in the blockchain is grouped into blocks
and, once validated, these blocks are cryptographically linked to the previous ones,
creating a chain of information that is secure and immutable. This ensures that no
one can change a transaction after it is recorded without altering the entire chain,

which everyone on the network would detect.

Current

[ block hash
[}
[ ]
l Previous

block’s hash

Figure 2.1: Representation of block connections in blockchain

2.1.2 Consensus Mechanisms

Blockchain security fundamentally depends wupon transaction validation
procedures requiring network-wide participant agreement. These consen-
sus protocols ensure collective verification where network members au-
thenticate transaction wvalidity before permanent chain incorporation occurs
[Farouk et al., 2020, McGhin et al., 2019]..  Distributed validation methodology
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enhances system reliability and security attributes through responsibility allocation
across multiple network nodes rather than concentrating verification authority
within individual entities.

Proof of Work (PoW) is currently one of the most used consensus mecha-
nisms [Alzoubi and Mishra, 2024, Frikha et al., 2021]. This mechanism requires
participants (miners) to solve computationally intensive cryptographic hash
problems to validate transactions, making the system secure but energy intensive
[Alzoubi and Mishra, 2024, Frikha et al., 2021]. On the other hand, PoS works
by selecting validators based on the amount of cryptocurrency they stake in the
system, making it more energy efficient and scalable while maintaining security
through economic incentives [Asif and Hassan, 2023].

In healthcare contexts, this distributed validation improves data sharing secu-
rity by creating an auditable trail of access and modifications while enforcing pre-
defined consensus rules for data validation. However, implementing such systems in
healthcare requires careful consideration of additional factors such as privacy reg-
ulations, access control mechanisms, and healthcare-specific security requirements
[Farouk et al., 2020, McGhin et al., 2019].

2.1.3 Types of Blockchain

Blockchain comes in several forms: public, private, consortium, and permis-
sioned blockchains. Public blockchains are open to anyone and rely on decentralized
consensus mechanisms. Private blockchains, on the other hand, are restricted to
specific participants. Consortium blockchains, a hybrid between public and private,
are managed by a group of organizations rather than a single entity, where mul-
tiple stakeholders need shared access to sensitive data. Permissioned blockchains
combine elements of public blockchains with access controls, allowing only au-
thorized users to participate while still maintaining some level of decentralization
[Farouk et al., 2020, Hasselgren et al., 2020].

Each type of blockchain offers unique advantages depending on the use case.
In permissioned blockchains, consensus is often achieved through Practical Byzan-
tine Fault Tolerance (PBFT), a consensus protocol that operates through a vot-
ing system where all validator nodes communicate with each other to agree on
the state of the network, enabling the system to tolerate up to one-third of nodes
exhibiting malicious or faulty behavior while maintaining system reliability. An-
other common mechanism is Proof of Authority (PoA), where network validators,
known as authorities, are explicitly authorized to validate transactions based on
their proven reputation and identity, with their real-world identities being at stake
as an incentive for honest behavior. These consensus mechanisms are crucial as
they ensure that data is securely validated and shared without a central authority
[Farouk et al., 2020, McGhin et al., 2019].
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The implementation of consensus mechanisms in permissioned blockchains
[Farouk et al., 2020, Meghin and Johnson, 2019] provides the technological foun-
dation for executing complex operations in healthcare environments. Within this
context, smart contracts emerge as a key technological component that builds upon

these consensus protocols to enable automated healthcare processes.

2.1.4 Smart Contracts

Smart contracts are automated programs that execute predefined actions
when specific conditions are met without requiring intermediaries. In the context
of blockchain, they enhance system functionality by ensuring that all actions
are secure, transparent, and immutable. For example, in healthcare, a smart
contract can release patient records to authorized doctors only after verifying
patient consent, ensuring privacy and compliance. By leveraging the decentralized
nature of blockchain, smart contracts reduce fraud, improve trust, and stream-
line processes like claims management, data sharing, and financial settlements
[Angraal et al., 2017, Goel et al., 2019].

As blockchain technology matures, its applications increasingly cross into various
domains, including healthcare, supply chain management, and telemedicine. This
expansion offers significant opportunities while presenting challenges, particularly in
healthcare, where the secure sharing of patient data and the authenticity of medical
records are crucial.

The potential of blockchain technology in healthcare go beyond smart con-
tracts and automated execution methods. As healthcare institutions increasingly
use blockchain solutions for safe data storage and process automation, the technol-
ogy’s potential to address system-wide issues becomes clear. A particular obstacle

is healthcare interoperability.

2.1.5 Healthcare Stakeholders and Workflows

Healthcare systems involve complex interactions between multiple stakeholders,
each playing crucial roles in the delivery and management of healthcare services.
Primary stakeholders include patients, healthcare providers (physicians, nurses,
specialists), healthcare institutions (hospitals, clinics, laboratories), insurance
providers, and regulatory bodies. These stakeholders interact through various
workflows and data exchange patterns that form the backbone of healthcare delivery
[Mackey et al., 2019].

The traditional healthcare workflow typically involves multiple touch points
where patient data is created, accessed, and shared. When a patient visits a health-
care provider, the interaction generates clinical data that needs to be securely stored,

potentially shared with other providers, and eventually used for insurance claims
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processing. These workflows have historically been fragmented, with data siloed
within individual institutions, leading to inefficiencies in care delivery and patient

experience.

2.1.6 Privacy, Security and Regulation in Healthcare

Healthcare data privacy and security are governed by stringent regulations de-
signed to protect patient information while enabling necessary data sharing for care
delivery. These regulations establish frameworks for data protection, patient con-
sent management, and secure information exchange between healthcare stakeholders.
Key regulatory frameworks include the Health Insurance Portability and Account-
ability Act (HIPAA) [Cohen and Mello, 2018, Said et al., 2023] in the United States
and the General Data Protection Regulation (GDPR) [Said et al., 2023] in Europe,
which set specific requirements for handling protected health information. These
regulations mandate strict access controls, audit trails, and patient consent mecha-

nisms for data sharing.

2.1.7 Healthcare Data Management and Information Systems

Healthcare data management encompasses the creation, storage, and exchange
of various types of health information through electronic systems. EHR systems
serve as digital repositories of patients’ medical histories, designed to streamline
data access and management in healthcare settings. These systems must handle
diverse data types, including clinical notes, laboratory results, imaging studies, and
administrative information.

Interoperability remains a critical challenge in healthcare data management.
Healthcare information systems must support digital access rules management, data
aggregation, identity verification, and immutability of records. The infrastructure
must scale to handle clinical transaction volumes while ensuring compliance with
privacy regulations and maintaining patient consent management.

Healthcare data standards play a crucial role in enabling interoperabil-
ity between different systems. Standards such as Health Level Seven (HL7)
[Strasberg et al., 2021], Fast Healthcare Interoperability Resources (FHIR)
[Kramer and Moesel, 2023], and Digital Imaging and Communications in Medicine
(DICOM) [Larobina, 2023] provide frameworks for structured data exchange.
The evolution of healthcare information systems has led to the development of
specialized applications including Hospital Management Systems (HMS), Clinical
Decision Support Systems (CDSS), and telemedicine platforms. These systems must

integrate seamlessly while maintaining data integrity, security, and accessibility.
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2.2 Related Work

This chapter provides a comprehensive review of existing blockchain-based solu-
tions within the healthcare domain, beginning with systematic reviews exploring
blockchain integration in healthcare systems. These reviews highlight recurring
challenges, such as data breaches, interoperability issues, and data management
inefficiencies, while discussing proposed solutions like decentralized structures and
patient-centric frameworks. The chapter then delves into related work, focusing on
specific blockchain implementations, their design approaches, and practical applica-
tions that aim to reshape healthcare delivery systems.

[Anik et al., 2023] presents a review on integrating blockchain technology into
Eletronic Health Records systems, which are digital repositories of patients’ medi-
cal histories designed to streamline data access and management in healthcare. The
study emphasizes the potential of blockchain to empower patients through enhanced
control, access, and transparency over their medical data. The review highlights key
challenges in the current EHR systems, including data breaches, incorrect entries,
lack of interoperability, and inefficient data management. With its decentralized
structure, smart contracts, and immutable ledgers, blockchain offers solutions to
these issues by improving data security and transparency while allowing patients
to selectively control their health information. This work also discusses the limita-
tions of blockchain, such as scalability concerns, transaction costs, and the need for
regulatory frameworks. The authors propose a patient-centric framework based on
blockchain that could enhance patient empowerment, while future research should
address challenges related to governance, cross-institutional data sharing, and the
integration of blockchain with existing healthcare infrastructure.

The work conducted by [Angraal et al., 2017] provides a foundational exploration
of blockchain technology’s applications in healthcare. The authors systematically re-
viewed existing literature, analyzing use cases and theoretical frameworks to assess
blockchain’s potential for addressing critical challenges such as data security, pri-
vacy, and interoperability in healthcare systems. Their methodology involved evalu-
ating blockchain’s technical capabilities, such as decentralization and immutability,
and examining case studies or proposed implementations to highlight opportunities
and limitations. Key findings include blockchain’s ability to secure patient data
and streamline information sharing among healthcare providers while emphasizing
challenges such as scalability, regulatory compliance, and integration with existing
systems. The study concludes with a call for interdisciplinary research and col-
laboration to overcome these barriers and realize the full potential of blockchain
technology in improving healthcare outcomes.

[Abbate et al., 2023] proposes a blockchain platform tailored for Healthcare 4.0,

addressing critical challenges like EHRs and telemedicine services. The study adopts
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a hybrid approach, combining a review of existing blockchain-based healthcare plat-
forms with the conceptual design and proposal of a novel framework. Their platform
emphasizes decentralization, data immutability, and privacy-preserving mechanisms,
while also addressing the integration of telemedicine services and interoperability
across healthcare systems. Key characteristics of the proposed framework include
the use of smart contracts to automate processes such as patient consent and claims
management, and a modular architecture designed to facilitate scalability and adapt-
ability to various healthcare contexts. The authors identified limitations within ex-
isting solutions, such as insufficient dissemination of test results among healthcare
professionals, which can contribute to medical errors and higher mortality rates.
They further highlight the fragmented nature of healthcare data systems and pro-
pose their blockchain platform as a potential solution. The paper calls for broader
sharing of test results. It emphasizes the need for more randomized controlled trials
in telemedicine research to validate the efficacy and implementation of blockchain-
based platforms.

Building upon these reviews, specific research has explored the convergence
of blockchain with other emerging technologies in healthcare. A study by
[Firouzi et al., 2023] provides an in-depth exploration of the convergence of Internet
of Things (1oT), Artificial Intelligence (Al), edge—fog—cloud computing, and
blockchain technologies in healthcarel. This fusion addresses key challenges in IoT,
such as security vulnerabilities, latency, and scalability, while enhancing privacy,
data management, and operational efficiency. The researchers demonstrate the
practical implementation of this convergence through a case study on stress moni-
toring, using privacy-preserving techniques like federated learning to protect patient
data. In the realm of patient-driven interoperability, [Pirtle and Ehrenfeld, 2018]
investigated the potential of blockchain technology to facilitate greater patient
control over health data. Their study revealed that blockchain could ensure data
integrity, mitigate the risk of data loss, and provide a transparent audit trail. How-
ever, the shift towards patient-centered interoperability introduces new challenges in
security, privacy, technology infrastructure, incentivization, and governance. Both
studies highlight persistent challenges in the adoption of blockchain in healthcare.
These include scalability issues, privacy and security concerns, patient engagement,
and the need for incentives for data sharing. Future research directions identified
include addressing requirements for patient-centered interoperability, exploring
private vendor-based solutions, advocating for a US national patient identifier, and
operationalizing prototyped blockchain solutions for healthcare data sharing.

[Shahnaz et al., 2019] work presents a framework for implementing blockchain
technology in healthcare, focusing on Eletronic Health Records (EHR). The frame-

work employs a permissioned blockchain architecture with smart contracts for access
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control, combines symmetric and asymmetric encryption for data security, and uti-
lizes off-chain storage for clinical data while maintaining metadata on-chain. It
aims to enhance data security and privacy by implementing granular access rules
and off-chain storage to optimize performance. However, the study acknowledges
limitations such as confidentiality and scalability when data is stored directly on
the blockchain. Further research is needed to assess the feasibility of blockchain
adoption in healthcare, address challenges, establish universal standards for data
exchange, address privacy and security concerns, and overcome scalability issues.

[Younis et al., 2022] proposes a blockchain-based solution for secure and privacy-
preserving data access in healthcare. It allows patients to manage access permissions
securely while ensuring healthcare organizations comply with privacy regulations.
Sensor data is stored in cloud storage, while access control and session logs are han-
dled in blockchain. A data-driven authentication and secure communication protocol
is introduced to mitigate fraud and identity theft. Smart contracts regulate stake-
holder interactions. The solution’s security properties are analyzed, demonstrating
computational efficiency. However, limitations include the need for additional mea-
sures, inherent risks of identity theft and fraud, and shortcomings in encryption key
management. Research gaps include exploring encryption key limitations, lack of
support for key management in cloud storage systems, vulnerabilities in telehealth
systems, scalable and resource-efficient data storage solutions, and enhancing flexi-
bility and high-integrity features in conventional cloud-based storage systems.

[Liu and Li, 2022] evaluated a proposed Healthcare IoT system using simula-
tions. It finds that the fixed block size scheme outperforms others in most episodes,
with offloading outperforming the fixed block interval scheme. The study also exam-
ines the effects of computing tasks, transaction sizes, and block size on system perfor-
mance. However, security vulnerabilities and limited energy capacity are identified
as the main limitations. The study proposes integrating permissioned blockchain and
deep reinforcement learning techniques to address these issues. Further research is
needed to consider energy efficiency and security concerns in these systems. Field
experiments are also needed to validate the system in real-world settings. Future
research may focus on practical implementation and unique requirements in complex
environments.

[Yongjoh et al., 2021] demonstrated a novel nationwide blockchain implementa-
tion addressing critical healthcare information system challenges. By developing a
consortium blockchain platform integrated with mobile applications and decentral-
ized access mechanisms, the researchers provided a comprehensive solution to long-
standing issues in medical data management. The system’s innovative approach
utilized software agents installed in hospitals and Raspberry Pi devices, enabling

seamless interconnectivity among hospital health information systems through the
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MQTT protocol. Key contributions include enhanced information retrieval capabil-
ities, improved data security, and reduced susceptibility to data loss. The research
distinguished itself by offering a scalable, practical approach to blockchain deploy-
ment across thousands of hospitals, highlighting potential strategies for large-scale
healthcare technology integration.

[Chelladurai and Pandian, 2022] presents a blockchain-based healthcare system
designed to address critical challenges in health record management by offering a
secure, efficient, transparent, consistent, and decentralized alternative to traditional
methods. The proposed system leverages blockchain technology and smart contracts
to ensure the integrity and immutability of health records while enhancing acces-
sibility for authorized users. To evaluate its efficacy, experiments were conducted
to assess the performance of blockchain-based smart contracts under various sce-
narios, highlighting the system’s capability to manage and process health records
securely and efficiently. The study identifies key features of the system, such as
decentralized data storage, tamper-proof record management, and automated verifi-
cation through smart contracts. Despite these advancements, several research gaps
persist, including the lack of integrated data management systems, challenges in
achieving seamless network connectivity, and difficulties in sharing comprehensive
patient health histories. The work also emphasizes issues related to fragmented
health information and underscores the critical need for secure storage and retrieval
mechanisms for EHR. The authors highlight the importance of addressing privacy
and security concerns inherent in blockchain-based systems, particularly focusing
on implementation challenges in real-world healthcare settings. Additionally, the
study notes the absence of standardized protocols to ensure interoperability be-
tween blockchain-enabled healthcare applications, as well as the limited exploration
of specific use cases and workflows. These findings call for further research to estab-
lish robust frameworks and protocols that can enhance the practical applicability
and adoption of blockchain technology in the healthcare domain.

[Bazel et al., 2021] introduces a blockchain-based framework for managing
healthcare big data, emphasizing its transformative potential akin to the impact
of telehealth. The proposed solution leverages distributed ledger technology
to optimize healthcare data handling by providing a secure, decentralized, and
cost-efficient system. Key features of the framework include real-time access to
patient data, enhanced data privacy through patient-controlled permissions, and
secure data sharing among authorized parties. Additionally, the system facilitates
global connections between patients with similar conditions, fostering improved
treatment options and better patient outcomes. The authors outline the method-
ology underpinning the framework, focusing on how blockchain technology ensures
data integrity, immutability, and accessibility. Privacy is reinforced by giving

patients direct control over their health records, empowering them to selectively
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share data with healthcare providers while safeguarding sensitive information. The
study also highlights the role of distributed ledgers in reducing administrative
overhead, minimizing costs, and enhancing overall system efficiency. Despite
these advancements, the work identifies several technological challenges that must
be addressed for widespread adoption. Scalability remains a critical barrier, as
blockchain networks often face limitations in handling large volumes of healthcare
data. The study also emphasizes implementation barriers, including the complexity
of integrating blockchain with existing healthcare I'T infrastructure, and the urgent
need for standardized protocols to ensure interoperability. The authors recommend
that future research explore advanced encryption techniques to bolster data security,
develop more efficient consensus mechanisms to improve system performance, and
investigate strategies for seamless integration of blockchain into existing healthcare
ecosystems.

Previous work has extensively studied the use of blockchain technology in health-
care, as well as the integration between some technologies with the goal to increase
security. However, despite these advancements, little attention has been given to the
combination of blockchain with standardized interoperability protocols. Addition-
ally, most studies remain theoretical or confined to small-scale pilot projects, with

real-world implementation and validation being notably scarce.



Chapter 3

Problem Definition and
Methodology

This chapter showcases the definition of the problem of the study and the fun-
damental challenges within healthcare systems. Specific research objectives that
guides this investigation are also defined in this chapter. The methodology chosen

to address the research objectives follows.

3.1 Problem Definition

The healthcare industry is currently dealing with considerable challenges with
data management, security, and interoperability. These concerns have far-reaching
ramifications for patient care, research, and the general efficiency of healthcare de-
livery and processes. A thorough examination of these challenges reveals issues,

including:

e Data Fragmentation: Patient information is frequently distributed across
various healthcare providers, institutions, and systems. This lack of central-
ized access results in incomplete medical histories, which can compromise the
quality of care, delay treatment, and increase the likelihood of medical errors
[Angraal et al., 2017];

o Interoperability Challenges: The inability of healthcare systems to

seamlessly share data hinders effective collaboration among providers.

15
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This limitation affects the timely exchange of information during crit-
ical situations, leading to fragmented care and inefficient operations
[Goel et al., 2019, Pirtle and Ehrenfeld, 2018];

e Data Security and Privacy Concerns: With the increasing digitization
of health records, protecting sensitive patient information from unautho-
rized access and cyber threats has become paramount. Current systems
often struggle to balance data accessibility with robust security measures
[Meghin and Johnson, 2019];

e Patient Data Ownership and Control: Patients frequently lack control
over their personal health information and its distribution. This issue raises
ethical concerns and can limit patients’ ability to make informed decisions
about their healthcare [Hasselgren et al., 2020];

o Inefficiencies in Clinical Trials and Research: The current infrastructure
for conducting clinical trials and medical research is often plagued by data
silos, lack of transparency, and difficulties in patient recruitment and data
verification [Farouk et al., 2020];

e Drug Traceability and Supply Chain Management: The pharmaceu-
tical supply chain faces challenges in ensuring the authenticity of drugs and
efficiently tracking their movement from manufacture to patient administra-
tion [Angelis and Da Silva, 2019];

e Integration of Emerging Technologies: While technologies like Al, IoT,
and big data analytics offer immense potential for improving healthcare, in-
tegrating them securely and effectively with existing healthcare infrastructure

presents significant challenges.

This research aims to explore how blockchain technology can address these mul-
tifaceted problems in healthcare data management. Specifically, the objectives of

this study are defined as the following;:

e O1: Improving data interoperability and reducing fragmentation in healthcare

systems;

e O2: Evaluating blockchain’s capacity to improve data security and privacy

while maintaining accessibility for healthcare providers;
e 0O3: Empowering patients with greater control over their health data;
e O4: Improving the efficiency and transparency of clinical trials and research;

e 0O5: Enhancing drug traceability and supply chain management;
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e 06: Synergies between blockchain and other technologies.

By addressing these objectives, this research seeks to contribute to the ongoing
dialogue about the transformative potential of blockchain in healthcare. It aims
to provide insights that can guide future implementations, inform policy decisions,
and ultimately contribute to improved patient care and more efficient healthcare
systems.

To thoroughly investigate the challenges and opportunities identified in the Sec-
tion 2.2, this study adopts a structured methodological approach. This approach
starts by running a scientometric search based on the most relevant terms that will
yeld a group of articles to be studies. With this dataset of studies, some of them
will be filtered to ensure that only the most relevant and up-to-date are analyzed.
Finally, the resulting studies will be individually analyzed, and insights will be ex-

tracted to attempt to answer the research objectives defined.

3.2 Methodology

To address the research objectives, this study employs a two-stage methodologi-
cal framework. This comprehensive approach is designed to provide a detailed anal-
ysis of the underlying theoretical concepts while rigorously examining the challenges
and opportunities associated with blockchain implementations in healthcare.

In the first stage, a scientometric analysis is used to capture broad patterns and
sentiments in blockchain and healthcare research. In the second stage, a systematic
literature review is conducted to explore specific implementations, challenges, and
opportunities in depth. The second stage of this methodology involved a system-
atic literature review specifically designed to address the core research objectives
identified in Section 3.1. This phase also analyzes solutions and validates their

effectiveness in addressing healthcare data management challenges.

3.2.1 Stage 1: Scientometric Search

The first stage involved conducting a sentometric search using the Scopus plat-
form. The initial search criteria were "blockchain" AND ("health" OR "healthcare'
OR '"clinical" OR "medical").

To ensure that the findings are as current as possible, only documents published
from 2020 onward were included. The initial search criteria returned 9022 documents
(represented by Figure 3.1). As this search returned work accepted but still not
published, those papers were filtered from the search.

A comprehensive investigation of the remaining 170 papers found that most

papers are articles (around 92%), while approximately 4% are reviews. Another 3%
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Status Quantity

Published 170
Accepted for publishing 8852
Total 9022

Figure 3.1: Initial search result

relate to erratum, while the minority (about 1%) are Notes. Figure 3.2 displays the

proportions of various types of documents.

Article
92%

Note
1%

Erratum J

3%

Review

4%

Figure 3.2: Distribution of document types

Figure 3.3 shows that there has been a significant growth in interest in this
topic over the previous five years, as evidenced by the increase in the number of
studies in the field. Most papers were published in 2024 (129 published papers
corresponding to 76%). The remaining work is distributed in the following manner:
29 studies published in 2023 (about 17%), 6 published in 2022 (about 4%), while 4
studies were published in 2021 and only 2 were published in 2020 (about 2% a 1%,
respectively).

Figure 3.4 compares the proportion of different outcomes across the years.
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Year Quantity
2020 2
2021 4
2022 6
2023 29
2024 129

Figure 3.3: Distribution of publishing year

3.2.2 Stage 2: Systematic Literature Review

The second phase of the study further filtered the retrieved papers with the ob-
jective of retaining only the most up-to-date and relevant results. To ensure the pre-
cision and relevance of these findings, specific selection criteria were implemented,
focusing on publication timeframes and research titles. Additionally, a thorough
manual screening process was incorporated to validate the selected literature’s aca-

demic rigor and topical alignment.

Inclusion and Exclusion Criteria

The titles of the inclusion criteria included the terms "Blockchain", "health",
"healthcare", "clinical", and "medical'. We excluded publications published before
2021 that lacked citations to provide the most current and accurate results.

The selection process was based on the PRISMA guidelines ([Page et al., 2021]),

as represented in figure 3.5.

3.2.3 Screening and Selection

The initial search resulted in 170 studies in total. The use of filters and conditions
allowed for a more targeted pool. From the original 170 studies, 102 did not meet the
research title criteria (the study title did not contain "health", "healthcare", clinical
and "medical"). Furthermore, 43 studies were removed since those have not been
cited in other studies. Lastly, the selected results were limited between 2022 and
2024 to ensure the most up-to-date research, removing 3 studies. No duplicates were
ever retrieved.

The quantity of studies that needed to be analyzed was significantly reduced
by these inclusion/exclusion filters, from 170 to 22 studies. Subsequently, 6 other
studies were removed due to inaccessibility through available academic databases

and institutional repositories, as can be viewed in Figure 3.5.
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2023

0,
7% 2024

76%

Figure 3.4: Distribution of publishing year

3.3 Research Objectives Definition

This section provides a detailed explanation of the research objectives established
for this study.

3.3.1 O1: Improving data interoperability and reducing fragmen-

tation in healthcare systems

In order to answer the first research objective, a targeted literature analysis was
carried out in the 16 studies that resulted from the screening process. Among the
studies, [Dbesan et al., 2023, Chaurasia, 2024] emerged as the most relevant and
comprehensive in addressing the specific focus of this objective.

[Dbesan et al., 2023] adopted a comprehensive mixed-method approach. The
authors designed semi-structured interviews and surveys targeted at healthcare pro-
fessionals, I'T experts, and policy makers that allowed them to explore the practical
challenges and perceived benefits of blockchain technology. Data collected from in-
terviews were systematically coded and analyzed using content analysis techniques
to identify recurring themes, which were then statistically validated against the
survey responses. This combination of qualitative insights and quantitative rigor
allowed the researchers to both theorize and empirically test a blockchain-based

knowledge-sharing model aimed at reducing data fragmentation.
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Identification of new studies via databases and registers
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Figure 3.5: PRISMA chart

[Chaurasia, 2024] employed a design science framework to develop and test a pro-
totype system called MediVault. Initially, the authors gathered system requirements
by conducting stakeholder interviews and reviewing existing healthcare data man-
agement practices. This groundwork informed the design of a decentralized repos-
itory that leverages blockchain’s immutability and security features. The authors
then built a proof-of-concept implementation using established blockchain protocols.
The prototype was subjected to a series of controlled experiments that measured
key performance indicators such as transaction throughput, latency, and scalabil-
ity under simulated healthcare data loads. Additionally, comprehensive security
assessments were conducted to evaluate the system’s resistance to cyber threats.
This methodical development and evaluation process clearly demonstrated how a
blockchain-enabled MediVault could unify disparate data sources and address frag-

mentation.
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3.3.2 02: Evaluating Blockchain’s Capacity To Improve Data Secu-
rity And Privacy While Maintaining Accessibility For Health-
care Providers

To address the second research objective, we selected six key studies
[Chaurasia, 2024, Kumari et al., 2024, Jakhar et al., 2024, Awan et al., 2024,
Saha et al., 2024] that focus on the interplay between data security, privacy, and
accessibility in healthcare settings.

[Chaurasia, 2024] adopt a decentralized architecture integrating Ethereum smart
contracts with Interplanetary File System storage and Firebase cloud infrastructure,
ensuring both immutability and scalable access. By anchoring encrypted medical
records to the blockchain via cryptographic hashes and leveraging asymmetric en-
cryption for data confidentiality, the framework establishes a secure, patient-centric
model. Performance validation and encryption speed metrics further underscores the
practical feasibility of maintaining real-time accessibility without compromising se-
curity, illustrating blockchain’s capacity to harmonize these priorities in operational
settings.

[Kumari et al., 2024] extend this evaluation through a hybrid consensus mecha-
nism combining PoW and [?]. The authors’ embeds IoT-generated health data into
the blockchain via gateway nodes, applying multi-layered security measures such
as device authentication, end-to-end encryption, and continuous integrity verifica-
tion. By simulating networks, the study quantifies latency and throughput trade-
offs, providing empirical evidence that blockchain can sustain performance stan-
dards required for critical healthcare applications. This approach directly correlates
consensus design choices with both security robustness and system responsiveness,
emphasizing the technology’s role in balancing adversarial resistance with provider
usability.

[Jakhar et al., 2024] propose a blockchain-based framework for electronic health
records management that prioritizes privacy preservation and granular access con-
trol. Their methodology leverages Hyperledger Fabric’s private channels to im-
plement role-based access, complemented by Attribute-Based Encryption for fine-
grained data control. The integration of zero-knowledge proofs for identity verifica-
tion and off-chain storage with blockchain-anchored hashes addresses both privacy
concerns and scalability challenges.

[Awan et al., 2024] further push the boundaries of blockchain application in
healthcare by introducing MediTwin, a Web 3.0-integrated digital twin concept for
patient-centric care in the metaverse. Their methodology combines blockchain’s
immutable ledger with virtual reality interfaces, creating a secure yet highly
accessible platform for remote patient monitoring and tele-medicine.

[Saha et al., 2024] address the intersection of blockchain, 6G networks, and IoT

in healthcare cyber-physical systems. Their smart contract-based access control
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scheme leverages the high-bandwidth, low-latency capabilities of 6G to enhance

real-time data processing while maintaining strict security protocols.

3.3.3 03: Empowering patients with greater control over their
health data

Regarding the topic of patient empowerment, two of the resulting studies ap-
proach this topic [Dbesan et al., 2023, Dhingra et al., 2024].

[Dbesan et al., 2023] employed a multi-methods approach, combining a survey-
based quantitative analysis with structural equation modeling to investigate the be-
havioral intention of doctors in the adoption of blockchain-driven knowledge-sharing
systems in government hospitals. The data collection involved survey to 322 par-
ticipants and analysis for preliminary data exploration. This methodology allowed
for the validation of trust, knowledge sharing, and behavioral intention, providing a
robust framework for evaluating blockchain adoption in healthcare.

[Dhingra et al., 2024] utilized a conceptual model grounded in the Technology-
Organization-Environment framework and Organizational Information Processing
Theory. Data was collected through a structured survey targeting experts in the
Indian healthcare sector familiar with blockchain technology. The analysis was con-
ducted using AMOS 19 to perform structural equation modeling, enabling the au-
thors to test hypotheses related to factors influencing blockchain adoption and its
mediating role in improving healthcare supply chain performance.

In summary, [Dbesan et al., 2023] demonstrates the application of structural
equation modeling to explore behavioral factors influencing blockchain adoption,
while [Dhingra et al., 2024] highlights the use of theoretical frameworks to evaluate

blockchain’s impact on organizational performance within healthcare supply chains.

3.3.4 0O4: Improving the Efficiency and Transparency of Clinical
Trials and Research

From the resulting studies, only one addresses blockchain applications in health-
care procurement systems [Dhingra et al., 2024]. This study researched the impact
of transparency and efficiency relevant to medical research infrastructure.

The authors conducted an in-depth qualitative study focusing on the potential of
blockchain technology in enhancing drug traceability and supply chain management
within the healthcare sector. The methodology involved interviews with a diverse
group of stakeholders, complemented by manual in-person validation to enrich the
data collection process. The study also explored the various domains of impact

affected by the implementation of blockchain technology in healthcare industry.
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3.3.5 0O35: Enhancing Drug Traceability and Supply Chain Manage-

ment

For the purpose of answering the fifth research objective, the focus turned to two
articles resulting from the screening process [Bak et al., 2025, Dhingra et al., 2023,
Dhingra et al., 2024]. These articles discuss how blockchain technology can be used
in supply chain management. On one hand, [Bak et al., 2025] proposes a frame-
work for blockchain-enabled drug traceability while [Dhingra et al., 2024] explores
the obstacles and potential for adopting blockchain in supply chain management.

Both papers were critically studied to extract thematic aspects about
blockchain’s promise for maintaining data transparency, decreasing counterfeiting
threats, and optimizing the supply chain process. [Bak et al., 2025] conducted a
case study that involved in-depth interviews with various stakeholders, such as
medical consultants, doctors and nurses with diverse responsibilities; and data
collection through observation in meetings, interviews, and taking notes during
focus group discussions.

[Dhingra et al., 2023] employs a hybrid Multi-Criteria Decision Making
(MCDM) approach, integrating the Best-Worst Method (BWM) and the Decision-
Making Trial and Evaluation Laboratory (DEMATEL), to systematically address
challenges and opportunities in blockchain adoption. Although the study targets
waste management, the methodology and findings are adaptable to enhancing drug
traceability and supply chain management in the pharmaceutical sector.

Regarding [Dhingra et al., 2024], the authors explored the transformative po-
tential of blockchain technology in improving drug traceability and supply chain
management using a conceptual model grounded in the Organizational Information
Processing Theory and the Technology-Organization-Environment framework. The
researchers employed structural equation modeling to analyze data collected from

304 Indian healthcare professionals via a survey.

3.3.6 0O6: Synergies Between Blockchain and Other Technologies

In order to answer the sixth research objective, a targeted analysis was
carried out on the eight studies that emerged from the screening process
[Dbesan et al., 2023,  Awan et al., 2024,  Saha et al., 2024,  Chaurasia, 2024,
Bhatia, 2024, Nath et al., 2023, Vishwakarma et al., 2023, Ogbuke et al., 2023].
These studies were selected as they directly study the integration of blockchain
with complementary technologies.

The integration of blockchain with AI has garnered attention due to its poten-
tial to enhance data integrity and knowledge-sharing efficacy. [Dbesan et al., 2023]
utilized partial least squares structural equation modeling to validate a theoretical

framework that links blockchain’s data integrity to Al-driven knowledge-sharing,
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surveying 322 clinicians across healthcare institutions in India. This approach
demonstrates how blockchain can improve the trustworthiness of data, enhancing
AT’s effectiveness in clinical environments.

[Awan et al., 2024] advanced this integration by adopting a Web 3.0-integrated
digital twin architecture that leverages Al, smart contracts and cryptography to
address challenges related to data synchronization and security.

[Vishwakarma et al., 2023] studied the integration of blockchain technology with
IoT devices. In this regard, the authors captured data by using IoT devices, and
relay these records between multiple networks depending on data classification. This
framework connects a blockchain system to cloud servers and ensures secure con-
nection and efficient data processing.

[Chaurasia, 2024] studied the integration of blockchain technology with NFT
generation and secure access through the use of vaults. The authors were also able
to analyze the integration with storage systems, either decentralized file systems such
as IPFS (Inter Planetary File System) and centralized systems such as Google Fire-
base. Similarly, [Bhatia, 2024] investigated the integration of IoT, AI, and cloud
technologies . Sensory information was collected using wearable devices and pro-
cessed/fused using ML. These records were then sent to online databases hosted in
the cloud.

[Nath et al., 2023] addressed this challenge by employing IBM Hyperledger to
create a health data-sharing framework that integrates with edge computing de-
vices, on an IoT layer, that perform local data processing instead of relying on the
chain itself. This platform also employs symmetric encryption to protect sensory
information.

[Saha et al., 2024] studied the integration of blockchain with 6G, IoT and big
data analytics, using smart contracts as an access control system. In this regard,
the IoT layer was used mainly for real-time patient data collection, while the 6G
layer was used for low-latency communication. Finally, big data analytics enabled
AI/ML techniques to gather predictive insights.

[Ogbuke et al., 2023] contextualize these technical evaluations within pandemic-
driven healthcare demands, analyzing blockchain’s interplay with broader data-
driven technologies during COVID-19. The authors conducted a study to investigate
the role of data-driven technologies (big data, AI, IoT and 3D printing) in global
healthcare practices. The methodology employed by the authors highlights the tech-
nology’s ability to ensure data integrity and facilitate secure information sharing in
healthcare systems during the COVID-19 pandemic.






Chapter 4

Results

This chapter presents the findings from the systematic investigation conducted.
This analysis reveals key patterns, trends, and insights found in the articles. The re-
sults are organized thematically to provide a clear understanding of how blockchain
technology is currently being utilized and conceptualized within healthcare frame-
works.

Three distinct categories of research approaches in blockchain healthcare studies

were identified and represented in picture 4.1:
1. Application-focused: 11 articles (50%)
2. Systematic Reviews: 7 articles (32%)
3. Combination of Reviews and Application: 4 articles (18%)

The literature was found to be dominated by application-focused studies, which
represented about 50% (11 articles) of the reviewed publications. These studies were
primarily concentrated on specific technological implementations and solutions. Sys-
tematic reviews were identified in 31,8% (7 articles) of the literature, where patterns
similar to those observed in blockchain education studies were noted. These review
papers typically examined advantages, challenges, and implementation prospects
within healthcare contexts. The remaining 18,2% (4 articles) were constituted by
hybrid studies, combining theoretical review and practical applications. This dis-
tribution pattern can be aligned with observations in related fields, where com-

prehensive understanding through reviews is shown to support and guide practical
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Systematic Reviews
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Application-focused
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\ Combination of Reviews and Application
18%

Figure 4.1: Research Categories Distribution

implementations while a strong focus on practical applications and solutions is main-

tained.

4.1 Research Areas

Based on this research, the themes Security and Privacy Solutions, IoT and
Infrastructure Integration, Supply Chain and Resource Management, Implementa-
tion Studies and Adoption Analysis and Data Management and Healthcare Systems
were identified. Security and Privacy Solutions, IoT and Infrastructure Integration,
and Supply Chain and Resource Management both appear 23% of the total arti-
cles analyzed in the study, while Implementation Studies and Adoption Analysis
appeared in 18% of the results. Finally, Data Management and Healthcare Systems
accounted for the remaining 13%. This distribution highlights the diverse applica-
tions of blockchain technology in the healthcare sector, underscoring its multifaceted
potential.

The balanced focus across Security and Privacy Solutions, IoT and Infrastruc-
ture Integration, and Supply Chain and Resource Management (each comprising
23% of the total studies) indicates that researchers are addressing current challenges
and future technological advancements in healthcare. This uniform distribution be-
tween the researched applications reflects a mature and comprehensive approach to
leveraging blockchain for enhancing security protocols, integrating next-generation
technologies, and optimizing healthcare logistics. The notable proportion of studies
dedicated to Implementation Studies and Adoption Analysis (18%) suggests that
the field is at a pivotal stage where the theoretical benefits of blockchain are being
rigorously tested against real-world challenges.

Finally, the focus on Data Management and Healthcare Systems (13%) highlights
the strategic use of blockchain for improving data integrity and system efficiency in

healthcare.
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4.2 Answering Research Objectives

This section presents the comprehensive conclusions derived from addressing the
research questions initially outlined in Section 3.3. The following subsections will
methodically unpack the findings from the analyzed studies, demonstrating evidence

to answer each research question.

4.2.1 O1: Improving data interoperability and reducing fragmen-
tation in healthcare systems

Blockchain technology addresses healthcare data interoperability challenges by
establishing decentralized, standardized frameworks for secure data exchange across
disparate systems.

By replacing centralized structures with distributed ledgers, blockchain
ensures secure multi-party data sharing without single-point vulnerabilities
[Dbesan et al., 2023]. Integration of multi-party data depends on reliable security
mechanisms. The adoption of fine-grained access controls through cryptographic
signatures enables complex data management demands with high transaction
throughput and robust security against cyber threats [Chaurasia, 2024].

To further increase interoperability in the healthcare industry, and to smooth the
curve of technological adoption, multiple networks can be implemented. This allows
the connection between multiple systems, either through the use of test settings, or
to use as a transition window. By having systems running in parallel and having
interfaces that allow effective and efficient communication between these systems,
interoperability is enhanced. However, in addition to being a technical change,
the move from conventional, centralized systems to decentralized architectures also
represents an organizational challenge. Many of the stakeholders involved in this
transition are deeply rooted in legacy systems and practices, requiring extensive
coordination [Dbesan et al., 2023]. This also affects behavioral and social domains,
as healthcare professionals require training, time, resources and incentives to adopt
new platforms.

Finally, blockchain enables uniform data structures through smart contracts that
automate compliance, allowing systems to interpret shared clinical data consistently.
This eliminates the need for custom interfaces between institutions while maintain-
ing semantic consistency in lab results, imaging reports, and treatment histories;
[Dbesan et al., 2023, Chaurasia, 2024].
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4.2.2 02: Evaluating blockchain’s capacity to improve data secu-
rity and privacy while maintaining accessibility for healthcare
providers

The use of a decentralized architecture combined with immutable data greatly
contributes to the security of the data present in blockchain systems. Furthermore,
the use of encryption and identity management systems allows for secure sharing of
records while privacy and security are ensured by encryption mechanisms.

The work of [Chaurasia, 2024] validated the use of advanced cryptographic
techniques that maintain data confidentiality without compromising system
performance, directly addressing challenges of data privacy and secure access.
[Kumari et al., 2024] found that their Hybrid Consensus Mechanism (HCM) that
integrates multiple consensus models, such as PoA, PoS and PoW, is able to achieve
higher throughput than traditional models. The system also lowers processing
time by efficiently handling block creation and validation. The use of Merkle trees
for transaction tracking further streamlines operations, ensuring faster access to
patient records without compromising security.

[Jakhar et al., 2024] validated the use of advanced cryptographic techniques that
maintain data confidentiality without compromising system performance, directly
addressing challenges of data privacy and secure access. According to the author,
even doctors are only able to visualize information that patients specifically con-
sented to share.

[Awan et al., 2024]" system employs blockchain’s immutable ledger to prevent
unauthorized tampering and ensure data integrity, while Web 3.0 features enable
secure, decentralized access controls that align with privacy regulations. This ap-
proach addresses vulnerabilities by encrypting health records and restricting access
to authorized entities through distributed consensus mechanisms. The authors re-
port better performance than other methods in metrics such as latency, throughput
and response time, resource utilization and scalability.

[Saha et al., 2024] demonstrated that the proposed system called SACS provides
enhanced security and augmented functional capabilities. They also highlighted that
SACS reduced communication costs compared to other relevant schemes.

These findings collectively demonstrate blockchain’s capacity to significantly en-
hance healthcare data management, providing robust security measures while main-

taining the accessibility necessary for effective healthcare delivery.
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4.2.3 0O3: Empowering patients with greater control over their
health data

As stated previously, the use of identity management systems allows for secure
sharing of records while ensuring privacy and security. Extending these systems al-
low for granular permission controls that enable patients to only share health records
with the entities they want. This enables granular consent management, enforced
by the usage of smart contracts or context-aware consent triggers for emergency
situations. This system also enables transparent data governance, as patients can
track who accessed their records and for what purpose.

In [Dbesan et al., 2023], the authors were able to emphasize that blockchain-
based systems can grant patients more autonomy over personal health information
by enabling real-time access and consent-based data sharing. The enhanced control
fosters trust in healthcare providers and enhances patient engagement. The authors
indicate that when patients use a blockchain-based platform to manage their health
records, they report a stronger sense of ownership and control over their personal
information. The study highlights measurable increases in patient trust and satisfac-
tion, largely attributed to transparent data transactions and consent-driven sharing.
The authors also note that this enhanced control can bolster patient engagement
in health decision-making, as patients can directly grant or revoke access to their
records, thus actively participating in the data life cycle.

On the other hand, in [Dhingra et al., 2024], while the main analysis centers
on benchmarking blockchain’s operational efficiency in healthcare, the authors do
report secondary outcomes relevant to patient empowerment. Specifically, they ob-
serve that when healthcare providers adopt standardized blockchain protocols, pa-
tients benefit from more efficient data retrieval and sharing processes, resulting in
quicker access to their own health information. The results suggest that even in
a performance-focused context, patients gain indirect but tangible benefits such as
fewer administrative barriers and clearer pathways to control who can view or modify
their data. These findings imply that performance gains and patient empowerment
are not mutually exclusive but can be complementary outcomes of blockchain adop-

tion in healthcare.

4.2.4 0O4: Improving the efficiency and transparency of clinical tri-

als and research

Blockchain technology can significantly enhance the efficiency and transparency
of clinical trials and research by creating an immutable, auditable record of all re-
search activities. By providing a decentralized and tamper-proof ledger, blockchain
ensures the integrity of clinical trial data, preventing selective reporting and reduc-

ing the risk of data manipulation. The technology’s cryptographic security allows for
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secure, privacy-preserving data exchange, facilitating easier collaboration and repro-
ducibility. Additionally, blockchain can streamline participant recruitment, consent
management, and provide a comprehensive, chronological record of all research ac-
tivities.

Furthermore, [Dhingra et al., 2024] noted increased efficiency provided by the
use of smart contracts. With smart contracts, processes, such as payments between
patients and healthcare providers, can be streamlined and automated, reducing mar-
gin for manual errors at the same time. Cryptographic practices also help keep
information secure and making sure only authorized authors can access and update
health records.

As a result, trust is strengthened among researchers, regulatory bodies, and

participants, with every trial step being transparently tracked and verifiable.

4.2.5 O0O5: Enhancing drug traceability and supply chain manage-

ment

The fundamental concepts of blockchain technology also help to enhance drug
traceability and supply chain management. The use of an immutable ledger, a
decentralized architecture, and smart contracts to ensure permission over existing
data ensures a transparent, secure, and efficient flow of information.

[Dhingra et al., 2024] concludes that when blockchain is adopted, it enhances
transparency, data immutability, and real-time record keeping. In their study,
healthcare supply chain factors emerged as the most influential in driving blockchain
technology adoption, highlighting its potential to streamline drug traceability along-
side broader supply chain management improvements.

[Bak et al., 2025] contributes to these findings by confirming that blockchain’s
decentralized and secure data sharing capabilities can establish a robust framework
for tracking drugs and managing supply chain operations. The authors also stated
that in order for a successful blockchain implementation in supply chain manage-
ment, blockchain’s behavior must be aligned with the behavior of the systems cur-
rently in use. This includes the implementation of processes that address grey areas

or corner cases, and can include the integration with non-integrated tools.

4.2.6 0O6: Synergies between blockchain and other technologies

Regarding the synergies between blockchain and other technologies in health-
care, studies reveal that blockchain’s immutable ledger systems enhance Al-driven
analytics by providing auditable data provenance for predictive diagnostics, as seen
in [Awan et al., 2024] and in [Saha et al., 2024].

The integration of blockchain with complementary technologies such as Al IoT,

and big data further improve interoperability, data security and decision-making
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[Nath et al., 2023, Chaurasia, 2024, Vishwakarma et al., 2023, Bhatia, 2024,
Ogbuke et al., 2023, Dbesan et al., 2023].

By combining IoT devices with blockchain technology, more secure layers are
added to the architecture, allowing systems to reach a higher degree of data pri-
vacy, security, quality, scalability, and accuracy [Nath et al., 2023, Chaurasia, 2024,
Vishwakarma et al., 2023].

The work of [Chaurasia, 2024] demonstrated that the integration of blockchain
technology with IPFS and Firebase was able to increase performance by presenting
reduced latency and delays when interacting with records, while maintaining a higher
level of data evaluation, privacy and, consequently, trust.

Pioneering architectures like those in [Bhatia, 2024] combine multiple networks,
including IoT edge networks with blockchain to reduce IoT latency congestion and
cost. The work of [Ogbuke et al., 2023] also presented that IoT can help telemedicine
by using networking sensors that facilitate tele-screening. This is specially critical for
patients who are elderly or with chronic conditions as it should reduce the required
number of visits to hospital and clinics. In this regard, big data also allows the

increase of applicability of drug prescriptions across the healthcare industry.

4.3 Limitations Of Blockchain In Healthcare

Analysis of the research papers reveals several significant challenges and limita-
tions in blockchain healthcare implementation that span technical, organizational,
and regulatory domains. These challenges that can potentially impact widespread

adoption are categorized and examined as follows, and summarized in Table 4.1:

e Technical Challenges: Studies highlight significant concerns regarding scal-
ability and performance issues when handling large volumes of healthcare data.
The computational requirements for consensus mechanisms and data process-
ing can lead to slower transaction speeds and increased energy consumption.
Integration with legacy healthcare systems presents additional technical hur-
dles.

e Security and Privacy Concerns: Despite blockchain’s security features,
researchers identify vulnerabilities in smart contracts and potential risks in
private key management. Healthcare organizations face challenges in ensur-
ing HIPAA compliance while maintaining blockchain’s transparency. The im-
mutable nature of blockchain poses challenges for implementing the right to

be forgotten.

e Implementation Costs: The financial burden of blockchain adoption
includes substantial initial infrastructure investments, ongoing maintenance

costs, and staff training expenses. Healthcare organizations, particularly in
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developing regions, face difficulties justifying these costs against immediate

operational needs.

Regulatory Compliance: Organizations struggle with varying international
healthcare data protection regulations and standards. The lack of standard-
ized blockchain protocols in healthcare creates interoperability issues between

different blockchain implementations.

Organizational Resistance: Studies indicate significant resistance from
healthcare professionals and administrators due to blockchain’s complexity.
The requirement for fundamental changes in existing workflows and proce-
dures creates adoption barriers. Limited technical expertise among healthcare

staff further complicates implementation.

Table 4.1: Summary of Challenges of Blockchain Technology in
Healthcare.

Context Challenge

Technical Implementation | Scalability issues, high computational require-
ments, integration complexity with legacy sys-

tems

Security and Privacy Smart contract vulnerabilities, private key man-

agement risks, HIPAA compliance challenges

Resource Requirements High infrastructure costs, ongoing maintenance

expenses, training requirements

Regulatory Compliance Data protection regulations, lack of standardiza-

tion, interoperability issues

Organizational Barriers Professional resistance, workflow disruption, lim-

ited technical expertise




Chapter 5

Discussion

This chapter discusses the research findings derived from a comprehensive anal-
ysis of blockchain applications in healthcare. Furthermore, the conclusions gathered
from the defined research objectives are discussed and the main current adversities

for transversal blockchain implementation are highlighted.

5.1 Research Objectives Analysis

This section critically discusses the research objectives stated for this work. They
evaluate the potential contributions of blockchain technologies to healthcare applica-
tions. For that reason, we evaluated prior applications and assessed their usefulness

in dealing with known healthcare challenges.

5.1.1 Improving data interoperability and reducing fragmentation
in healthcare systems (O1)

Blockchain properties, such as decentralization, eliminate single-point dependen-
cies that often lead to data silos in traditional healthcare systems. By distributing
data across multiple nodes that should spread through multiple geographies, the
technology enables uniform access protocols, ensuring that all stakeholders, from
hospitals to individual clinics, operate on a shared and consistent data structure.
This fundamental shift allows healthcare providers to overcome the fragmentation

that typically obstructs timely diagnosis and coordinated care.
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Unlike traditional systems where disparate electronic health record platforms use
varying formats and protocols, blockchain establishes standardized rules for data
access and updates. For example, smart contracts can automate compliance with
data-sharing agreements, ensuring that clinical data like lab results or treatment
histories is interpreted consistently across systems. This reduces the need for custom
interfaces, streamlining workflows, and enabling timely diagnosis and coordinated
care. The immutability of blockchain records also adds a layer of trust and reliability,
ensuring that all stakeholders work with tamper-proof, up-to-date information.

Blockchain’s potential is amplified by integration with technologies like smart
contracts and cryptographic practices. Smart contracts automate data-sharing rules,
ensuring compliance while reducing administrative overhead. Cryptography further
secures data, allowing granular access controls where only specific portions of a
record are shared with designated parties. This allows only specific portions of a
record to be shared with designated parties. These integrations not only bolster
interoperability but also address privacy concerns inherent in traditional systems,
creating a more patient-centric ecosystem.

Previous work has shown that blockchain implementation in healthcare care is
primarily constrained by organizational transitions rather than technical restric-
tions. Current blockchain architectures, technologies, and protocols can cover the
requirements needed to successfully use blockchain as the cornerstone of healthcare.
Moreover, traditional systems rely on centralized authorities, such as hospital IT
departments or third-party vendors, making them vulnerable to single points of fail-
ure. Blockchain’s distributed nature eliminates this risk, enhancing resilience and
security.

To address this, efforts should focus on gradual integration rather than wholesale
replacement. A hybrid approach, where blockchain is initially deployed for specific
use cases while legacy systems continue handling other functions, could maintain op-
erability during the transition. Developing interoperability layers that bridge legacy
databases with blockchain networks is also a solution worth exploring, allowing in-
stitutions to adopt blockchain incrementally without disrupting critical services.

In the absence of blockchain, traditional healthcare systems suffer from persistent
data silos and limited interoperability, creating inefficiencies and risks for patient
care. A patient’s medical history might be fragmented across multiple providers,
each inaccessible to the others without manual requests or incompatible data for-
mats. This fragmentation can lead to delayed diagnoses, redundant testing, or

medical errors.
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5.1.2 Improving data security and privacy and control over health
(02, 03)

Smart contracts expand blockchain’s functionalities and properties. They serve
as technological enforcers of predetermined security policies, ensuring that only prop-
erly authenticated and authorized healthcare providers can access or modify patient
records. These mechanisms enable granular access control through role-based per-
missions that can be tailored to specific provider roles, departments, and individual
patient preferences.

The transformative potential of smart contracts extends beyond mere technical
implementation. They represent a paradigm shift in establishing a new, higher level
of trust in the patient-provider relationship. By embedding consent, privacy poli-
cies, and access controls directly into immutable code, smart contracts create trans-
parent systems that significantly reduce information asymmetry between patients
and providers. This technological foundation enables patients to maintain greater
sovereignty over their health information while simultaneously allowing providers
appropriate access to deliver quality care.

The impact of the change in this trust relationship requires thorough examina-
tion. Its implications touch on various dimensions of healthcare delivery, including
clinical workflow efficiency, regulatory compliance, patient engagement, data sharing
for research purposes, and the economic aspects of healthcare information exchange.
Understanding these implications is crucial for healthcare institutions contemplating
blockchain implementation and for policymakers developing governance frameworks
for digital health information systems.

Previous work also showed a natural connection between the use of smart con-
tracts and cryptographic techniques. In this regard, smart contracts are extended
by the use of cryptography, enabling the platform to reach new standards in security
practices. Although these technologies act as layers on top of blockchain technology,
previous work concluded that these protection layers do not affect performance in
an impactful way.

In the absence of these mechanisms, the healthcare industry faces significant
challenges in establishing clear control over the ownership of medical records. This
lack of clarity affects both healthcare providers and patients in a variety of ways.
On one hand, it leads to inefficiencies, such as the unnecessary repetition of exams
and consultations, which not only waste valuable resources but also increase the
burden on patients. On the other hand, the more serious consequences of poor
data management can result in critical gaps in medical history, where missing or
incomplete health records prevent healthcare professionals from making informed
decisions. This can compromise patient care, lead to misdiagnoses, and hinder

timely interventions.
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5.1.3 Improving efficiency and transparency, enhancing traceability
and supply chain management (04, O5)

Blockchain offers a unified solution to enhance operational efficiency and trans-
parency across diverse healthcare applications. Its decentralized ledger, immutable
record-keeping, and smart contract capabilities provide a robust framework appli-
cable to both clinical research and pharmaceutical supply chains. Although the
underlying technology remains consistent, each domain faces distinct challenges and
opportunities.

In clinical trials, blockchain’s real-time, tamper-proof ledger ensures that ev-
ery phase, from patient recruitment to outcome reporting, is securely documented.
This comprehensive audit trail minimizes risks associated with data manipulation
or selective reporting, strengthening regulatory compliance and research integrity.

Similarly, in supply chain management, blockchain introduces end-to-end trace-
ability of pharmaceutical products. Each transaction, from manufacturing through
distribution to final delivery, is immutably recorded, creating a transparent audit
trail crucial for combating counterfeit medications and ensuring regulatory compli-
ance.

Beyond secure record-keeping, smart contracts further streamline processes in
both domains. In clinical trials, they automate tasks such as participant consent,
data submissions, and milestone-triggered payments. In supply chain logistics, they
facilitate order validation and shipment tracking, reducing human error and delays.

Research has already demonstrated the efficiency gains achieved through the
adoption of smart contracts alongside cryptographic practices. However, while these
advancements are promising, integrating blockchain into existing clinical trial man-
agement systems presents challenges, including operational inertia and the need
for interoperability with traditional platforms. Rather than merely implementing
blockchain as a core technology, it is essential to ensure that system behavior aligns
seamlessly with existing workflows. This includes addressing corner cases and am-
biguous scenarios to maintain reliability and compliance.

Compared to conventional implementations reliant on centralized systems and
paper-based documentation, blockchain offers a transformative shift toward effi-
ciency and reliability. In clinical trials, a decentralized ledger enhances transparency
and accelerates data verification, directly addressing inefficiencies and risks of ma-
nipulation inherent in traditional systems. In supply chain management, a single,
immutable record reduces costs, improves traceability, and mitigates fraud risks that

plague conventional methods.
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5.1.4 Synergies between blockchain and other technologies (O6)

Blockchain’s potential is significantly enhanced when integrated with comple-
mentary technologies such as Al, IoT, and big data analytics. Together, these tech-
nologies form synergistic ecosystems that strengthen healthcare data integrity, drive
predictive insights, and enable real-time decision-making.

The integration of blockchain with AT facilitates the development of robust pre-
dictive models. Blockchain’s immutable ledger ensures that the data feeding into Al
systems is both reliable and traceable, mitigating risks associated with data tam-
pering. This combination enhances the accuracy of predictive diagnostics and sup-
ports the creation of personalized treatment protocols. Similarly, the convergence of
blockchain and IoT allows for secure, real-time data capture from connected medical
devices. By ensuring that transmitted data is encrypted and verifiable, blockchain
enhances continuous patient monitoring and enables rapid response in critical care
settings.

Big data analytics further strengthens this ecosystem by processing vast amounts
of healthcare data stored on blockchain networks. Advanced analytical tools can
extract meaningful patterns and correlations from these secure datasets, informing
clinical decision-making and driving operational improvements.

Beyond these individual benefits, previous research has demonstrated that such
integrations act as additional layers on top of an already highly secure foundation,
further improving both security and performance. The synergy between blockchain
and emerging technologies such as IoT, Al, and big data results in increased process-
ing efficiency, reduced latency, and minimized delays, all while preserving essential
features like data privacy, security, and system resilience. By combining blockchain’s
decentralized architecture with real-time data processing and intelligent automation,

this convergence enables more scalable, reliable, and impactful healthcare solutions.

5.2 Blockchain’s Main Adversities

Despite the positive points mentioned in the previous sections, several significant

challenges must be addressed for successful implementation.

System Complexity

The inherent complexity of blockchain infrastructures presents substantial im-
plementation hurdles. Healthcare organizations must navigate difficult technical
architectures that combine distributed ledger technology with existing health in-
formation systems, often requiring a complete redesign of established workflows.
This complexity extends beyond the technical domain into operational, regulatory,

and governance frameworks that must adapt to accommodate decentralized data
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management. Healthcare stakeholders frequently lack the specialized knowledge re-
quired to evaluate blockchain solutions, leading to resistance among practitioners
and administrators who must alter familiar processes. Furthermore, the integration
complexity across disparate systems and institutions creates interoperability chal-

lenges that can undermine the very connectivity blockchain promises to enhance.

Maintenance Costs and Expertise

The long-term viability of blockchain implementations depends heavily on sus-
tainable maintenance approaches. Healthcare organizations face significant finan-
cial burdens associated with ongoing system maintenance, including computational
resources, network infrastructure, and regular security updates. These costs are
compounded by the scarcity of qualified blockchain specialists with healthcare do-
main knowledge, creating a competitive talent market with premium compensation
requirements. The rapidly evolving nature of blockchain technology necessitates
continuous education and system upgrades, introducing additional operational ex-
penses. Many healthcare institutions, particularly smaller practices and rural facili-
ties with limited resources, find these combined financial and expertise requirements
prohibitively challenging, potentially widening the technological divide in healthcare

delivery.



Chapter 6

Conclusion

This dissertation has systematically investigated the role of blockchain tech-
nology in transforming healthcare data management, with a focus on enhancing
security, ethics, and efficiency. Through an in-depth systematic analysis of existing
literature, empirical findings, and critical discussions, this study provides a compre-
hensive assessment of blockchain’s potential to address longstanding challenges in
the healthcare sector. This concluding chapter summarizes the main findings from
each chapter, reflects on their significance, and outlines directions for future research
and implementation.

The research highlights blockchain’s capacity to tackle critical healthcare chal-
lenges through its decentralized architecture, immutability, and smart contract capa-
bilities. Specifically, it discusses solutions to data fragmentation by enabling secure,
unified data records across disparate systems, reducing the silos that slow health-
care data management. It also addresses interoperability issues through structured
architectures that facilitate data sharing between healthcare providers, improving
coordination and care delivery. Additionally, privacy concerns are mitigated via
cryptographic techniques that ensure data confidentiality, safeguarding sensitive pa-
tient information. Beyond these technical benefits, blockchain empowers patients by
giving them greater control over their health records, for instance, through trans-
parent consent management. It also streamlines processes such as clinical trials,
by automating participant verification to enhance efficiency and trust, and drug
traceability, by tracking pharmaceutical supply chains in real time to combat coun-

terfeiting and ensure safety.
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Despite its promise, the research identifies significant technological and practical
limitations that hinder blockchain’s immediate applicability. Scalability constraints
are a major concern, as platforms struggle with transaction speeds and data storage
capacities, with growing ledger sizes overwhelming smaller systems. High costs
also pose a barrier, including implementation expenses for hardware and software
upgrades and ongoing maintenance costs, particularly for energy-intensive consensus
mechanisms like PoW. Furthermore, regulatory complexities complicate adoption,
as compliance with laws , such as GDPR, remains challenging due to unclear legal
frameworks for decentralized data governance.

The study also explores how blockchain integrates with emerging technologies,
such as Al, IoT, and big data analytics to amplify its impact in healthcare. Al
enhances predictive analytics by leveraging blockchain’s secure datasets, such as
forecasting disease outbreaks with greater accuracy. IoT supplies real-time data
from devices like wearable health monitors, which blockchain securely stores and
manages to ensure integrity. Big data analytics benefits from blockchain’s trustwor-
thy foundation for analyzing vast, decentralized healthcare datasets. This integra-
tion positions blockchain as a cornerstone of a more interconnected and responsive
healthcare ecosystem.

However, widespread adoption of blockchain in healthcare faces substantial tech-
nical and organizational hurdles. Technical challenges include integrating blockchain
with legacy systems, such as outdated electronic health record platforms, and ad-
dressing compatibility issues across diverse infrastructures. Organizational barriers
involve training staff to use blockchain-based systems effectively and shifting orga-
nizational culture to embrace decentralized workflows. Successful implementation
requires not only technological innovation but also strategic collaboration among

healthcare providers, regulators, and technology developers.

6.1 Future work

While this study has explored the technical capabilities of blockchain and their
respective applications in the healthcare industry, there remains a significant gap in
understanding how patients perceive, engage with, and trust these systems. User
adoption and confidence in blockchain-based solutions are critical factors for their
widespread implementation, yet research on the social and psychological aspects of
patient interaction with such technologies is still underdeveloped. In this regard,
future work should analyze the mechanisms of trust formation between the differ-
ent stakeholders in the healthcare industry and patients. This will allow for more

accurate systems development to tailor the experience for the different users.
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Additionally, the lack of standards between blockchain and other architecture
also emerged as a limitation in current implementations. This interoperability chal-
lenge hinders seamless data exchange and integration across healthcare institutions.
Future research should focus on analyzing universal data exchange standards for
healthcare applications, enabling more efficient, secure, and scalable implementa-

tions.
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