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Abstract: Gesture recognition technology has emerged as a transformative solution for
natural and intuitive human–computer interaction (HCI), offering touch-free operation
across diverse fields such as healthcare, gaming, and smart home systems. In mobile
contexts, where hygiene, convenience, and the ability to operate under resource constraints
are critical, hand gesture recognition provides a compelling alternative to traditional touch-
based interfaces. However, implementing effective gesture recognition in real-world mobile
settings involves challenges such as limited computational power, varying environmen-
tal conditions, and the requirement for robust offline–online data management. In this
study, we introduce ThumbsUp, which is a gesture-driven system, and employ a partially
systematic literature review approach (inspired by core PRISMA guidelines) to identify
the key research gaps in mobile gesture recognition. By incorporating insights from deep
learning–based methods (e.g., CNNs and Transformers) while focusing on low resource
consumption, we leverage Google’s MediaPipe in our framework for real-time detection
of 21 hand landmarks and adaptive lighting pre-processing, enabling accurate recogni-
tion of a “thumbs-up” gesture. The system features a secure queue-based offline–cloud
synchronization model, which ensures that the captured images and metadata (encrypted
with AES-GCM) remain consistent and accessible even with intermittent connectivity. Ex-
perimental results under dynamic lighting, distance variations, and partially cluttered
environments confirm the system’s superior low-light performance and decreased resource
consumption compared to baseline camera applications. Additionally, we highlight the
feasibility of extending ThumbsUp to incorporate AI-driven enhancements for abrupt
lighting changes and, in the future, electromyographic (EMG) signals for users with mo-
tor impairments. Our comprehensive evaluation demonstrates that ThumbsUp maintains
robust performance on typical mobile hardware, showing resilience to unstable network
conditions and minimal reliance on high-end GPUs. These findings offer new perspectives
for deploying gesture-based interfaces in the broader IoT ecosystem, thus paving the way
toward secure, efficient, and inclusive mobile HCI solutions.

Keywords: gesture recognition; hand tracking; real-time detection; MediaPipe; mobile
computing; computer vision; human–computer interaction; touchless interfaces

1. Introduction
Advances in human–computer interaction (HCI) have continually reshaped how

users engage with digital devices, transitioning beyond keyboards and touchscreens to
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more intuitive paradigms such as gesture-based interfaces [1]. In mobile computing en-
vironments, gesture recognition is particularly compelling and addresses critical needs
for hygienic, touch-free operation in public and healthcare settings while also accommo-
dating scenarios where users have limited physical interaction options [2]. Despite this
promise, implementing robust gesture recognition on resource-constrained mobile devices
presents multiple challenges, including power efficiency, real-time processing, and varying
lighting conditions.

Gesture recognition typically relies on capturing and analyzing visual or sensor-based
cues, with tools ranging from RGB or depth cameras to wearable motion sensors [3]. How-
ever, there remains a gap in managing dynamic environmental factors, such as rapidly
changing lighting or user occlusions, while ensuring efficient offline-to-cloud data synchro-
nization. In addition, the possibility of integrating advanced methods (e.g., deep learning
architectures like CNNs or Transformers) on-device is often hindered by computational
limitations, making it non-trivial to achieve both high accuracy and real-time responsive-
ness in everyday mobile contexts. Security and privacy also demand attention, particularly
when personal images and metadata must be stored or transmitted.

Motivated by these challenges, we conducted a partial literature survey following
core PRISMA guidelines to minimize selection bias and identify major research gaps in
mobile gesture recognition. From this survey, three critical focal points emerged: (1) the
need for reliable performance in low- and high-light scenarios; (2) the integration of secure
offline–online data flow for environments with intermittent connectivity; (3) balancing
performance and resource usage when scaling to real-world deployments. These factors
underscore the importance of optimizing gesture recognition pipelines not only for accuracy
but also for efficient synchronization, storage, and encryption, which are elements often
overlooked in existing frameworks.

In this work, we introduce ThumbsUp, a novel gesture-driven photo capture system
that demonstrates how carefully orchestrated modules for detection, encryption, and
synchronization can yield robust and adaptive performance on modern smartphones.
Specifically, our approach leverages Google’s MediaPipe for real-time hand landmark
detection, employing a pipeline tuned to operate efficiently on mobile hardware. We further
integrate AES-GCM encryption to secure locally stored images and metadata, alongside
a queue-based offline synchronization layer with a NoSQL back end. The synergy of
these components addresses both the security and reliability requirements identified in
our literature survey, bridging the gap between gesture recognition research and practical
mobile applications.

A key contribution of this paper lies in the thorough evaluation of ThumbsUp under
diverse conditions, including extreme low-light environments, partial occlusion scenarios,
and network instability. Unlike many prior studies that rely on static laboratory settings, we
simulate real-world constraints to validate the readiness of our system for everyday usage.
Moreover, by comparing ThumbsUp with existing camera applications and referencing
deep-learning-based solutions, we illustrate how our balanced design approach achieves
competitive accuracy without incurring substantial resource overhead.

The remainder of this paper is organized as follows. Section 2 reviews the existing
literature in gesture recognition, highlighting both classic and AI-driven approaches and
elaborating on the challenges of mobile deployment. Section 3 introduces our system
architecture, explaining how SQLite and MongoDB jointly manage local and remote data
while ensuring encryption and minimal data loss. Section 4 discusses our evaluation metrics
and procedures, and Section 5 presents the results in comparison to a baseline camera
application. Finally, Section 6 provides conclusions, outlines limitations, and suggests
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avenues for future work, including the potential for incorporating electromyographic
(EMG) signals and AI-enhanced lighting adaptivity.

2. Literature Review
Gesture recognition has witnessed substantial growth in recent years and is propelled

by advancements in computer vision, machine learning, and sensor technologies. To
structure the literature survey and minimize selection bias, key principles from the PRISMA
(Preferred Reporting Items for Systematic Reviews and Meta-Analyses) guidelines were
adopted [4]. Although this work is not a fully systematic review, it follows essential steps
such as a well-defined search strategy, explicit inclusion/exclusion criteria, and transparent
documentation. This approach ensures a more objective curation of relevant studies,
particularly those emphasizing mobile-based gesture recognition and robust offline-to-
cloud synchronization.

2.1. Overview of Gesture Recognition Methods

Gesture recognition methods are typically classified into vision-based and sensor-
based systems. Vision-based approaches often rely on camera feeds to capture hand
movements or poses, sometimes aided by depth sensors for three-dimensional analysis [5].
Sensor-based methods utilize inertial (accelerometers, gyroscopes) or physiological (elec-
tromyographic, or EMG) signals to detect gestures [6]. Both strategies offer distinct benefits
and face specific limitations, especially for mobile platforms that contend with stringent
computational resources and battery constraints.

Early consumer-oriented systems, such as Microsoft Kinect, leveraged depth sensors
for real-time body tracking [7]. Although highly effective in controlled indoor settings,
depth sensors presented integration challenges for mobile or wearable devices. Later work
highlighted the feasibility of on-board smartphone cameras for hand gesture detection [8,9],
yet problems such as varying lighting conditions and user distance remained unresolved
in many early prototypes.

2.2. Deep Learning Advances in Gesture Recognition

Deep learning approaches have substantially influenced gesture recognition, deliv-
ering robust feature extraction and higher accuracy in complex scenarios. Convolutional
Neural Networks (CNNs) have been employed extensively for static gesture classifica-
tion [10], while Recurrent Neural Networks (RNNs) or Transformer architectures address
temporal dependencies in dynamic gestures [11]. Mobile-tailored CNNs with reduced
parameter sizes have shown promise [12], but deploying resource-hungry deep models on
smartphones remains a key obstacle.

Despite their accuracy gains, deep architectures can demand substantial process-
ing power and memory. These requirements complicate real-time inference on mobile
devices where heat dissipation and power draw are paramount considerations. Recent
work on vision Transformers (ViT) [13,14] exhibits the capacity for capturing local and
global context, but their heightened computational footprint poses challenges for pro-
longed usage scenarios. The core challenge, therefore, revolves around merging high-
accuracy deep learning techniques with optimized, on-device pipelines—a gap this re-
search addresses by integrating MediaPipe with carefully orchestrated encryption and
synchronization flows.

2.3. MediaPipe and Real-Time Hand Tracking

Google’s MediaPipe framework is a popular choice for real-time hand tracking thanks
to its efficient pipeline and relatively modest resource usage [15]. Studies have demon-
strated how MediaPipe can be integrated with additional lightweight algorithms for hands-
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free control in augmented reality [16]. By detecting 21 landmarks per hand, the framework
offers fine-grained spatial analysis that reliably identifies subtle finger poses. Landmark-
based tracking is especially useful for mitigating issues like partial occlusions and dynamic
backgrounds, making MediaPipe applicable to diverse mobile conditions.

However, notable gaps persist. Foremost, many studies do not tackle extreme lighting
(very low or very bright) or sudden transitions, impacting real-world usage viability. More-
over, while MediaPipe streamlines detection, it does not inherently address offline-to-cloud
data handling or end-to-end security for captured images and metadata. The present work
bridges these lacunae by incorporating AES-GCM encryption and a synchronized, queue-
based architecture, thus ensuring both real-time recognition and robust data handling in
variable network settings.

2.4. Sensor Fusion and EMG-Based Techniques

Beyond camera-based methods, sensor fusion approaches integrate complementary
data streams to bolster recognition accuracy and resilience [17,18]. Some research uses
frequency-modulated continuous wave (FMCW) radar to detect subtle gestures under
non-visual conditions [19], whereas others combine accelerometer and infrared data [20],
or merge visual and inertial measurements [21] to improve tracking under occlusions. Elec-
tromyographic (EMG) signals have also gained attention for capturing nuanced muscular
activations underlying gestures, which can benefit individuals with motor impairments [22].
AI-driven EMG fusion can elevate recognition precision, especially in challenging ambient
conditions or when visual cues are partially blocked. Integrating EMG into on-device
pipelines, however, remains a complex challenge due to hardware constraints.

2.5. Security, Privacy, and Offline–Cloud Synchronization

Securing gesture-based interactions is critical when handling potentially sensitive
images and metadata, especially in healthcare or personal domains. Research has un-
derscored the necessity of privacy-preserving techniques in vision-based systems [23],
yet thorough end-to-end encryption strategies optimized for mobile resource constraints
appear relatively scarce. By employing AES-GCM encryption, JWT-based authentication,
and queue-based synchronization, this work aligns with recommended cloud-edge security
best practices [24].

Offline functionality is another key requirement in sectors like healthcare or industrial
automation, where connectivity might be intermittent [25]. Proposed edge-computing
frameworks typically aim to reduce latency or bandwidth usage [26], but do not always
detail local offline storage or the complexities of re-synchronizing large data batches. Our
methodology incorporates SQLite as a local store and MongoDB in the cloud, ensuring
minimal data loss and consistent updates. Synchronized queues handle the backlog of
captured images and metadata, providing a seamless transition once network connectivity
is restored. This design addresses a frequently overlooked aspect: reconciling secure local
data with eventual cloud storage in a manner that remains transparent and reliable to the
end user.

2.6. Applications and Gaps in the Literature

Applications of gesture recognition now span multiple domains. Some works high-
light contactless interfaces in sterile healthcare environments [27], while others explore
immersive educational tools [28] or gaming and virtual reality use cases [29]. Nevertheless,
there is a persistent gap in demonstrating how a gesture-based system can holistically
integrate encryption, real-time detection, and offline-to-cloud data handling under the
common constraints of mobile hardware. This challenge is central to the design of the
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present system, which endeavors to be both resource-efficient and secure while retaining
high detection accuracy in realistic operating conditions.

2.7. Summary and Research Directions

In summary, key insights from our PRISMA-driven review are as follows:

1. Deep learning can boost gesture recognition accuracy, but on-device inference remains
problematic without careful model optimization due to thermal and battery constraints.

2. MediaPipe provides an efficient and accurate baseline for real-time hand-tracking,
though it lacks built-in data security and robust offline synchronization.

3. Sensor fusion, including EMG signals, holds promise for enhanced robustness and
accessibility, yet seamless integration with mobile AI pipelines has not been thor-
oughly addressed.

To fill these gaps, the ThumbsUp project merges an optimized landmark-based recogni-
tion framework with AES-GCM encryption, a queue-driven offline-to-cloud synchroniza-
tion scheme, and a resource-conscious design philosophy. The following sections elaborate
on our methodology, experimental setup, and empirical results, illustrating how these
literature-derived principles materialize into a secure, efficient, and user-friendly gesture
recognition platform suitable for real-world mobile deployments.

3. Methodology and Architecture
This section describes the enhanced methodology and architectural design of the

ThumbsUp system, integrating key insights from our partial PRISMA-like literature review,
feedback from prior implementations, and the need for robust performance in resource-
constrained, real-world environments. The goal is to demonstrate how real-time hand
tracking, secure data handling, and a flexible offline-to-cloud synchronization pipeline can
be cohesively orchestrated to deliver a seamless, user-friendly experience.

3.1. Data Preparation and Gesture Pipeline Overview

Although ThumbsUp primarily relies on live camera feeds, we initially gathered a
representative dataset of hand gestures, including “thumbs-up”, under various lighting
and background conditions. Leveraging PRISMA-like principles, we established explicit
inclusion/exclusion criteria and screened public repositories and our own collected samples.
Images or video frames containing clearly visible hands were retained, while those with
excessive occlusion or ambiguity were removed. This partial PRISMA approach aimed to
mitigate selection bias and ensure coverage of diverse conditions (e.g., low-light, bright-
light, and partially cluttered scenes).

As illustrated in Figure 1, ThumbsUp follows a systematic gesture pipeline:

1. Live Capture and Preprocessing: CameraX API handles live frame acquisition. Frames
are resized, oriented, and color-corrected. To improve robustness in low-light or harsh
lighting transitions, we apply adaptive brightness/contrast adjustment as needed,
following guidelines from prior literature [30].

2. Hand Landmark Detection: Using Google’s MediaPipe, the system detects 21 land-
marks per hand in real time. This approach is computationally efficient for mobile
devices, leveraging GPU acceleration where available [15].

3. Gesture Analysis: A classifier inspects landmark geometry, identifying target gestures
(such as “thumbs-up”) based on angular thresholds and relative finger positions.
Additional checks, such as the distance of the wrist to the camera, help filter out
ambiguous poses or out-of-bounds frames.
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4. Encryption and Local Storage: Confirmed gestures trigger photo capture. Images are
instantly encrypted with AES-GCM, and both the image and metadata are stored
locally in SQLite. This step ensures minimal latency during capture while preserving
data security, as recommended by Rautaray and Agrawal [31].

5. Synchronization Queue: Metadata and images are placed in a queue awaiting cloud
upload. If the network is unstable, the system retains these items until a stable
connection is detected, mitigating losses in offline scenarios.

Figure 1. System architecture of ThumbsUp, which highlights the interactions between the mobile
application, middleware, and cloud database.

3.2. Mobile Application Layer

The mobile application serves as the user-facing component, optimized for minimal
CPU and memory consumption. Real-time image capture is performed via CameraX, while
MediaPipe conducts hand landmarking directly on the device. The application stores the
resulting encrypted photos and gesture metadata in a local SQLite database:

• Local Storage and Security: AES-GCM encryption is employed to protect images at
rest, with keys managed by the Android KeyStore. This approach is recognized as a
robust solution preventing direct file access by unauthorized entities [32].

• Resource Efficiency: In-line compression and discard strategies are applied to non-
essential frames, reducing overhead. For instance, if a user holds a thumbs-up for
extended seconds, only the first validated capture is stored.

• User Feedback and Accessibility: Haptic or audio signals confirm successful gesture
detection. Future extensions could involve adjustable recognition thresholds or voice
prompts for users with limited mobility, aligning with reviewer suggestions on inclusivity.

3.3. Middleware Layer on Raspberry Pi

The middleware, deployed on a Raspberry Pi for cost-effectiveness and energy ef-
ficiency, serves as an intermediary that authenticates clients, validates data, and sched-
ules uploads:
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• Event-Driven Architecture: Implemented in Node.js, it handles concurrent HTTP(S)
requests and interacts with the queue of pending uploads from multiple devices.
When connectivity becomes available, it requests queued items in batches, reducing
bandwidth spikes.

• JWT-based Authentication: Each request includes a JSON Web Token validated against
a server-side key. This ensures only legitimate clients can push encrypted images or
read stored data.

• Metadata Augmentation and Logging: The middleware can enrich metadata with
server-side timestamps or user location tags (if desired) before final storage. Error logs
facilitate troubleshooting if data integrity checks fail.

3.4. Cloud Database Layer: MongoDB Structure

Figure 2 shows the high-level MongoDB schema, which includes three main collec-
tions: Users, Photos, and Metadata. This schema-less design supports evolving feature
requirements (e.g., adding new gesture types or user-defined tags) without extensive
schema migrations:

MongoDB Database Structure

Users Collection Photos Collection Metadata Collection

userID: string
username: string
authData: object
settings: object

photoID: string
userID: string
timestamp: date
url: string

photoID: string
syncStatus: string
metadata: object
tags: array

Figure 2. MongoDB database schema showing collections for users, photos, and metadata, and
their relationships.

As shown in Figure 3, the Photos collection typically holds references (URLs) to the
encrypted files, which can be stored in a secure object bucket or remain in base64-encoded
form within the document (depending on user requirements). The Metadata collection
stores gesture classifications, environment info (lighting level, device orientation), and
synchronization status. When offline photos eventually upload, their syncStatus transitions
from “pending” to “uploaded”, ensuring data integrity across devices.

New Photo SQLite Storage

Sync Queue Network Check

Cloud Upload
Save

Queue

Check

Sync

Update Status

Figure 3. Synchronization flow from local SQLite to MongoDB, demonstrating the queue-based
approach for handling intermittent connectivity.
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3.5. Handling Dynamic Environmental Conditions

Most real-world mobile scenarios involve fluctuating lighting, rapid hand move-
ment, and background clutter. We employ a combination of motion smoothing and robust
background subtraction to isolate hands even under moderate occlusions or shifting back-
grounds. Additionally, the system can adaptively lower or raise confidence thresholds
based on per-frame metrics, such as the average pixel brightness. This ensures minimal
false positives in both extreme low-light and high-light contexts.

3.6. Extensibility and Future AI Integrations

Although ThumbsUp utilizes MediaPipe for fast on-device landmark detection, our
modular architecture accommodates more advanced AI models, such as CNNs or Trans-
formers, for specialized gestures or highly dynamic lighting conditions. Offline–online
synchronization remains unchanged, thus allowing heavier models to be selectively de-
ployed or updated in the cloud without disrupting the core pipeline. Furthermore, sensor
fusion with electromyographic (EMG) signals could be explored to improve accuracy for
users with motor impairments, aligning with the growing body of research on multimodal
gesture recognition [33].

4. Experimental Setup
This section details how we designed and conducted our experiments to rigorously

evaluate the ThumbsUp application against Google Camera under realistic mobile conditions.
Our approach emphasizes reproducibility, partial PRISMA-like guidelines for data selection,
and controlled variation of environmental factors to simulate real-world usage. We outline
the hardware, network configuration, testing scenarios, and evaluation metrics, culminating
in a robust framework for performance comparison.

4.1. Evaluation Dimensions and Experimental Framework

As described in Section 3, the experimental framework is designed to comprehensively
evaluate the system’s performance across three primary dimensions: gesture recognition
performance, system efficiency, and synchronization reliability. These dimensions encap-
sulate the key metrics required to ensure the system performs accurately, efficiently, and
reliably in real-world scenarios.

The first dimension, gesture recognition performance, focuses on the system’s ability
to accurately and efficiently recognize user gestures. Accuracy, a central metric in this
category, is further broken down into precision, recall, and the F1 score, providing a nuanced
understanding of how well the system identifies and classifies gestures. Additionally,
response time is critical, as it captures the latency between a user’s input and the system’s
reaction, ensuring that gestures are processed in real-time. This dimension also evaluates
dynamic detection capabilities, such as handling fast or fluid movements, and the system’s
adaptability to variations in gesture execution.

The second dimension, system efficiency, assesses the system’s resource usage and
thermal stability during operation. CPU and memory usage are essential metrics in this
category, offering insights into both the average load and peak demands placed on the
system. Efficient memory management and minimal computational overhead ensure the
system remains responsive, even during intensive tasks. The framework also considers
thermal performance, including maximum operating temperatures and stability over time,
alongside power consumption, which examines both power draw and battery usage for
portable applications. Together, these metrics ensure the system operates efficiently without
compromising performance or hardware longevity.
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Finally, synchronization reliability addresses the system’s ability to synchronize data
in various conditions, particularly in networked or distributed environments. This includes
measuring upload speeds, with attention to latency and throughput, to ensure data transfer
is both fast and efficient. Storage usage is another key factor in assessing how well the
system optimizes storage space through efficient data compression methods. Reliability is
perhaps the most critical aspect of this dimension, examining error rates, data integrity, and
the robustness of failover mechanisms that ensure system continuity in the face of network
disruptions or errors.

Figure 4 illustrates this comprehensive evaluation framework. The diagram organizes
these dimensions and their associated metrics into a clear hierarchical structure, offering
a visual representation of how the system’s performance will be assessed. Derived from
established methodologies and informed by related works such as [15,34], this framework
ensures that the system meets both technical and practical requirements.

Figure 4. Experimental framework detailing the key testing dimensions and associated metrics.

By structuring the evaluation in this manner, the framework provides a balanced and
thorough approach to assessing performance. It emphasizes accuracy and responsiveness
in gesture recognition, efficiency in resource usage, and reliability in synchronization,
ensuring the system is optimized for real-world applications.

4.2. Hardware and Software Environment
4.2.1. Mobile Device Configuration

We used a Xiaomi Mi 9T Pro for on-device tests (Xiaomi, Beijing, China). This device
features the following:

• Processor: Snapdragon 730, 2.2 GHz.
• Memory: 6 GB RAM, 128 GB storage.
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• Operating System: Android 11 with minimal background services.

This hardware was selected to reflect a moderate yet representative smartphone
profile, balancing computational capability with real-world accessibility. The device’s GPU
acceleration also facilitates MediaPipe’s landmark processing in real time.

4.2.2. Server and Middleware Infrastructure

The system’s middleware, implemented in Node.js, and MongoDB database were
hosted on a Raspberry Pi 5. Key specifications:

• Processor: 1.5 GHz quad-core ARM Cortex-A72;
• Memory: 8 GB RAM.
• Operating System: Raspberry Pi OS (64-bit).
• Services: Node.js (v14), MongoDB (v4.4).

We chose Raspberry Pi 5 for its low power consumption, small form factor, and
sufficient resources to manage real-time requests, thus mirroring realistic IoT/edge scenar-
ios [32].

4.2.3. Network Setup

The network setup was carefully designed to ensure robust and low-latency commu-
nication between the mobile device and the Raspberry Pi. A dedicated 5 GHz Wi-Fi router,
operating on a 1Gbps local network, formed the backbone of the configuration, providing a
stable and high-speed connection between components (Figure 5). This setup minimized
external network variability, allowing the evaluation to focus solely on the performance of
gesture recognition and synchronization.

Figure 5. Enhanced network configuration showcasing stable connectivity between the mobile device,
Raspberry Pi, and optional cloud server. The system also includes an administrator dashboard for
monitoring and local storage for redundancy.

The mobile device served as the interface for gesture input and real-time feedback,
transmitting data to the Wi-Fi router over a stable 5 GHz connection. The Raspberry Pi
was connected to the router via a high-speed wired connection, ensuring seamless and
reliable data transfer for local processing. Additionally, the Raspberry Pi utilized local
storage to maintain data persistence, enabling uninterrupted operation even in the absence
of internet connectivity.

To accommodate extended use cases, an optional cloud server was integrated into the
setup, allowing for centralized data storage and advanced processing when required. This
optional feature reflected real-world scenarios where systems may rely on cloud resources
for scalability or backup purposes. Furthermore, an administrator dashboard connected
to the router provided real-time monitoring of network stability and system performance,
ensuring smooth operation during testing.
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This design not only guaranteed minimal latency but also allowed the system to
perform in controlled and reproducible conditions, isolating any performance variations to
the system itself rather than external network factors.

4.3. Environmental Factors and Testing Scenarios

To capture real-world variability, we systematically varied lighting conditions, testing
distance, and network stability. This design reflects both reviewer feedback on includ-
ing dynamic scenarios and the partial PRISMA-like approach of selecting representative
environmental profiles.

4.3.1. Lighting Conditions

• Low Light (0–5 lux): Simulates nighttime or dimly lit indoor environments.
• Normal Light (200–400 lux): Typical indoor settings.
• High Light (>1000 lux): Bright outdoor or studio lighting.

In each lighting tier, we also introduced controlled variations such as reflective back-
grounds or abrupt changes to assess the adaptability of ThumbsUp vs. Google Camera.

4.3.2. Distance Variations

• Close Range (15 cm).
• Standard Range (1 m).
• Long Range (2 m).

These distances tested the limits of landmark detection, especially when the hand
became too small in the frame or motion blur increased.

4.3.3. Network Stability and Offline Simulation

While the default setup employed a stable Wi-Fi network, we artificially introduced
transient connectivity loss or throttled bandwidth to simulate real-world constraints. Dur-
ing these phases, ThumbsUp’s queue-based synchronization was tested for reliability, par-
ticularly to see if large batches of pending data would cause app slowdowns.

4.4. Data Collection and Monitoring Process

We adopted a multi-layered logging strategy to ensure comprehensive data collection
and monitoring for performance evaluation, as illustrated in Figure 6. This approach cap-
tured metrics at multiple levels of the system, enabling a detailed analysis of both system
performance and user experience. The strategy can be categorized into three key areas:

• Gesture Detection Logs: The system recorded accuracy metrics such as true posi-
tives, true negatives, false positives, and false negatives to evaluate detection reli-
ability. Additionally, response times were logged to measure latency between user
input and system feedback. Confidence scores, representing the system’s certainty
about detected gestures, were also captured to assess model performance under
varying conditions. All data were stored locally on the smartphone to minimize
network dependencies.

• System Resource Monitoring: Resource utilization metrics, including CPU usage,
memory consumption, and thermal data, were periodically collected via Android
Debug Bridge (ADB). These metrics provided insights into the system’s computational
load and heat generation, which are critical for understanding operational efficiency.
Furthermore, peak and average resource usage were tracked to identify potential
bottlenecks during high-intensity tasks. Temperature logs were complemented by
ambient readings to contextualize thermal performance.
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• Synchronization Metrics: Synchronization reliability was evaluated by monitoring up-
load speeds, success and failure rates, and queue latency. Metrics were collected at both
the mobile application level (tracking data transfer between the gesture recognition
system and middleware) and the middleware level (monitoring network commu-
nication to external servers). By logging these metrics, we assessed the system’s
ability to handle real-time data synchronization and detect potential delays or failures
in communication.

Figure 6. Comprehensive data collection framework illustrating multi-layered monitoring of perfor-
mance metrics. The workflow integrates gesture detection logs, resource monitoring, and synchro-
nization metrics to provide a holistic view of system performance.

The data collection process was designed to minimize interference with system perfor-
mance while maintaining high granularity in the logged data. By combining local logging
and middleware-level monitoring, the framework ensured robustness against network
variability and provided a unified platform for detailed post-analysis. Each metric category
was carefully selected to reflect real-world operational scenarios, ensuring that the results
are both practical and actionable.

This comprehensive framework allows us to evaluate the system across multiple
dimensions, from gesture detection accuracy to resource efficiency and synchronization
reliability. It not only highlights the system’s strengths but also identifies areas for fur-
ther optimization.
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Whenever a gesture event triggered a photo capture, the encryption time and of-
fline/online storage status were also logged. This allowed us to correlate encryption
overhead with any potential drop in recognition speed.

4.5. Test Protocol and Repetitions

Each testing session adhered to a standardized protocol to ensure consistency and
reliability of the results. This protocol was designed to account for the interplay between
lighting and distance conditions, as illustrated in Figure 7. The following steps were
executed for each session:

1. Initial Conditions: The device was fully charged, all non-essential background appli-
cations were closed, and the system was reset to its normal operating temperature.
This ensured that the testing started from a consistent baseline state.

2. Calibration Check: Before initiating the tests, the camera calibration was validated for
color consistency and proper focus. This step was particularly important to ensure
accurate gesture recognition across varying lighting conditions.

3. Testing Cycle: For each combination of lighting and distance conditions, 20 gesture
attempts were performed. The lighting conditions ranged from low light (0–5 lux)
to high light (>1000 lux), and the distances spanned 15 cm (close interaction) to
2 m (extended range). Success and failure outcomes were logged for each attempt,
along with resource usage metrics such as CPU load, memory consumption, and
thermal performance.

4. Synchronization Test: While gestures were being performed, network conditions
were artificially altered (if applicable) to simulate real-world variability. Metrics such
as queue behavior, upload speeds, and synchronization reliability were tracked to
evaluate the system’s robustness under fluctuating conditions.

This testing cycle was repeated across all combinations of environmental factors
to ensure comprehensive coverage. The matrix of lighting and distance conditions (see
Figure 7) generated a diverse dataset that allowed us to evaluate the system’s performance
under 9 unique scenarios. A total of 20 attempts per scenario resulted in a robust dataset of
over 600 gestures, with corresponding logs of system metrics. This process ensured that
the evaluation captured both successes and failures across diverse operating conditions.

Figure 7. Testing matrix showing the combinations of lighting conditions (low, normal, high)
and distances (15 cm, 1 m, 2 m). Each scenario was tested systematically to evaluate the system’s
performance.

5. Results and Analysis
This section presents the expanded performance evaluation of the ThumbsUp applica-

tion compared to Google Camera, focusing on gesture recognition accuracy, system resource
utilization, synchronization efficiency, timing performance, and user-centric insights. Our
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testing encompassed diverse lighting conditions, distances, and network scenarios, as well
as limited user feedback surveys, to capture the breadth of real-world usage.

5.1. Gesture Recognition Performance

Gesture recognition is the linchpin of ThumbsUp, determining how effectively the
system detects and interprets the “thumbs-up” posture in real time. We measured accuracy
under distinct lighting conditions, distances, and confounding factors such as motion blur
or occlusion. The summarized accuracy rates are shown in Table 1, which reflect average
values across multiple test repetitions per scenario.

Table 1. Summary of gesture recognition accuracy (%) under various conditions.

Condition ThumbsUp Google Camera

Low Light (0–5 lux) 70 50

Normal Light (200–400 lux) 95 95

High Light (>1000 lux) 85 90

Close Range (15 cm) 95 95

Standard Range (1 m) 70 80

Long Range (2 m) 25 15

Motion Blur 55 35

Partial Occlusion 45 30

5.1.1. Lighting, Distance, and Occlusion Effects

ThumbsUp performed strongly in low-light conditions, reaching 70% accuracy com-
pared to Google Camera’s 50%. We attribute this edge to MediaPipe’s landmark-based
strategy and a brightness normalization step, which mitigates underexposure noise. Con-
versely, high-light scenarios favored Google Camera slightly (90% vs. 85%), likely due to
sophisticated exposure controls.

Long-range detection remains challenging (25% vs. 15%), though ThumbsUp shows
relatively better tolerance for smaller hand regions. At the standard range (1 m), Google
Camera outperforms ThumbsUp (80% vs. 70%), suggesting that further optimization in
gesture scaling algorithms could improve accuracy. Partial occlusion and motion blur tests
demonstrate ThumbsUp’s advantage, reflecting its ability to maintain detection consistency
through multi-landmark tracking.

5.1.2. Visualization of Gesture Recognition Accuracy

From Figure 8, ThumbsUp exhibits notably higher accuracy in low-light and challenging
conditions such as Motion Blur and Partial Occlusion, underscoring the effectiveness of
landmark-based tracking even when parts of the hand are obscured or when images are
blurry. Meanwhile, Google Camera maintains a slight edge in High Light scenarios and
the Standard Range, suggesting that future enhancements to brightness normalization and
mid-range scaling may benefit ThumbsUp further.
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Figure 8. Comparison of gesture recognition accuracy under different conditions.

5.2. Timing and Latency Analysis

Beyond accuracy, we measured response times from the initial gesture presentation to
the final capture confirmation. Table 2 illustrates average end-to-end latency across lighting
and distance scenarios. We define latency as the time from when the user places their hand
in view until the system successfully stores an encrypted photo on-device.

Table 2. End-to-end latency (ms) across conditions.

Condition
Latency (ms)

Improvement
ThumbsUp Google Camera

Low Light (0–5 lux) 420 ± 35 550 ± 40 23.6%

Normal Light 380 ± 30 480 ± 35 20.8%

High Light (>1000 lux) 390 ± 25 420 ± 20 7.1%

Close Range (15 cm) 350 ± 20 460 ± 30 23.9%

Standard Range (1 m) 400 ± 25 460 ± 35 13.0%

Long Range (2 m) 520 ± 40 650 ± 55 20.0%

Observations from Table 2:

• Lower Latencies in Dim Settings: Under low-light conditions, ThumbsUp averaged
420 ms, beating Google Camera’s 550 ms by approximately 23.6%.

• High-Light Small Margin: In very bright settings, the difference narrowed (390 ms vs.
420 ms), suggesting Google Camera’s advanced algorithms can accelerate focus and
auto-exposure in strong illumination.
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• Range-Specific Performance: At long distances (2 m), ThumbsUp demonstrated better
latency, matching its higher relative accuracy in small hand regions.

Latency Comparison Chart

As shown in Figure 9, ThumbsUp maintains lower latency across most conditions. The
gap narrows in brighter lighting (7.1% improvement), where Google Camera’s advanced
auto-focus reduces the performance difference. Notably, ThumbsUp also handles long-range
scenarios more efficiently as it benefits from its more robust small-hand-region tracking.
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Figure 9. Latency of ThumbsUp vs. Google Camera under different conditions.

5.3. System Efficiency and Resource Utilization

Efficient resource usage is critical for real-time mobile operations, and it impacts
battery longevity, heat dissipation, and user comfort. We tracked CPU load, memory
allocation, and power consumption during continuous gesture recognition.

Table 3 confirms that ThumbsUp imposes a lower burden on both CPU and memory,
facilitated by MediaPipe’s efficient landmark extraction and our on-device encryption
optimizations. The system’s battery drain rate, reduced by 30.9%, supports prolonged
usage in environments where power sources are limited.

Table 3. Resource utilization and power efficiency.

Metric ThumbsUp Google Camera Improvement (%)

CPU Usage (Avg) 16% 20% 20.0

CPU Usage (Peak) 25% 35% 28.6

Memory Usage (Avg) 6.65% 10.5% 36.7

Memory Usage (Peak) 8.2% 15.3% 46.4

Battery Drain (%/h) 8.5 12.3 30.9
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Visualization of Resource and Battery Usage

Figures 10 and 11 demonstrate ThumbsUp’s clear advantage in resource efficiency. By
leveraging an optimized landmark detection pipeline, ThumbsUp reduces CPU and memory
overhead while also yielding significantly lower battery drain (8.5% per hour vs. 12.3% per
hour). These results imply that ThumbsUp can sustain longer operational sessions, which is
especially relevant to resource-constrained or older devices.
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5.4. Synchronization and Reliability Analysis

Synchronization performance was evaluated with respect to upload speed, error han-
dling, and data consistency under both stable and artificially disrupted network conditions.
In particular, we focused on three distinct phases of the synchronization process:

(a) Initialization (connection setup and handshaking);
(b) Active Transfer (real-time upload of image data);
(c) Processing/Error Recovery (post-upload verification and resilience against packet loss).

5.4.1. Key Observations

1. Faster Initialization (66.7% Reduction in Setup Time): As shown in Figure 12, the ini-
tial connection setup time for ThumbsUp (0.3 s) is notably lower than for Google Camera
(0.9 s). This difference signifies a major gain attributed to persistent socket connections
and efficient handshaking protocols.

2. Accelerated Active Transfer (4× Speed Improvement): During the active transfer phase,
ThumbsUp completed real-time uploads in approximately 0.5 s, outperforming Google
Camera (2.0 s) by a factor of four. This improvement highlights superior client-side
buffering and queue management.

3. Efficient Processing/Error Recovery: Post-upload processing remained modest in
terms of overhead (0.4 s vs. 0.6 s). Under stable connectivity, this confirms that AES-
GCM encryption and JWT-based authentication incur minimal performance penalties.
When network issues do arise, ThumbsUp recovers lost packets faster, improving user
experience during intermittent coverage.
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Figure 12. Synchronization performance comparison across three phases.

5.4.2. Robust Error Recovery

While the processing phase includes basic verifications, additional tests with intermit-
tent connectivity revealed that ThumbsUp recovers from packet loss and partial uploads
significantly faster. Figure 13 shows the average time to detect and re-initiate transfers after
a forced network interruption. ThumbsUp needed only 1.2 s on average, whereas Google
Camera required nearly 2.0 s. This 40% reduction in recovery time results in fewer dropped
frames and more reliable image uploads under challenging network conditions.
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Figure 13. Comparison of error recovery times for ThumbsUp vs. Google Camera.

5.4.3. Data Consistency and Accuracy

Across multiple iterations of testing, the error handling mechanism in ThumbsUp
minimized both false positives and false negatives in real-time sync status logs:

• False Positives: Decreased to 2.1%.
• False Negatives: Reduced by 16.7%.

These improvements underscore consistent interactions between the Node.js middle-
ware and the cloud database, ensuring that the user-facing status logs accurately reflect
the real-time upload state. Overall, the combination of streamlined connection overhead,
effective error handling, and accurate status reporting distinguishes ThumbsUp as a robust
and efficient photo synchronization solution.

5.5. Long-Term Performance and Stress Testing

To evaluate stability and endurance, we ran continuous detection sessions for up
to four hours under targeted stressors: rapid gestures, low battery, high CPU load, and
limited memory. Tables 4 and 5 and Figure 14 illustrate these outcomes.

Table 4. Performance under stress conditions (% success rate).

Condition ThumbsUp Google Camera

Rapid Gestures 85.5 75.3

Low Battery (<15%) 92.3 88.7

High CPU Load 88.9 82.4

Limited Memory 90.2 85.6

Table 5. Thermal performance (max device temperature in ◦C) over 2-h session.

Condition ThumbsUp Google Camera Difference (◦C)

Normal Ambient (25 ◦C) 39.5 42.5 −3.0

High Ambient (30 ◦C) 44.2 46.9 −2.7



Electronics 2025, 14, 704 20 of 25

0 1 2 3 4
89

90

91

92

93

94

95

Time (hours)

R
ec

og
ni

ti
on

A
cc

ur
ac

y
(%

)

Recognition Accuracy Over Extended Usage Periods

ThumbsUp Google Camera

Figure 14. Recognition accuracy over extended usage periods.

Key Observations:

• Rapid Gestures: ThumbsUp maintained 85.5% success, illustrating the benefit of con-
tinuous landmark tracking for quick movements.

• Low Battery: Even under 15% battery, ThumbsUp kept a 92.3% success rate, demon-
strating robust power efficiency relative to Google Camera.

• High CPU Load and Memory Limits: ThumbsUp managed 88.9% and 90.2% success,
respectively, reflecting moderate resilience to resource contention.

• Thermal Performance: Table 5 shows that ThumbsUp generated slightly lower peak
temperatures (2–3 ◦C less) than Google Camera, supporting a more comfortable, sus-
tainable user experience in prolonged sessions.

The combined data from Tables 4 and 5, and Figure 14 confirms that ThumbsUp handles
high-load and constrained-resource environments robustly. The system’s more efficient
processing pipeline and reduced thermal footprint become particularly important in use
cases such as healthcare or prolonged field operations where devices may run for extended
periods under suboptimal conditions.

5.6. User Feedback and Acceptability

To complement quantitative metrics, we conducted a brief user acceptability survey
(N = 10) wherein participants tested both ThumbsUp and Google Camera in a hands-free
context. Table 6 summarizes key feedback elements.

Table 6. User feedback on ThumbsUp vs. Google Camera (Scale 1–5).

Criteria ThumbsUp
(Mean ± SD)

Google Camera
(Mean ± SD) Improvement

Overall Usability 4.4 ± 0.5 3.6 ± 0.7 +0.8

Gesture Responsiveness 4.3 ± 0.4 3.5 ± 0.5 +0.8

Security Confidence 4.7 ± 0.3 3.8 ± 0.6 +0.9

Battery Friendliness 4.2 ± 0.6 3.4 ± 0.5 +0.8
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• Usability and Responsiveness: Users reported feeling more confident about hands-
free gesture initiation in ThumbsUp. Several noted that the immediate haptic or visual
feedback was reassuring.

• Security Confidence: The knowledge that locally stored images were encrypted im-
proved perceived privacy. In contrast, Google Camera did not convey explicit encryption
status to users.

• Battery Friendliness: Participants observed less rapid battery depletion with Thumb-
sUp, corroborating the objective metrics in Table 3.

• Suggested Enhancements: Many users indicated interest in multiple gesture commands
(e.g., “wave”, “peace sign”), as well as an optional voice prompt for confirmation.

Overall, the survey results reinforce ThumbsUp’s strong performance and acceptability
for hands-free photography. Notably, the higher Security Confidence rating aligns with
the transparent encryption model, contributing to user trust. Additionally, the Battery
Friendliness scores mirror the objective energy consumption findings, suggesting that
ThumbsUp provides both technical and experiential advantages over Google Camera.

6. Conclusions and Critical Analysis
This study presented an in-depth evaluation of the ThumbsUp application, a gesture-

based photo capture system designed to enhance the usability and efficiency of mobile
photography. By leveraging advanced gesture recognition algorithms and resource-efficient
architecture, the system demonstrated substantial improvements over traditional interac-
tion methods, particularly when compared to the Google Camera baseline. The findings
highlighted critical advancements across multiple dimensions while also addressing the
challenges and limitations inherent to gesture-based systems.

6.1. Comparative Discussion and Additional Insights

Overall, ThumbsUp consistently excels in low-light, motion-blurred, and offline syn-
chronization scenarios, while Google Camera retains slight advantages in bright conditions
and mid-range gestures. The robust low resource footprint of ThumbsUp makes it ideal
for battery-limited devices, supporting longer sessions in healthcare, industrial, or travel
contexts. Both quantitative measurements (Tables 2 and 3) and user feedback (Table 6)
underscore the system’s viability as a gesture-based photo capture solution.

• Potential for AI Enhancements: Given its efficiency, ThumbsUp could integrate deeper
CNN or Transformer models for advanced gesture sets without severely impacting
run times.

• EMG Sensor Fusion: Based on recommendations [35], combining electromyographic
inputs with computer vision may further increase accuracy and accessibility.

• Security and Privacy: AES-GCM encryption and queue-based syncing demonstrated
minimal overhead and encouraged future expansions into sensitive domains (e.g.,
telemedicine).

6.2. Key Comparisons and Findings

The experimental results reveal notable improvements in recognition performance,
system efficiency, and reliability. Table 7 provides a comprehensive comparison of key
performance metrics between ThumbsUp and Google Camera, showcasing the areas of
improvement and identifying remaining challenges.
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Table 7. Performance comparison between ThumbsUp and Google Camera.

Metric ThumbsUp Google Camera Improvement (%)

Low-Light Accuracy (%) 70 50 +40

Normal-Light Accuracy (%) 95 95 0

High-Light Accuracy (%) 85 90 −5

Response Time (ms) 395 490 +19.4

Resource Utilization (CPU Avg %) 16 20 +20

Memory Utilization (Avg %) 6.65 10.5 +36.7

Storage Requirements (MB) 44.9 560.0 +92.0

False Positives (%) 2.1 2.6 +19.2

Error Recovery Time (s) 1.2 2.0 +40

Battery Drain (%/hour) 8.5 12.3 +30.9

ThumbsUp exhibits significant advantages in low-light conditions, achieving a 40%
improvement in recognition accuracy compared to Google Camera. This demonstrates the
effectiveness of its optimized pre-processing and landmark detection algorithms, which
enhance the robustness of gesture recognition in challenging lighting scenarios. Under
normal lighting, both systems perform equally well, affirming the reliability of existing
gesture recognition technology in optimal conditions. However, in high-light environments,
Google Camera slightly outperforms ThumbsUp, likely due to more sophisticated image
processing techniques. Addressing this limitation could involve refining the dynamic range
handling and implementing adaptive brightness correction in future versions.

System efficiency emerges as a major strength of ThumbsUp. With a 92% reduction
in storage requirements, the application proves to be exceptionally lightweight, making
it suitable for devices with limited storage capacities. The system also achieves a 36.7%
reduction in memory usage and a 30.9% improvement in battery efficiency, underscoring
its resource-conscious design. These optimizations not only extend device usability but also
reduce thermal impact, as demonstrated by lower CPU and battery temperatures during
prolonged use.

Operational reliability is another area where ThumbsUp excels. The system shows a
19.2% reduction in false positives and a 40% faster error recovery time compared to Google
Camera. These improvements enhance the user experience by minimizing unintended
captures and ensuring quick recovery from interruptions. Additionally, stress testing
reveals consistent performance under challenging conditions, such as low battery levels
and high CPU load, affirming the system’s robustness and adaptability.

6.3. Critical Analysis of Limitations

Despite its strengths, ThumbsUp faces certain limitations. The accuracy of gesture
recognition decreases significantly at distances beyond two meters, highlighting the need
for improved long-range tracking techniques. Similarly, performance degradation in ex-
treme lighting conditions suggests that further enhancements in adaptive algorithms and
dynamic range handling are necessary. These limitations point to areas for future optimiza-
tion, particularly in expanding the system’s applicability across diverse environments.

Furthermore, while ThumbsUp manages offline scenarios using queue-based storage,
heavily unstable networks or extremely lengthy offline intervals could still delay data
transfer. Additional buffering or local notifications may be required to inform users of
synchronization backlogs. On the user-experience front, some participants noted slight
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responsiveness delays in mid-range gestures, indicating further calibration or specialized
heuristics for 1–1.5 m distances could be beneficial.

6.4. Technical Implications and Future Directions

The technical implications of this research extend beyond the immediate application of
ThumbsUp. The integration of advanced gesture recognition and resource-efficient design
sets a benchmark for future systems, demonstrating the feasibility of high-performance,
lightweight applications on mobile platforms. The findings also emphasize the importance
of robust error handling and adaptive algorithms, particularly in scenarios involving
variable lighting and environmental constraints.

Future work should focus on enhancing recognition capabilities through the imple-
mentation of advanced machine learning models, such as transformers or convolutional
neural networks, to handle complex gesture sequences and improve accuracy in extreme
conditions. Adaptive recognition algorithms that dynamically adjust to environmental
changes, such as lighting or distance, could further enhance the system’s performance.

Expanding the application’s functionality presents another avenue for future devel-
opment. Support for additional gesture types, such as multi-hand interactions or motion-
based gestures, would broaden its applicability. Integration with cloud services and APIs
for third-party applications could facilitate seamless data sharing and enable advanced
features like real-time collaboration and augmented reality. Security improvements, includ-
ing end-to-end encryption and advanced TLS support, will be crucial for applications in
sensitive domains such as healthcare or finance.

6.5. Conclusions

In conclusion, this study demonstrates the viability and effectiveness of ThumbsUp
as a gesture-based photo capture system. By addressing key challenges in recognition
performance, system efficiency, and reliability, the application establishes itself as a robust
and practical alternative to traditional interaction methods, particularly under low-light
and motion-intensive conditions. The significant advancements achieved in this research
provide a solid foundation for future developments in gesture-based interfaces, with
promising implications for a wide range of mobile and interactive applications.

As user demand grows for hands-free interaction, ThumbsUp highlights the synergy of
efficient landmark-based tracking, secure offline–online synchronization, and minimal bat-
tery impact. Incorporating AI-driven solutions (e.g., CNN/Transformer modules or EMG
fusion) and addressing brightness extremes, mid-range fine-tuning, and extended user
trials stand as key next steps. Ultimately, these findings underscore the potential of gesture-
based systems to transform user interaction paradigms, particularly in scenarios requiring
hygienic, hands-free operation or enhanced accessibility across diverse environments.
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