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ABSTRACT The importance of software security has increased along with the number and severity of
incidents in recent years. Security is a multidisciplinary aspect of the software development lifecycle,
operation, and user utilization. Being a complex and specialized area of software engineering, it is often
sidestepped in software development methodologies and processes. We address software security at the
design level by adopting design patterns that encapsulate reusable solutions for recurring security problems.
Design patterns can help development teams implement the best-proven solutions for a specialized problem
domain. However, from the analysis of three secure pattern implementations by 70 junior programmers,
we detected several structural errors resulting from their interpretation. We propose reusable unit testing
test cases based on annotations to avoid secure pattern interpretation errors and provide an example for one
popular secure pattern. Providing these test cases to the same group of programmers, they implemented
the pattern without errors. The reason is annotations build a framework that disciplines programmers to

incorporate secure patterns in their applications and ensure automatic testing.

INDEX TERMS Security, software design, software safety, software testing.

I. INTRODUCTION

Security is a non-functional software aspect with growing
concern in recent years. A Gartner study predicted that by
2025, 45% of global organizations would be impacted by a
supply chain attack [1]. Along with the number of attacks,
many software vulnerabilities are growing. A report found
that ethical hackers could discover over 65,000 vulnerabilities
in 2022, up by 21% over 2021 [2].

Software vulnerability disclosures often originate at the
architectural and design levels. In some specific areas, as in
industrial control systems, most security threats have archi-
tectural flaws as the primary root cause [3]. Security design
flaws, as weaknesses in the high-level design of a system, lead
to code defects that expose the system to security threats.
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Software defects are tangible effects of poor software qual-
ity caused often by design flaws [4]. Design flaws harm the
quality of the software. They indicate inappropriate design
practices and principles, making the system harder to under-
stand, maintain, and evolve. Security flaws and software
quality are correlated [5]. Treating structural quality improve-
ment as an iterative process to achieve the optimal quality
thresholds is essential to mitigate security risks [6].

Software design patterns are valuable assets to improve the
software’s structural quality and harness it with proven design
solutions to security vulnerabilities. They document the prob-
lem, solution, and application context and provide hints and
examples for implementation. However, their understandabil-
ity and mapping to implementation may not be understood by
programmers, and their implementation is error-prone due to
technical debt in software projects [6].

This article identifies problems related to the interpretation
and implementation of secure design patterns and proposes
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a solution based on reusable test cases. We believe combin-
ing secure design patterns for documenting the best security
patterns with approaches for validating their implementation
can solve most security flaws at the architectural and design
levels.

A. CONTRIBUTIONS
This article makes the following contributions:

« Identifies implementation errors made by junior pro-
grammers implementing secure patterns for the first
time;

o Discuss the origin of secure pattern implementation
erTors;

« Proposes a reusable test-based solution to detect secure
pattern implementation errors.

Our work’s contributions point toward using test-driven
evaluation to improve software quality and mitigate security
flaws in consonance.

B. RESEARCH QUESTIONS
We answer the following research questions:

RQI1. What are the typical programmer errors when
implementing secure design patterns?

RQ2. How to create reusable test cases dependent on
secure patterns to detect their implementation
flaws?

Implementing secure design patterns can be prone to
errors, potentially compromising the application’s security.
Understanding the typical programmer errors when imple-
menting secure design patterns is essential to mitigate vul-
nerabilities and enhance the overall security posture of
software.

By creating reusable test cases dependent on secure pat-
terns, researchers can systematically evaluate the implemen-
tation of these patterns in software systems. This approach
not only assists in identifying flaws and vulnerabilities but
also facilitates continuous improvement and validation of
secure design patterns. Ultimately, it contributes to building
more secure and resilient software applications, minimizing
the risks associated with insecure implementations of these
critical patterns.

C. STRUCTURE

This article is structured as follows. Section II presents the
related work. Section III describes, delimits, and validates
the problem addressed by this article. Section IV explains the
reusable test implementations proposed to mitigate structural
errors resulting from implementation use cases. Section V
presents the conclusions.

Il. RELATED WORK

The purpose of this section is to provide a comprehensive
analysis of the existing research in the field, with a specific
focus on the studies most pertinent to our research questions.
We will examine the prior work’s methodology, findings, and
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conclusions to contextualize our study and identify gaps in the
existing knowledge.

Two primary methods exist for evaluating software archi-
tecture and design against quality attributes. The first tech-
nique is known as scenario-based architectural analysis,
which involves generating a series of evaluation scenarios —
often involving brainstorming workshops — based on the spe-
cific requirements of the evaluation. The second technique is
metrics-based, which focuses on developing specific metrics
that can be used to assess the software architecture. These
metrics are designed to evaluate various aspects of the archi-
tecture and provide objective criteria for measuring its qual-
ity. In [7], the authors perform design inspection by exploring
the potential for automating the application of inspection
rules to make security analysis more efficient. Design models
are represented as data flow diagrams (DFD), which sup-
port the automation of five model inspection guidelines for
security. An empirical evaluation of the automated guidelines
shows acceptable precision and recall, but the paper also
highlights limitations in the guidelines themselves, such as
overlaps and unclear rules. The authors of [8] presented an
architecture security analysis approach using security scenar-
ios and metrics. It formalizes attack scenarios and security
metrics using the Object Constraint Language (OCL). Formal
signatures enable the localization of attack scenarios based
on signature matches and take measurements for security
metrics while analyzing a target system. The approach has
been validated using NIST security principles and attack
scenarios defined in the CAPEC database. In [9], the authors
generated a test template from a security design pattern using
aspect-oriented programming to observe the internal applica-
tion processing. As the test template is reusable, it enables the
easy creation of tests for validating security design patterns.
The authors designed a web system as a case study sce-
nario for experimental purposes. Notwithstanding the secu-
rity design pattern is validated in the implementation phase,
the test is manually created from the test template, creating a
new source of errors.

Selecting an appropriate design pattern for a software
system is an important decision that requires careful
consideration of various factors such as the system require-
ments, architecture, development team expertise, and exist-
ing codebase. In [10], the authors present a mechanism for
deciding the appropriate secure design patterns for online
application vulnerabilities. Secure design patterns prevent
vulnerabilities from being accidentally introduced into code
or reduce the effects of flaws. The work presented in [11]
explores the selection of secure patterns using text catego-
rization regarding the software requirements specification.
An evaluation of the approach using e-commerce, social
media, and desktop utility programs resulted in an accuracy
of 81% and recall up to 69%. Finally, a security-by-design
approach was proposed in [12]. The authors identified a list
of possible security attacks on the smart metering systems
and introduced secure design patterns recognized for these
systems.
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FIGURE 1. V-model methodology.

Previous work on secure software development based on
architectural and design patterns focus on searching and
appropriate patterns to solve a specific problem and on the
security metrics to evaluate the software architecture. Secure
software development needs more standardized approaches
for development to reduce subjective per-project interpreta-
tion of the security properties. Design patterns can provide
standard design solutions for secure software development,
but mapping them to specific projects’ designs is error-prone.
Thus, their implementation can compromise the security fea-
tures claimed for the design pattern. We evaluate the dimen-
sion of this problem by observing the implementation of
several secure patterns by programmers. We also present a
test-based approach that uses annotations as anchors to the
structural application elements. With this approach, we aim to
mitigate errors introduced by the interpretation and mapping
from design patterns to the application design.

The use of annotations has been applied to the design of
parallel applications [13], [14] and to support the application
of concurrency patterns [15], but was never explored for
pattern-oriented development of secure applications.

lIl. PROBLEM VALIDATION
This section describes, delimits, and validates the problem
addressed by this article. Problem validation is based on the
results obtained from implementing several secure design
patterns by programmers. These results validate the research
problem stated in this article.

A. PROBLEM DELIMITATION
Security design flows can be introduced at any phase of
the Software Development Life Cycle (SDLC): requirement
analysis, architecture and design, coding, testing, deploy-
ment, and production. Our work focuses on the software
design and coding phases.

Architecture security risk analysis depends on the system
architecture and design models. Existing efforts to evaluate
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software architecture against quality attributes are classified
into:

« Metric-based approaches [16] applied to evaluate archi-
tectural security flaws using metrics adequate to the
scope and applicability. These include static and
dynamic vulnerability analysis, architecture security,
and runtime security metrics.

o Scenario-based architectural analysis [17] using evalua-
tion scenarios generated based on the requirements.

When adopting pattern-oriented software architectures,
the reputation of the security pattern is built up from the
peer-reviewing process in academia and its long-term reliabil-
ity in real-world projects. Thus, the personalized per-project
validation design inherent to metric and scenario-based
approaches can be avoided. On the contrary, the map-
ping between each design pattern and its implementation
is error-prone. The consequence of inappropriately applying
a security pattern is not mitigating the target threats and
vulnerabilities. Considering that the correctness of design
patterns specification is a valid assumption, their implemen-
tation demands validation artifacts to avoid security flaws.

B. VALIDATION ARTIFACTS

Every development phase demands an associated validation
phase. Figure 1 presents the V-Model [18], a popular model
that represents the association of a testing phase with each
corresponding development phase. This model is popular
in the software testing community and was adopted by the
ISO/IEC 25010-2011 [19], one leading standard for systems
and software quality requirements and evaluation.

Unit and integration tests are artifacts used to validate the
application at the architectural and module design levels.
These tests can be done manually — e.g., code inspection
sessions, walkthroughs [20] — or by resorting to automated
software tests.

Automated testing offers several advantages over manual
testing. It enables continuous integration and delivery using
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FIGURE 2. Errors types introduced at each stage of pattern
implementation.

DevOps pipelines [21] and regression testing by reusing
existing test cases during preventive, corrective, and evolv-
ing maintenance. Reusing test cases will contribute to better
software quality and fewer security flaws since correct testing
artifacts can be reused throughout several software versions.

C. PROBLEM VALIDATION
To answer the research question RQ1, we analyzed the code
written by 70 junior programmers implementing three secure
patterns to identify the errors resulting from translating each
design pattern specification to the application domain. All
programmers hold a bachelor’s degree and are familiar with
pattern-oriented programming.
Three error types can originate from pattern implementa-
tion (Figure 2):
1) Pattern interpretation errors resulting from the interpre-
tation of the pattern documentation.
2) Design translation errors are introduced when restruc-
turing the application design according to the pattern.
3) Coding errors caused by programmer mistakes and
misinterpretation of the application design.

We considered the following secure design patterns docu-
mented in [22] for the evaluation of implementation errors:

1) Secure Factory separates the security logic of creating
an object from the object’s basic functionality.

2) Secure Chain of Responsibility decouples the logic
that determines user/environment-trust functionality
from the requester of the functionality.

3) Secure Builder Factory separates the security rules
involved in creating a complex object from the basic
steps involved in creating the object.

D. SECURE FACTORY IMPLEMENTATION
Figure 3 presents the structure of the Secure Factory pattern.
This pattern separates the security logic employed in creating
or selecting an object from the object’s basic functionality.
We evaluate the errors originating from pattern interpre-
tation by programmers, pattern translation to the application
design, and later from the application design to code. Table 1
presents the correspondence of each evaluation parameter
with the implementation phases.

1) USE CASE
The use case implemented by programmers concerns the cre-
ation of a User object (Figure 4) by a ConcreteSecureFactory
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AbstractSecureFactory

- defaultinstance : AbstractSecureFactory

+ getinstance() : AbstractSecureFactory
+ setlnstance(newlnstance : AbstractSecureFactory)
+ getObject(givenCredencials : SecurityCredentials) : someObject

T defaultinstance

ConcreteSecureFactory

.

+ getObject(givenCredentials : SecurityCredentials) : someObject

FIGURE 3. Secure Factory design pattern.

User

-id

-name
-address
-postalCode
-locality
-contact
-username
-password

FIGURE 4. User class implemented in the Secure Factory use case.
Attributes formatted as bold are accessible by any user.

instance set by the system. When requesting the object, the
factory creates the object according to the client credentials
provided to the getObject() method. The credentials in the
use case are JSON Web Tokens (JWT) [23] with the user
profile information. If the client owns the user data requested,
all attributes presented in Figure 4 will be included in the
object populated with the corresponding data. Otherwise,
only public data (attributes formatted as bold) are loaded into
the object.

2) RESULTS

The results shown in the graph of Figure 5 expose the errors
found during each pattern implementation phase. The eval-
uation of the parameter pattern well understood reveals that
approximately two-thirds of the programmers could explain
the pattern after interpreting and implementing it. The evalu-
ation of the parameter getObject() returns object aligned with
user profile shows that the logic was correctly implemented in
almost all implementations. On the contrary, the other param-
eters indicate that the pattern’s structure was not respected.

E. SECURE CHAIN OF RESPONSIBILITY IMPLEMENTATION
Figure 6 presents the structure of the Secure Chain of
Responsibility pattern. This pattern decouples the function-
ality provided by the interface to the client from the dynamic
system-trust-dependent functionality. Hence, the system can
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TABLE 1. Mapping between Secure Factory evaluation parameters and the design pattern implementation phases.

design pattern design pattern to application design

understandability  application design  to code
creation of common object interface X
setInstance() sets the concrete factory as default X X
getObject() receives credentials X X
getlnstance() returns the concrete factory default X X
getObject() creates object representation according to user profile X X
pattern well understood (subjective expert evaluation) X X
correctness
creation of common object interface 0.0
0.5
setlnstance() sets the concrete factory as default . 1.0
getObject() receives credentials
getlnstance() returns the concrete factory default
getObject() returns object aligned with user profile
pattern well understood
0 20 40 60

count

FIGURE 5. Results of the use case implemented using the Secure Factory pattern.

Handler

- successor : Handler

+ handleRequest(userCredentials : SecurityCredentials)
# checkCredencials(theCredentials : SecurityCredentials) : bool

T successor

[ ConcreteHandler |

+ handleRequest(userCredentials : SecurityCredentials)
# checkCredencials(theCredentials : SecurityCredentials) : bool

FIGURE 6. Secure Chain of Responsability pattern.

change the functionality according to the credentials provided
by the client when it requests the functionality.

1) USE CASE

The use case devised for the Secure Chain of Responsibility

patterns employs a gateway to an interface implementation

of CRUD (create, read, update, and delete) operations and an

operation to change one’s user password (Figure 7).
According to the pattern, each operation can have a chain

of implementations. When the operation called does not meet
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the requirements to be executed, the execution control is
transferred to the following chain implementation recursively
until finding an implementation with valid execution require-
ments. In the use case, there are security requirements to
execute each operation implementation, as such:

e addUser() and removeUser() are accessible only to
admin users.

o searchUser() is accessible only to admin and admin-
limited users. When executed by admin-limited users,
a log entry should be created with the timestamp and the
method parameters.

o changePassword() is accessible to the owner of the user
data associated with the user role.

Any role can execute the implementation at the end of the
chain, which triggers an exception. Any user role after being
transferred between previous implementations — due to lack
of permission to execute them — reaches this implementation.
Thus, all operations have at least two implementations. As an
example, the searchUser() operation has the following imple-
mentations (Figure 8):

1) search without logging for admin users.
2) search with logging for admin-limited users.
3) trigger exception for all other users.

Table 2 presents the correspondence of each evaluation
parameter with the pattern interpretation by programmers,
pattern translation to the application design, and from the
application design to code phases where errors can originate.
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<<interface>> User

+ addUser(u: User) : void <--
+ removeUser(id: int) : void

+ editUser(editedUser: User) : void

+ searchUser(id: int) : User

User
id [ Role |
-name ]
o.* 1.1 -id
-address o
-postalCode -description
-locality
-contact
-username -
-password 0.
O“*
Users | Feature
-id
-description
A
Gateway

+ changePassword(id: int, newPass: String) - - -

FIGURE 7. Users functionality implemented in the Secure Chain of Responsibility use case.

[searchUserWithoutLogging()[m’]ﬂa( searchUserWithLogging()M[ triggerException() ]

FIGURE 8. Example of transference between implementations due to lack of permissions.

TABLE 2. Mapping between Secure Chain of Responsibility evaluation parameters and the design pattern implementation phases.

handler/concreteHandler classes are implemented
handlers receive security credentials

at least 2 implementations of each operation
handlers reference their successor

execution is correctly transferred to successors

design pattern design pattern to application design
understandability ~ application design  to code

X X

X X

X X

X X

X X

X X

pattern well understood (subjective expert evaluation)

2) RESULTS

The evaluation results of the Secure Chain of Responsibility
Pattern (Figure 12) are better than those obtained for the
previous design pattern. Being the use case complexity higher
than that chosen for the Secure Factory — in terms of the
number of structural elements involved in the use case — the
better results can be explained by the experience obtained
from implementing the previous pattern. However, some pro-
grammers still do not fully understand the pattern and make
mistakes when mapping the pattern design to the application
design.

F. SECURE BUILDER FACTORY IMPLEMENTATION

Figure 10 presents the structure of the Secure Builder pat-
tern. This pattern separates the steps involved in creating a
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complex object that uses several simpler objects from the
security rules involved in that creation. The complex object
is built by a Builder object selected by the environment
according to the security credentials given by the requester
client.

1) USE CASE
The use case of the Builder pattern (Figure 11) consists of a
gateway to creating complex objects with a security role and
all hierarchically ascendant roles (e.g., admin is an ascendant
of admin-limited). Each role object also references its autho-
rized features.

Building the role hierarchy with the corresponding autho-
rized features requires several steps. These steps must con-
form to the following security requirements:
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handler/concreteHandler implemented

handlers receive security credentials

at least 2 implementations of each operation

handlers reference their successor

execution is correctly transferred to successors

pattern well understood

o

correctness
0.0
0.5
1.0

20

N
o

60
count

FIGURE 9. Results of the use case implemented using the Secure Chain of Responsibility pattern.

AbstractSecureBuilderFactory

Builder

- defaultinstance : AbstractSecureBuilderFactory

+ buildOp1(p: someObject)
+ buildOp1(p: someObject))
+ getResult() : ComplexObject

+ getinstance() : AbstractSecureFactory

+ setlnstance(newlnstance : AbstractSecureBuilderFactory)
+ getBuilder(givenCredentials : SecurityCredentials) : Builder

i

TrustLevelBuilder

J + buildOp1(p: someObject)

defaultinstance

+ buildOp1(p: someObject))
+ getResult() : ComplexObject

| ConcreteSecureBuilderFactory

] Director

+ getObject(givenCredentials : SecurityCredentials) : someObject

+ Director(myBuilder: Builder)
+ constructltem1() : ComplexObject
+ constructltem2() : ComplexObject

FIGURE 10. Secure Builder Factory pattern.

« only admin users can have access to the createRole()
method.

« the services list administrated by each admin user should
be part of credentials passed to the invoked method.

« the user must obtain only the roles and features of the
services they administrate.

The security requirements force authorization verifica-
tion to execute the method implemented by the gateway
and filter only the data the user has permission to access.
Table 3 presents the correspondence of each evaluation
parameter with the pattern interpretation by programmers,
pattern translation to the application design, and from
the application design to code phases where errors can
originate.

2) RESULTS

The Secure Builder Pattern exhibited the worst pattern under-
standability results (Figure 12). Even though there is experi-
ence acquired from implementing the previous patterns, some
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programmers still struggle to fully understand and correctly
apply the Secure Builder Pattern. The higher structural com-
plexity of this pattern when compared with the previous ones
— the interaction workflow includes the Builder, the Factory,
and the Director — explains the results.

G. ANALYSIS OF RESULTS

Evaluation of the secure patterns implemented by junior
programmers has shown that despite the pattern logic being
correct in almost all implementations, the pattern design does
not conform with several. Results of evaluation parameters
pinpoint the mapping between design patterns and the appli-
cation design as the primary contributor to design errors. That
means that despite secure design patterns representing a fun-
damental approach to developing secure applications, their
mapping to application design requires validation mecha-
nisms to ensure that the application benefits from the security
features provided by the pattern. That validation mechanism
will prove the answers to research question RQ2.
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TABLE 3. Mapping between Secure Builder evaluation parameters and the design pattern implementation phases.

design pattern

design pattern to application design

understandability ~ application design  to code
pattern classes are correctly implemented X X
getBuilder() receive security credentials X X
there is one concrete builder per service X X
getResult() returns the combined results X X
execution workflow is correctly implemented X X X
pattern well understood (subjective expert evaluation) X X

<<interface>> GatewayAdmin

+ createRole(credentials : SecurityCredentials) : ComplexObject

Role hierarchically
. descends from
-id
-description
0.%
o~
0.* 0.*

Feature Service
-id 0.* 0.* | -id
-description -description

FIGURE 11. Secure Builder use case.

IV. REUSABLE TEST CASE IMPLEMENTATIONS

By incorporating security design patterns into the software
development process, developers can ensure that security is a
key consideration throughout the software development life-
cycle and that security is not an afterthought addressed only
after the system has been deployed. However, as exposed by
the results of their implementation by several programmers in
Section III, there are errors resulting from the interpretation
of a design pattern and its mapping to the application design
that may compromise the application security requirements.
Manual validation of design patterns is a common approach
to validating design pattern implementations, but it can be
expensive and error-prone.

A. AUTOMATED TESTING

Automated testing plays a critical role in ensuring the quality
and reliability of software applications. There are several
benefits to applying automated testing to validate security
requirements. First, it can help to identify security issues
early in the development process, when they are typically less
expensive to fix. Second, it can help to ensure that security
requirements are met. Finally, it can help improve the soft-
ware system’s overall quality by identifying and addressing
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security issues that could impact its performance, reliability,
and maintainability.

Validation of design pattern implementations by resorting
to automatic testing is still error-prone. When the program-
mer or the tester writes tests to validate the application’s
design structurally, they can create test cases biased towards
wrong pattern interpretations and flawed pattern mapping to
the application design.

Considering pattern specification as the ground truth
to ensure that the security requirements held by the pat-
tern are implemented, the testing process demands an
equivalent ground truth that guarantees correct pattern
implementation.

Reusable test cases with validated implementations (e.g.,
through peer validation and throughout code inspections in
different projects) can give the ground truth to guarantee the
security requirements at the implementation phase.

B. REUSABLE TEST CASES

The space of the application design corresponding to each
pattern specification is ample. Thus, applying reusable test
cases to the application design requires a mechanism to
identify the structural pattern elements incorporated in the
application. Model-based testing can ensure automated test-
ing based on a model of the mapping, but models are
expensive to build and maintain. Plus, they demand an
additional validation effort to avoid model-level security
flaws.

Our approach is based on test cases that validate the pres-
ence of structural pattern elements marked with reusable Java
annotations [24]. The reusable test cases are written in Java
using the JUnit framework [25]. The Reflections library [26]
provides information on classes, methods, and fields marked
with specific annotations to be used by reusable test
cases.

Listing 1 presents a reusable test case to validate the exis-
tence of the Secure Factory pattern classes. It also presents
the abstract and concrete classes of the pattern implementa-
tion annotated with the @AbstractFactory and @ Concrete-
Factory annotations, respectively. The test case asserts the
existence of one class marked with each of these anno-
tations and the inheritance relationship between these two
classes.

All patterns have reusable test implementations that use
annotations as anchors to identify structural pattern elements.
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pattern classes implemented

getBuilder() receive security credentials

one concrete builder per service

getResult() returns the combined results

execution workflow implemented

pattern well understood

o

correctness
0.0
0.5
H 1.0

20 40 60
count

FIGURE 12. Results of the use case implemented using the Secure Builder pattern.

// Annotated pattern implementation

@AbstractFactory

public class UsersAbstractFactory {
/S

}

@ConcreteFactory

public class UsersConcreteFactory {
Y2

}

/+ Reusable test case to validate the inheritance
relationship between the Abstract Factory and
Concrete Factory classes in the Secure Factory
pattern. */

@BeforeAll
public static void setup() {
reflections =
new Reflections ("com.securityfactory");
annotatedAbstract = reflections

.getTypesAnnotatedWith (AbstractFactory.class);
annotatedConcrete = reflections
.getTypesAnnotatedWith (ConcreteFactory.class);
}

@Test
public void testAbstractConcretelInheritance () {
assertTrue (annotatedConcrete.size () >0);
for (Class c: annotatedConcrete) {
assertEquals (c.getGenericSuperclass ()
.getTypeName (),
annotatedAbstract.getClass()
.getTypeName ()) ;

}

Listing 1. Pattern implementation and reusable test case.

Table 4 presents the complete list of annotations and respec-
tive test case validations for each secure pattern. Structural
validations of the pattern implementation are broken down
into (1) inheritance relationships, (2) placement of methods
and fields described in the pattern, and (3) correct field
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types and correct method parameter and return types. For
example, for the Secure Factory pattern, the @ Concrete-
Factory class should be a subclass of an @AbstractFactory
class. The method annotated with @ GerObjectMethod should
be placed in the @ConcreteFactory and @AbstractFactory
classes. It also should have a parameter of type @ Credential.

C. EXPERIMENTAL EVALUATION AND DISCUSSION

All patterns’ structural rules and constraints have been imple-
mented as reusable tests. We reassign pattern implementa-
tions to the programmers again by providing the tests and
asking them to incorporate annotations in their use case
implementations. We did not explain what was wrong with
their previous secure pattern implementations to keep the
assignment bias-free toward new knowledge.

As expected, all use case implementations were free of
structural errors. Plus, the annotations have driven the pattern
inclusion into the use case. They are regarded not only as
additional pattern documentation but also as a framework
to structure use case implementations designed according to
the pattern specification. Also, reusable tests work as regres-
sion tests that reinforce structural correctness after software
changes resulting from their maintenance.

Automated reusable tests are closely related to refactoring
in software development. Refactoring involves improving the
structure and design of existing code without changing its
external behavior. It aims to enhance code quality, readabil-
ity, and maintainability. When refactoring, developers often
need to make changes to the code, which can introduce
new bugs or unintended behavior. Automated reusable tests
play a crucial role in ensuring that the refactored code still
functions correctly. They help verify the code’s behavior, act
as a safety net, detect regressions, and ensure the stability of
the refactored code. By relying on automated tests, develop-
ers can confidently refactor a bad design into a good one,
knowing that they have a mechanism to verify their changes’
correctness.
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TABLE 4. Structural validation performed by the reusable test cases for each secure design pattern. It shows, for each pattern, the (1) classes that are
associated by inheritance, (2) the classes where the methods and fields show to be placed, and (3) field types, method argument types, and method

return types.

correct placement  correct field and argument/return

inheritance of methods/fields  types of constructors and methods
@ AbstractFactory X X112 X123
@ConcreteFactory X X1
@GetObjectMethod X1 X*
Secure Factory @DefaultInstanceField X2 X1
@GetlInstanceMethod X1 X2
@SetInstanceMethod X1 X3
@ AbstractHandler X X2 X
Secure Chain of ~ @ConcreteHandler X X2
Responsibility @SucessorField X1 X
@HandleRequestMethod X2 X*
@ AbstractBuilderFactory X X112 X123
@ConcreteBuilderFactory X X2
@DefaultInstanceField X1 X!
@ GetlInstanceMethod X! X2
@SetInstanceMethod X1 X3
Secure Builder ~ @GetBuilderMethod X2 X4
@ AbstractBuilder X X3 X45
@ConcreteBuilder X X3
@GetResultMethod X3
@Director X4 X? (constructor)
@ConstructltemMethod X4
Generic @Credential X*

V. CONCLUSION

Security by design is a software and system approach that
prioritizes security and privacy. It aims to build inherently
secure software and systems resistant to cyber-attacks rather
than relying on security patches or retroactive fixes. Secure
design patterns represent a promising tool to implement secu-
rity by design by uniting the security properties with other
software quality attributes, such as flexibility, maintainability,
and scalability.

Despite the advantages of using design patterns to build
safe applications, their implementation was proven to be
error-prone. A study of implementing three secure design
patterns by 70 programmers revealed errors resulting from
pattern misinterpretation and difficulties mapping its design
specification to the application domain. We propose using
reusable test case implementations and annotations to iden-
tify patterns’ structural elements in the application code. The
annotations work as a framework to (1) reinforce the correct
implementation of pattern elements, (2) extend the pattern
documentation, and (3) promote easy software maintainabil-
ity by validating the pattern structure between versions of
the application. However, annotations should be supported
by the programming language to create structural anchors for
automated testing (Java, C#, Python, Ruby and VB.NET are
examples of languages that support anchors). Also, annota-
tions should be expressive enough to allow annotations of
important structural elements (e.g., classes and methods).

Secure design patterns encapsulate reusable design solu-
tions for recurrent problems. We proved that it is possible
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to implement reusable test cases for validating their correct
application to specific use cases. However, errors not origi-
nating at the structural level can still occur since our test cases
do not cover them. We aim to work on solutions to avoid these
error types in future work.
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