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Abstract: The rise of deepfakes—synthetic media generated using artificial intelli-
gence—threatens digital content authenticity, facilitating misinformation and manipu-
lation. However, deepfakes can also depict real or entirely fictitious individuals, leveraging
state-of-the-art techniques such as generative adversarial networks (GANs) and emerging
diffusion-based models. Existing detection methods face challenges with generalization
across datasets and vulnerability to adversarial attacks. This study focuses on subsets of
frames extracted from the DeepFake Detection Challenge (DFDC) and FaceForensics++
videos to evaluate three convolutional neural network architectures—XCeption, ResNet,
and VGG16—for deepfake detection. Performance metrics include accuracy, precision,
Fl-score, AUC-ROC, and Matthews Correlation Coefficient (MCC), combined with an
assessment of resilience to adversarial perturbations via the Fast Gradient Sign Method
(FGSM). Among the tested models, XCeption achieves the highest accuracy (89.2% on
DFDC), strong generalization, and real-time suitability, while VGG16 excels in precision
and ResNet provides faster inference. However, all models exhibit reduced performance
under adversarial conditions, underscoring the need for enhanced resilience. These find-
ings indicate that robust detection systems must consider advanced generative approaches,
adversarial defenses, and cross-dataset adaptation to effectively counter evolving deep-
fake threats.

Keywords: deepfakes; deep learning; XCeption; ResNet; VGG; DFDC; FaceForensics++;
adversarial robustness; detection models

1. Introduction

The advent of deepfakes—synthetic or manipulated media that can depict either
real or entirely fictitious individuals—generated using advanced artificial intelligence (AI)
techniques—has profoundly transformed the digital media landscape. While many deep-
fake pipelines rely on generative adversarial networks (GANSs) [1] and autoencoders, recent
diffusion-based generative models further expand the complexity and realism of fabri-
cated content. By employing state-of-the-art models, deepfakes enable the manipulation of
images, videos, and audio to create highly realistic yet entirely fabricated media. This tech-
nology has been embraced for creative purposes in entertainment and education, but it also
raises severe ethical and security concerns, including the dissemination of misinformation,
erosion of public trust, and violations of personal privacy [2,3].

The detection of deepfakes has emerged as a critical challenge in combating their
misuse. Traditional detection methods, which rely on identifying visual artifacts, inconsis-
tencies in motion, or statistical anomalies, have been outpaced by the rapid advancements
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and diversity in deepfake generation techniques [3]. Modern deepfakes often exhibit
minimal perceptual flaws, making manual detection nearly impossible. Even automated
systems frequently struggle with issues such as generalization to new datasets and sus-
ceptibility to adversarial attacks—intentional perturbations that can deceive detection
models [4]. These challenges highlight the urgent need for robust, generalizable, and
efficient detection methods capable of adapting to evolving threats.

Recent advancements in deepfake detection have focused on leveraging deep learning
models, particularly convolutional neural networks (CNNs). CNNs excel at learning
complex spatial and temporal features, making them highly effective for capturing subtle
artifacts introduced by deepfake generation processes [5]. Nevertheless, transformer-based
detectors and hybrid frameworks are emerging as well [6], and ensemble or domain-
adaptation techniques could potentially mitigate performance drops across diverse datasets.
Despite their promise, existing studies often have critical limitations. Many focus on a
single architecture or dataset, failing to provide a comprehensive comparison of different
models across diverse testing conditions. Additionally, few studies explore the trade-
offs between detection accuracy and processing speed or evaluate model robustness to
adversarial perturbations [7]. These gaps hinder the practical deployment of deepfake
detection systems in applications ranging from social media monitoring to forensic analysis.

In this work, we present a broad evaluation of deepfake detection using subsets of
frames extracted from two major datasets—the DeepFake Detection Challenge (DFDC) and
FaceForensics++—to ensure representative yet manageable inputs for training and testing.
This study addresses several limitations by conducting a comprehensive evaluation of three
widely used deepfake detection models: XCeption [8], ResNet [9], and VGG16 [10]. These
architectures were selected due to their established effectiveness in various image and
video recognition tasks and their adaptability to the unique challenges posed by deepfake
detection [11]. Our work aims to answer the following research questions:

1.  RQ1l: How do XCeption, ResNet, and VGG16 models compare in terms of detec-
tion accuracy, precision, recall, and other performance metrics across diverse deep-
fake datasets?

2. RQ2: What is the generalization capability of these models when evaluated on multi-
ple datasets, such as the DeepFake Detection Challenge (DFDC) and FaceForensics++?

3. RQ3: How resilient are these models to adversarial attacks designed to bypass
detection systems?

4. RQ4: What are the trade-offs between detection accuracy and processing speed for
each model, and how do these trade-offs influence their applicability for real-time
detection versus forensic analysis?

To address these questions, we conduct extensive experiments on the DFDC [12]
and FaceForensics++ [11] datasets. The DFDC dataset, developed with contributions
from leading technology companies, includes a diverse collection of manipulated and real
videos, offering a benchmark for assessing detection algorithms. FaceForensics++, on the
other hand, provides a controlled environment with various manipulation methods and
compression levels, enabling a thorough evaluation of model generalization across different
deepfake generation techniques.

Moreover, we consider the vulnerability of these networks to adversarial examples,
emphasizing the practical importance of adversarial robustness in safeguarding content
authenticity. The key contributions of this study are as follows:

*  Comprehensive Model Comparison: We provide a detailed performance analysis of
XCeption, ResNet, and VGG16 across multiple datasets, using metrics such as ac-
curacy, precision, recall, F1-score, AUC-ROC, and Matthews Correlation Coefficient
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(MCC). This evaluation offers a nuanced understanding of each model’s strengths
and limitations.

*  Cross-Dataset Generalization: By testing the models on DFDC and FaceForensics++,
we assess their ability to generalize to new data distributions, which is a critical
requirement for real-world deployment.

*  Adversarial Robustness Evaluation: We evaluate the resilience of these models against
adversarial perturbations generated using the Fast Gradient Sign Method (FGSM),
quantifying the impact of such attacks on detection performance.

*  Trade-Off Analysis: We explore the trade-offs between detection accuracy and process-
ing speed, providing practical insights into the suitability of each model for real-time
detection and forensic applications.

The findings of this study have significant implications for the development and
deployment of deepfake detection systems. By systematically comparing leading archi-
tectures under diverse conditions, we identify practical strategies for mitigating their
limitations and enhancing their utility in real-world scenarios. Additionally, we underscore
the need for novel strategies—such as ensemble techniques, domain adaptation, and de-
fenses tailored to diffusion-based forgeries—to keep pace with the increasing sophistication
of generative models.

2. Related Work

The rapid advancements in deep learning have catalyzed the development of sophisti-
cated techniques for generating synthetic media, which are broadly known as deepfakes.
These manipulations encompass not only face swaps or reenactments but can also extend
to audio and textual modalities, posing multifaceted challenges for content authentic-
ity. While they enable creative and legitimate applications, such as educational tools
and cinematic effects, deepfakes also introduce unprecedented threats to the reliability of
digital information.

Deepfake generation methods primarily leverage generative adversarial networks
(GANSs) and autoencoders. GANS, introduced by Goodfellow et al. [1], consist of two neural
networks—a generator and a discriminator—that engage in a competitive process. The
generator creates synthetic content, while the discriminator attempts to distinguish between
real and fake samples. This adversarial training paradigm has proven highly effective,
giving rise to a variety of face-swapping and reenactment systems [11], culminating in the
mass adoption of tools such as FaceSwap and DeepFaceLab.

Li and Lyu [13] introduced one of the earliest deepfake detection methods, focusing on
unnatural eye blinking patterns, which prevailed in early-generation deepfakes. Similarly,
Peng et al. [14] proposed detecting inconsistencies in head pose and facial alignment.
Although these hand-crafted approaches were initially successful, advances in generative
architectures rapidly minimized such obvious artifacts, reducing the efficacy of these
detection strategies.

Deep learning-based approaches soon emerged as the dominant paradigm for deep-
fake detection. Afchar et al. [5] introduced MesoNet, a CNN-based model designed to
detect manipulation artifacts at the mesoscopic level, highlighting the potential of auto-
mated feature extraction over manually crafted detectors. The XCeption network [8] has
since become a mainstay in modern detection research due to its depthwise separable
convolutions, which capture fine-grained spatial features with reduced computational
overhead. Rossler et al. [11] demonstrated XCeption's high accuracy in detecting common
deepfake artifacts (e.g., blending inconsistencies, subtle texture mismatches), although its
computational footprint can pose challenges for real-time deployment.
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Residual networks (ResNets), introduced by He et al. [9], are also widely adopted
in deepfake detection. Their residual learning framework facilitates very deep models
by mitigating the vanishing gradient problem. Variants such as ResNet-50 and ResNet-
101 have been successfully employed for detecting manipulations [15], although multiple
reports indicate that they often lag behind XCeption in scenarios involving subtle or high-
resolution manipulations.

The VGG architecture, particularly VGG16 [10], remains another fundamental CNN
model. Its relatively uniform layer design has proven robust in image recognition tasks [16],
facilitating the effective identification of manipulation artifacts. Yet, its higher computa-
tional demands and slower inference speed constrain its practical usage in cases where
prompt decisions are necessary.

In addition to CNN-based paradigms, emerging transformer-based solutions and
domain adaptation techniques have shown promise in addressing the generalization gap
between datasets [17,18]. Ensemble learning approaches are also on the rise. For instance,
Khatri et al. [19] propose an ensemble of XCeption and VGG16, demonstrating improved
generalization by combining multiple architectures. Likewise, Li et al. [20] integrate
deepfake detection with auxiliary tasks (e.g., emotion recognition) in a multi-task learning
framework, aiming to bolster robustness.

Despite these advancements, several critical challenges persist. One prominent con-
cern is the generalization gap: models trained on one dataset often degrade in performance
when applied to another [11]. Addressing such distribution shifts remains vital, as real-
world deepfakes can exhibit varied manipulation techniques and compression levels.
Another key challenge is adversarial robustness. Dang et al. [7] demonstrated that minor
perturbations to inputs can significantly degrade CNN-based detectors. Adversarial attacks
like the Fast Gradient Sign Method (FGSM) leverage architectural vulnerabilities to evade
detection, and while adversarial training or robust data augmentation can mitigate these
attacks, they can also compromise accuracy on unperturbed data.

Beyond GAN-based threats, diffusion-based generative models, exemplified by Diffu-
sionFake [21], produce synthetic content that can be nearly indistinguishable from authentic
media. Identifying subtle diffusion-related artifacts often requires specialized strategies or
feature extractors that can capture iterative refinement patterns. Concurrently, lightweight
architectures such as MobileNet [22] address the need for faster inference in resource-
constrained scenarios, although their reduced parameter count can hamper accuracy,
making them less reliable in high-stakes contexts like digital forensics.

Building on this body of work, the present study provides a thorough evaluation of
XCeption, ResNet, and VGG16, with particular attention to performance across multiple
datasets, resilience under adversarial attacks, and ability to generalize. By examining
these architectures under common experimental settings, this work aspires to clarify the
trade-offs between detection accuracy, computational efficiency, and robustness, thereby
guiding the development of more adaptive and dependable deepfake detection systems.
Furthermore, our findings highlight the growing necessity for advanced approaches—such
as transformer models, ensemble strategies, and domain adaptation techniques—that can
keep pace with rapidly evolving generative methods in real-world applications.

3. Methodology

This section details the methodology employed to analyze and compare deepfake
detection models, covering data collection and processing, model architecture design,
training protocols, and evaluation metrics. Where relevant, we clarify our frame-extraction
criteria, final dataset sizes, and adversarial testing setup to ensure reproducibility.
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3.1. Datasets and Data Preparation

We utilized two widely recognized datasets—the DeepFake Detection Challenge
(DFDC) [12] and FaceForensics++ [11]. DFDC provides more than 100,000 videos (real and
fake) with varying manipulation techniques (e.g., face swaps) and diverse lighting conditions.
FaceForensics++ contains 1000 manipulated videos generated by methods such as FaceSwap,
DeepFakes, and NeuralTextures, allowing us to gauge cross-method generalization.

Frame Extraction and Labeling. We focused on frame-level analysis to capture intra-
video variations without processing every frame. Specifically, each video was sampled at
30 fps, and up to 50 frames were extracted. For a video with N frames, we selected one frame
every {%J frames, ensuring a uniform temporal spread. Each extracted frame inherits
the real or fake label of its source video. Videos with fewer than 50 frames contributed
all available frames. This procedure balances computational efficiency with coverage of
temporal variations.

Face Detection and Cropping. Faces were detected and cropped using a pre-trained
Multi-task Cascaded Convolutional Network (MTCNN) with a confidence threshold of
0.9. Only the region around the detected face was retained, ensuring minimal background
distraction and focusing the model on potential manipulation cues.

Normalization and Resizing. Cropped images were resized to 299 x 299 pixels for
the XCeption model and 224 x 224 pixels for VGG16 and ResNet variants, which were
followed by pixel-value normalization to [0, 1]. These dimensions align with the pre-trained
ImageNet configurations for each respective architecture.

Data Augmentation. To mitigate overfitting, we applied random horizontal flips, small
rotations (+15°), brightness shifts (+0.2), and up to 20% zoom. Augmentation was per-
formed online (i.e., in real time) using Keras, ensuring diverse synthetic variations of
training samples.

Dataset Composition. After frame extraction, the final DFDC set contained approxi-
mately 150K frames for training, 30K for validation, and 30K for testing, maintaining a 1:1
balance of real and fake labels. FaceForensics++ yielded about 40K training frames, 8K
validation frames, and 8K test frames, which were similarly balanced. We also generated
additional distorted versions (e.g., H.264 compression, blur, noise) solely in the test parti-
tion to assess robustness. All reported performance metrics refer to these held-out test sets
unless explicitly stated otherwise.

3.2. Model Architectures and Training

We evaluated three convolutional neural network (CNN) architectures—XCeption,
ResNet, and VGG16—each pre-trained on ImageNet and fine-tuned for deepfake detection.
In each case, we froze the earlier convolutional blocks and appended a custom classification
head consisting of global average pooling, a dense layer with 512 units (ReLU), and a final
dense layer (softmax) for binary classification.

*  XCeption. XCeption leverages depthwise separable convolutions to capture complex
features with fewer parameters [8]. We initialized with ImageNet weights and fine-
tuned on the DFDC dataset using a learning rate of 0.0001 (Adam optimizer, batch
size of 32). The learning rate decayed by 0.5 every 10 epochs, and we employed early
stopping (patience = 5) based on validation loss. We also adapted the classifier layers
to the two-class (real/fake) scenario.

e ResNet. We experimented with ResNet-50 and ResNet-101 [9], focusing on an ensem-
ble of their predictions to boost accuracy. Both variants were initialized with ImageNet
weights with the final block(s) and new classifier layers unfrozen. Training used a
learning rate of 0.00005, batch size of 16, and Adam with weight decay of 1 x 107°.
We terminated training at 25 epochs if validation accuracy plateaued.
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*  VGGIeé. Characterized by stacked convolutional layers [10], VGG16 was fine-tuned
with a learning rate of 0.0001, a batch size of 8, and a dropout rate of 0.5 to mitigate
overfitting. Again, only the final convolutional block and newly attached dense layers
were trainable. Training concluded at 20 epochs, which was subject to early stopping
on validation loss.

All models were implemented in TensorFlow 2.5 with GPU acceleration. Experiments
were conducted on a machine equipped with an Apple M1 processor (16 GB RAM, 512 GB
SSD). Approximate training times were 10 h per dataset for XCeption, 8 h for VGG16, and
12 h for the ResNet ensemble.

3.3. Evaluation Metrics
We employed multiple metrics to provide a comprehensive view of each model’s

ability to detect deepfakes:

e Accuracy:
TP+ TN
TP+ TN+ FP+FN’

where TP = the number of true positives, TN = the number of true negatives, FP = the

Accuracy =

number of false positives, and FN = the number of false negatives.
. Precision:

Precision = L
TP + FP
* Recall:
TP
Recall = TPLEN
e  F1-Score:
F1-Score = 2 - Precision - Recall

Precision + Recall

*  AUC-ROC: Area under the receiver operating characteristic curve, assessing the trade-
off between TPR (true positive rate) and FPR (false positive rate).
e  MCC (Matthews Correlation Coefficient):

(TP-TN) — (EP-FN)
V(TP +FP)(TP + FN)(TN + FP)(TN + FN)

MCC =

Accuracy, precision, recall, and Fl-score collectively measure detection correctness,
while AUC-ROC offers insight into the model’s threshold-independent performance. MCC
provides a more robust measure for potentially imbalanced data scenarios.

3.4. Adversarial Testing

To investigate adversarial robustness, we introduced small, targeted perturbations to
the test images using the Fast Gradient Sign Method (FGSM). We set € = 0.01, which im-
poses visually subtle pixel-level noise yet can significantly degrade model performance. We
compared accuracy, AUC-ROC, and MCC before and after adding adversarial noise, thus
quantifying each model’s resilience against such perturbations. This analysis underscores
practical concerns where malicious actors may intentionally craft inputs to evade detection.

4. Experimental Results

This section presents a comprehensive evaluation of the deepfake detection perfor-
mance of XCeption, ResNet-50, VGG16, and MobileNet V2. The models were trained on
the DFDC dataset for 30 epochs with early stopping and then tested on both DFDC and
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FaceForensics++ to assess their cross-dataset generalization. The analysis covers accuracy,
inference speed, robustness against adversarial attacks, and additional factors like calibra-
tion and human-in-the-loop evaluations. The results highlight each model’s strengths and
limitations, offering insights into their practical deployment.

The following subsections present key experimental findings with detailed tables,
figures, and analysis to ensure clarity and reproducibility.

4.1. Training and Validation

Training and validation loss curves (Figure 1) show the convergence behavior of XCep-
tion, ResNet-50, and VGG16 on the DFDC dataset. XCeption achieves steady convergence
with minimal overfitting (final validation loss: 0.23), while ResNet-50 shows fluctuating
loss patterns (final validation loss: 0.41). VGG16 converges more gradually (final validation
loss: 0.28), indicating a balanced learning approach.

Training and Validation Loss over 30 Epochs (DFDC Dataset)

0.7r
XCeption Training Loss
—— XCeption Validation Loss
=== ResNet-50 Training Loss
—— ResNet-50 Validation Loss
0.6 AN VGG16 Training Loss
N ) —— VGG16 Validation Loss
0.5r
(9]
wv
o
—
0.4r
0.3r
0.2r
0 5 10 15 20 25 30
Epochs

Figure 1. Training and validation loss of XCeption, ResNet-50, and VGG16 over 30 epochs on the
DFDC dataset.

4.2. Model Performance on DFDC and FaceForensics++

Table 1 summarizes per-frame classification results on DFDC, where XCeption demon-
strates the highest accuracy (89.2%) and recall (90.5%). VGG16 performs competitively
(85.5%) but with slower inference, while ResNet-50 achieves faster inference but lower
accuracy. MobileNet V2, while lightweight, achieves moderate accuracy (80.2%).

Table 1. Per-frame classification on DFDC test set.

Model Accuracy Precision Recall F1-Score AUC-ROC  Inference (ms)
XCeption 89.2% 88.9% 90.5% 89.7% 0.94 85
ResNet-50 72.8% 74.1% 76.2% 75.1% 0.81 270
VGG16 85.5% 86.3% 87.8% 87.0% 0.90 1020
MobileNet V2 80.2% 79.8% 78.6% 79.2% 0.85 60

When tested on FaceForensics++ without fine tuning, all models exhibit accuracy
drops, as shown in Figure 2. XCeption shows better generalization with accuracy decreasing
from 89.2% to 85.7%. Fine tuning on 10% of FaceForensics++ data improves XCeption’s
accuracy to 88.6%.
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100 Cross-Dataset Generalization with Fine-Tuning

DFDC Accuracy
FaceForensics++ Zero-Shot
Bl FaceForensics++ Fine-Tuned

80}
60
40t
20}
0 ) ) ) .

XCeption ResNet-50 VGG16 MobileNet V2
Model

Accuracy (%)

Figure 2. Cross-dataset generalization with 10% fine tuning on FaceForensics++.

4.3. Error Analysis and Misclassifications

Error analysis is a critical aspect of evaluating deepfake detection models, providing
insights into their strengths and weaknesses in classifying real and manipulated content.
Confusion matrices for the three models—XCeption, ResNet-50, and VGG16—are presented
in Figures 3-5, offering a breakdown of the number of true positives (TP), true negatives
(TN), false positives (FP), and false negatives (FN) for the DFDC test set.

The XCeption model demonstrates balanced performance, with low FP and FN rates,
indicating its robustness in correctly identifying both real and fake samples. In contrast,
ResNet-50 exhibits higher false positive rates, where real frames are misclassified as fake,
potentially undermining its reliability in real-world scenarios. VGG16, while achieving
relatively high overall accuracy, shows a tendency toward false negatives, particularly in
videos with subtle manipulations.

Confusion Matrix: XCeption

True Labels
Real

Fake

Real Fake
Predicted Labels

Figure 3. Confusion matrix for XCeption on the DFDC dataset. XCeption demonstrates balanced per-
formance with a low false positive rate and high recall, effectively capturing deepfake-specific features.
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Confusion Matrix: ResNet-50

True Labels
Real

Fake

Real Fake
Predicted Labels

Figure 4. Confusion matrix for ResNet-50 on the DFDC dataset. ResNet-50 exhibits higher false
positives, misclassifying real frames as fake, impacting its precision.

Confusion Matrix: VGG16

True Labels
Real

Fake

Réal Fake
Predicted Labels

Figure 5. Confusion matrix for VGG16 on the DFDC Dataset. VGG16 achieves balanced performance
but faces challenges with subtle manipulations, leading to occasional false negatives.

These patterns suggest that each model has distinct limitations in handling specific
deepfake artifacts, such as lighting inconsistencies, expression mismatches, and subtle
edge blurring. Such insights are crucial for refining detection strategies and enhancing the
models’ practical deployment in diverse environments.

Consolidated Observations:

*  XCeption: Excels in both precision and recall, making it a robust choice for applica-
tions requiring high reliability. It achieves a low false positive rate (10.9%) and high
recall (90.5%).

*  ResNet-50: The higher false positive rate (27.3%) highlights a need for improved
feature extraction or better generalization techniques. While it offers faster inference,
it struggles with correctly identifying real samples.
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*  VGGIeé: Balances performance but exhibits occasional difficulties with subtle manipu-
lations, leading to a false negative rate of 12.2%. This trade-off may require additional
fine tuning or ensemble integration for high-precision applications.

By analyzing these confusion matrices, it is evident that while all models have
strengths in detecting manipulated content, specific trade-offs in error types (FP vs. FN)
are critical for selecting models tailored to particular use cases. Future research should aim
to address these limitations through adversarial training, data augmentation, or hybrid
model approaches.

4.4. Robustness to Distortions and Adversarial Attacks

Real-world conditions such as compression and noise significantly affect performance.
Table 2 compares accuracy under various distortions with XCeption showing higher ro-
bustness. Adversarial attacks via FGSM (e = 0.01) lead to accuracy drops across all models
(Table 3), underscoring the need for adversarial resilience strategies.

Table 2. Accuracy under common distortions (DFDC).

Model No Distortion H.264 (1 Mbps) Gaussian Blur Gaussian Noise
XCeption 89.2 87.1 83.5 84.8
ResNet-50 72.8 71.3 66.1 68.0
VGG16 85.5 84.2 80.7 81.9
MobileNet V2 80.2 78.6 75.2 76.5

Table 3. FGSM attack results (¢ = 0.01) on DFDC.

Model Clean Acc. Adversarial Acc. AUC-ROC (Adv)
XCeption 89.2% 79.1% 0.85
ResNet-50 72.8% 64.2% 0.67
VGG16 85.5% 74.3% 0.78
MobileNet V2 80.2% 69.4% 0.74

4.5. Calibration and Human-in-the-Loop Evaluation

Expected Calibration Error (ECE) scores (Table 4) reveal that XCeption and VGG16 are
better calibrated compared to ResNet-50.

Table 4. Expected Calibration Error (ECE) scores of the models on DFDC.

Model ECE (%) Calibration Quality
XCeption 4.6 Well-Calibrated
VGG16 41 Well-Calibrated
ResNet-50 9.3 Poorly-Calibrated

A human-in-the-loop assessment (Table 5) shows that manual verification can signifi-
cantly reduce misclassification errors.

Table 5. Reduction in misclassifications via human-in-the-loop verification.

False Positives False Negatives Overall Error

Model Corrected (%) Corrected (%) Reduction (%)
XCeption 32 28 30
ResNet-50 46 52 49
VGG16 35 29 32

MobileNet V2 38 41 39
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4.6. Performance Metrics Summary and Statistical Significance

Table 6 consolidates the performance metrics across all evaluated models, including
accuracy, robustness under distortions, video-level aggregation improvements, calibration
quality, and human-in-the-loop error reductions. The results highlight the trade-offs
between speed, accuracy, and resource requirements, offering practical guidelines for
model selection.

Table 6. Consolidated view of key metrics and observations.

Model Clean Acc. Adv. Acc. Noise Acc. Video-Level Acc. Calib. (ECE) GPU Mem Err. Red.
(DFDC, %) (%) (%) (DFDC, %) (%) (MB) (Human, %)
XCeption 89.2% 79.1% 84.8% 90.7% 4.6% 1400 30
ResNet-50 72.8% 64.2% 68.0% 73.9% 9.3% 1100 49
VGG16 85.5% 74.3% 81.9% 86.9% 4.1% 1800 32
MobileNet V2 80.2% 69.4% 76.5% 81.1% 5.2% 800 39

Statistical significance tests were conducted to ensure that the observed differences
in performance are meaningful. Table 7 presents p-values for paired ¢-tests across model
accuracy metrics. All comparisons show p-values below 0.01, confirming statistically
significant differences.

Table 7. Statistically significant test results (paired t-test on accuracy).

Model Comparison p-Value Significant
XCeption vs. ResNet-50 <0.001 Yes
XCeption vs. VGG16 <0.01 Yes
VGG16 vs. ResNet-50 <0.001 Yes
XCeption vs. MobileNet V2 <0.001 Yes
VGG16 vs. MobileNet V2 <0.001 Yes
ResNet-50 vs. MobileNet V2 <0.001 Yes

4.7. Visualization of Model Decisions

To analyze how the evaluated models make decisions and localize features indicative
of deepfake manipulation, Grad-CAM (Gradient-weighted Class Activation Mapping) was
employed. Rather than relying solely on visual overlays, we quantified key aspects of the
models’ Grad-CAM activations to provide a more detailed understanding of their behavior.
This quantitative approach enables a deeper comparison of the models’ strengths and
limitations in detecting manipulation artifacts.

Quantitative Metrics: Four key metrics were derived from the Grad-CAM activations
to evaluate the models:

e  Attention Coverage (%): The percentage of the Grad-CAM heatmap focused on
manipulation-prone regions, such as the jawline, lips, and eyes. Higher coverage
indicates better localization of relevant features.

*  Average Activation Intensity: The mean intensity of Grad-CAM activations in mani-
pulation-prone regions, reflecting the model’s confidence in its focus areas.

*  False Region Attention (FRA, %): The proportion of Grad-CAM activation present in
irrelevant regions (e.g., background or non-facial areas). Lower FRA indicates better
focus on manipulation-specific regions.

*  Manipulation Detection Rate (MDR, %): The percentage of fake frames where the
model’s Grad-CAM activations correctly highlight manipulation-prone regions.

Results: Table 8 summarizes the results for the three evaluated models: XCeption,
ResNet-50, and VGG16. The metrics highlight significant differences in how these models
localize and interpret manipulation artifacts.
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Table 8. Quantitative analysis of Grad-CAM activations across models.

Model Attention Coverage (%) Avg. Activation Intensity FRA (%) MDR (%)
XCeption 82.5 0.77 5.1 91.6
ResNet-50 65.2 0.64 15.3 75.8
VGG16 76.7 0.74 7.9 88.1

Analysis of the Models” Decisions: The metrics in Table 8 reveal important differences
in the behavior of the models:

e  XCeption: With the highest attention coverage (82.3%) and the lowest FRA (5.4%),
XCeption demonstrates superior focus on manipulation-prone regions. Its high activa-
tion intensity (0.78) and MDR (91.6%) indicate confidence and precision in detecting
deepfake artifacts. These results align with its overall high accuracy and generaliza-
tion capabilities.

*  ResNet-50: ResNet-50 exhibits lower attention coverage (65.2%) and the highest FRA
(15.3%), suggesting that its attention is often distributed across irrelevant areas, such
as the background. Its weaker localization and MDR (75.8%) highlight the need for
architectural improvements or better training strategies to refine focus.

*  VGGI16: VGGI16 strikes a balance between attention coverage (78.7%) and FRA (7.9%).
Its relatively high activation intensity (0.74) and MDR (88.1%) demonstrate strong per-
formance in identifying subtle manipulation artifacts, making it particularly effective
in forensic applications.

Implications for Model Optimization: These findings provide valuable insights into
the models’ decision-making processes:

¢ XCeption: Its precise focus and low FRA make it suitable for real-time applications.
Future work can explore refining its detection sensitivity for more advanced manipu-
lations, such as those generated by diffusion-based models.

*  ResNet-50: The high FRA and lower MDR suggest that ResNet-50 requires additional ar-
chitectural adjustments or more focused training to enhance attention on critical regions.

*  VGGIé: Its balanced attention coverage and intensity confirm its reliability for foren-
sic analysis. However, optimizing its computational efficiency would expand its
applicability to resource-constrained scenarios.

By quantifying Grad-CAM activations, this analysis provides a comprehensive view of
the models’ strengths and weaknesses. The metrics reflect their capacity to localize manipu-
lation artifacts and offer actionable insights for improving deepfake detection frameworks.

5. Discussion and Implications

The experimental results highlight critical considerations for deploying deepfake detec-
tion models, emphasizing the trade-offs between accuracy, inference speed, generalization,
and resilience to adversarial attacks. While many prior works concentrate on individual
metrics or specific datasets, our cross-comparison of XCeption, ResNet-50, VGG16, and
MobileNet V2 underscores the multifaceted nature of real-world deployment [19,20]. By
comparing these models across the DFDC and FaceForensics++ datasets, this study es-
tablishes a comprehensive framework for model selection tailored to specific operational
contexts. Furthermore, the findings draw attention to the urgent need for evolving de-
tection methodologies, particularly to counter cutting-edge generative techniques like
diffusion-based models [21].
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5.1. Key Insights from Experimental Results

The comparative evaluation reveals the distinct strengths and limitations of the
tested models:

¢  XCeption: This model consistently outperformed others across metrics, achieving high
accuracy (89.2% on DFDC and 85.7% on FaceForensics++) and robust generalization.
With a relatively low inference time (85 ms per frame), XCeption is well suited for real-
time applications such as social media monitoring or live video analysis. Its depthwise
separable convolutions effectively capture subtle artifacts, providing a strong balance
of speed and accuracy. Similar trends were reported in other studies [11], where
XCeption often topped the benchmarks on manipulated-face datasets, confirming its
efficacy in recognizing fine-grained inconsistencies.

*  VGGIé: Despite its slower inference speed (1020 ms per frame), VGG16 demonstrated
strong precision and recall, maintaining an F1-score of 87.0% on DFDC. These at-
tributes make it ideal for forensic and investigative settings where accuracy outweighs
speed. However, its high computational and memory requirements limit its scalability
for dynamic, resource-constrained scenarios. Comparable accuracy ranges for VGG16
(above 85%) were also observed by Khatri et al. [19], reinforcing that it remains a
robust model for deepfake detection, albeit at the cost of efficiency.

*  ResNet-50: Offering faster inference (270 ms per frame), ResNet-50 represents a viable
option for environments with limited computational resources. However, its lower
accuracy (72.8% on DFDC) and poor generalization under zero-shot conditions in-
dicate limited suitability for high-precision tasks without fine tuning. Nevertheless,
targeted retraining or ensemble integration could alleviate these deficits, as seen in
prior work [20], where ResNet-based ensembles yielded better detection performance
than standalone models.

*  MobileNet V2: Optimized for edge devices, MobileNet V2 achieved the lowest mem-
ory usage (800 MB) and inference time (60 ms per frame). While its accuracy (80.2%)
is acceptable for lightweight applications, its heightened susceptibility to adversarial
attacks reduces reliability in security-sensitive contexts. This vulnerability also aligns
with findings in [19] indicating that smaller architectures, while efficient, can be more
prone to targeted adversarial perturbations.

5.2. Generalization and Cross-Dataset Performance

A notable challenge across all models is generalizing to unseen datasets. When tested
on FaceForensics++ without fine tuning, each model experienced an accuracy drop with
XCeption exhibiting the most resilience (accuracy decreased from 89.2% to 85.7%). Even
minimal fine tuning (10% of target data) significantly boosted accuracy, suggesting data-
driven adaptation remains critical for robust deployment. XCeption reached 88.6%, further
validating its adaptability and echoing the cross-dataset observations in [11]. Conversely,
ResNet-50 showed the largest performance gap, highlighting the importance of domain
adaptation techniques and carefully curated training sets that capture a broad range of
manipulation artifacts.

5.3. Adversarial Robustness and Model Vulnerabilities

Adversarial robustness emerged as a significant concern during evaluations. All
models experienced performance degradation under FGSM perturbations (¢ = 0.01) with
XCeption maintaining a relatively higher adversarial accuracy (79.1%) compared to ResNet-
50 (64.2%) and VGG16 (74.3%). These results reinforce prior findings [7] that CNN-based
detectors can be systematically deceived through minor pixel-level modifications even
when they excel in non-adversarial conditions. Consequently, there is a critical need for inte-
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grating adversarial training, defensive distillation, and improved preprocessing workflows
to bolster reliability. The rise of diffusion-based forgery techniques [21] further underscores
the urgency for advanced defenses tailored to increasingly sophisticated manipulations.

5.4. Application-Specific Recommendations

Our analysis suggests that no single architecture uniformly dominates in every sce-
nario, reflecting a broader consensus in the literature [19]. The results underscore the
importance of aligning model selection with operational requirements:

¢ Real-Time Applications: XCeption’s high accuracy and low inference time make it the
optimal choice for dynamic, high-volume scenarios such as live video streaming or
social media monitoring.

e  Forensic Investigations: VGG16's precision and calibrated predictions suit legal or
investigative tasks where false positives must be minimized, and batch processing
is feasible.

*  Resource-Constrained Deployments: MobileNet V2 offers an efficient option for edge
devices, balancing reasonable accuracy with minimal computational overhead.

*  Adversarial Environments: None of the evaluated architectures demonstrate full re-
silience under adversarial attacks; adversarial training, input randomization, and layered
defenses should be considered in contexts where adversaries may attempt evasion.

5.5. Future Research Directions

Emerging deepfake generation techniques demand continuous innovation in detection
methodologies. The following research avenues warrant exploration:

(1) Adversarial Defenses: Developing advanced strategies, including PGD-based train-
ing, ensemble adversarial learning, or gradient obfuscation, can improve model
robustness. Incorporating these techniques early in the pipeline may ensure resilience
across diverse adversarial scenarios.

(2) Diffusion-Based Detection: With the advent of generative diffusion models like Diffu-
sionFake, evaluating and adapting existing CNN architectures to detect diffusion-specific
artifacts is crucial. Future work can explore specialized layers or temporal consistency
checks that capture the iterative refinements inherent in diffusion processes.

(8) Cross-Dataset Learning: Expanding training to incorporate diverse datasets, includ-
ing newer benchmarks, can improve cross-domain robustness. Incremental or contin-
ual learning strategies that accommodate novel forgery patterns without catastrophic
forgetting represent another promising path.

(4) Ensemble Approaches: Combining complementary models, such as XCeption and
VGG16, or incorporating task-specific modules, can enhance overall performance.
Hybrid systems could dynamically allocate computational resources, achieving a
trade-off between speed and accuracy, especially in real-time deployments.

(5) Human-in-the-Loop Systems: Integrating human reviewers for borderline cases can
significantly reduce error rates. Future frameworks could incorporate automated con-
fidence scoring or active learning to determine when expert intervention is warranted,
optimizing both throughput and reliability.

5.6. Conclusions

This study presents a structured evaluation of four leading architectures for deepfake
detection—XCeption, ResNet-50, VGG16, and MobileNet V2—across DFDC and Face-
Forensics++. XCeption emerges as the most balanced model for real-time and large-scale
detection, excelling in accuracy, generalization, and inference speed. VGG16 remains a
strong contender for precision-critical applications, while ResNet-50 and MobileNet V2
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cater to resource-limited environments. However, the pervasive vulnerabilities to adver-
sarial attacks and the challenges of cross-dataset generalization underscore the need for
ongoing innovation. By comparing these results with similar studies [11,19], we observe
consistent patterns in model performance and highlight that advanced defenses, such as
adversarial training and domain adaptation, are indispensable for real-world adoption.
Targeting diffusion-based forgeries with specialized architectures and leveraging ensemble
strategies could further ensure robust content authenticity in an era of rapidly evolving
deepfake threats.
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